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Why VigorPro UTM?

protection and are often dedicated. The vulnerabilities of
contemporary networks ranging from Web surfing, e-mail,
FTP, to various instant messaging and P2P softwares, present

a heavy burden for network administrators.

VigorPro series, serving as UTM equipment of the new
generation, can fulfill your requirements for secure networks.

All-in-one Unified Security Firewall

Conventional firewalls are blind to today's attacks, and also D-SWAT
cannot detect inappropriate e-mail and Web content. The
most common solution is a complex, costly collection of
independent systems to deal with each of these threats along
with network-level intrusions and attacks. The VigorPro UTM
series is capable of providing a complete complement of
integrated services including:

* Anti-virus

* Intrusion prevention

* Intrusion Detection

* Anti-Spam (Commtouch®)

* Web Content Filter (power by SurfControl)

* VPN

* SPI Firewall

Hardware-accelerated,
Real-time Response

The VigorPro UTM series employ a unique, hardware-accelerated architecture that provides the ability to perform real-time security
without slowing down critical network applications, such as Web traffic. Software-based anti-virus solutions, which are designed for
scanning non-real-time email messages, are too slow to be used to scan Web traffic or other real-time network applications.
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Network-level Protection

Conventional way to protect against virus or malicious
program, requires each host to install software on the host.
To install software on a large number of hosts is a time
consuming process. To evaluate the vulnerabilities, both scan
engine and database of virus pattern need constant upgrade.
It is very costly and annoying for IT personnel with high
maintenance. While VigorPro UTM series work as firewall as
well as internet gateway, so by nature VigorPro UTM series
block any attacks at the point of network entry. Through the
web user interface, the network administrator can monitor
and instruct the VigorPro UTM series to look for any
vulnerability per network-level. Provide protection of all hosts
inside network edge before threats intrude.

Content-based Inline Inspection

VigorPro UTM series use a stateful stack inspection method,
the MSSI™ (Multi-Stack Stateful Inspection), to scan network
traffic at multiple levels in varying manners appropriate to the
content of the traffic. Thus the system analyzes data streams,
data packages, and package contents, as well as decoding
and decrypting data when applicable, to determine whether
the data are malicious.

Synergy with Kaspersky Lab

VigorPro UTM series enable its anti-virus functionality by
deploying Kaspersky Lab’s anti-virus signature. Kaspersky
Lab (http://www.kaspersky.com/) is well known as its
developing and producing complete information security
solutions. With over a decade of experience in the anti-virus
field, Kaspersky Lab is very active in IT security associations
such as CARO (Computer Antivirus Research Organization)
and ICSA (International Computer Security Association).
That's why Kaspersky Lab is able to predict data security
trends and react to up to the minute IT security threat. With
the synergy of DrayTek and Kaspersky Lab, VigorPro UTM

series provide enterprise with the best protection against
network threat.
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