NO:AP1101-2 V.1

Release Note for Vigor2952 Series

Firmmware Version: 3.9.8.9

Release Type: Critical — Upgrade immediately to address urgent security issues or major

system risks

Applied Models: Vigor2952, Vigor2952P, Vigor2952n, Vigor2952Pn

Vigor2952 is a broadband router with dual-WAN interface. It provides policy-based load-balance, fail-over

and BoD (Bandwidth on Demand), also it integrates IP layer QoS, NAT session/bandwidth management to

help users control works well with large bandwidth.

New Features

None.

Improvement

Improved: Use HTTPS instead of HTTP for DrayDDNS opcode Update.

Improved: Improve the WiFi Driver Security (CVE—2025 20710, CVE-2025 20715, CVE-2025 20716,
CVE-2025 20718, CVE-2025 20719, CVE-2025 20720, CVE-2025 20724, CVE-2025 20736).
Corrected: An issue which the daylight saving feature did not work.

Corrected: An issue with dial-out restarted when the dial-in device's Internet connection went
out.

Corrected: An issue with lack of TR-069 parameter for WAN1 VLAN Tag (Configuration>>Internet
Access).

Corrected: An issue which the text in Login Page Setup would not be restored with the factory
default settings.

Corrected: An issue occurred after enabling the DNS filter, where the HTTP port number changed

to 80, even if a different number was set.

Known Issue

None.
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