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Read the installation guide thoroughly before you set up the modem.

The modem is a complicated electronic unit that may be repaired only be authorized and
qualified personnel. Do not try to open or repair the modem yourself.

Do not place the modem in a damp or humid place, e.g. a bathroom.

The modem should be used in a sheltered area, within a temperature range of 0 to +40 Celsius.
Do not expose the modem to direct sunlight or other heat sources. The housing and electronic
components may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Do not power off the device when saving configurations or firmware upgrades. It may damage
the data in a flash. Please disconnect the Internet connection on the router before powering it
off when a TR-069/ ACS server manages the router.

Keep the package out of reach of children.

When you want to dispose of the modem, please follow local regulations on conservation of the
environment.

We warrant to the original end user (purchaser) that the modem will be free from any defects in
workmanship or materials for a period of two (2) years from the date of purchase from the dealer.
Please keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the
warranty period, and upon proof of purchase, should the product have indications of failure due to
faulty workmanship and/or materials, we will, at our discretion, repair or replace the defective
products or components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will consist of a
new or re-manufactured functionally equivalent product of equal value, and will be offered solely at
our discretion. This warranty will not apply if the product is modified, misused, tampered with,
damaged by an act of God, or subjected to abnormal working conditions. The warranty does not
cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the
manual and online documentation and to make changes from time to time in the contents hereof
without obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via https://myvigor.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded.
Please consult the DrayTek web site for more information on newest firmware, tools and documents.

https://www.draytek.com



Table of Contents

Chapter T INSEAIAEION .....ocueeriiieiiiecteecente ettt sttt sttt b e st et st b e st s b se s et s it e st s b et e e ssbenasanass IX
[-1 INEEOAUCTION .ttt sttt et sttt ettt b e st b et et b et st e b st ek eae et ea bt ebes e b ek eae st ses et ebe et ebeae st ebene s ebe e bebene st ebenerneten 1

I-1-1 LED Indicators and Connectors for Vigor C410
I-1-2 LED Indicators and Connectors for Vigor C510

I-1-3 LED Indicators and ConnNectors fOr VIZOr CATOaX ...c.uureirirreeririerereriesesirterestssesesessesessssesesessesesessesensssesesesseseneess 4
I-1-4 LED Indicators and ConnNectors fOr VIZOr C5T0@X ...curreirirreeririererersesesirteresessesesessesessssesesesseseseesesessssesesesseseneess 6
[-2 Hardware INSTAlIAtION .......c.cuiiiiiiii e bbb bbb s 8
[-2-T NetWOTrK CONMECLION ....cuiuiiiiiciiii bbb s e s bbb s 8
[-2-2 Wall-Mounted INSLallAtioN ..o e 9

I-2-3 Antenna Installation

[-3 ACCESSING 1O WED USEI INTEITACE ...cuiiteiieieieiit ettt ettt st ekt b e st be st bbbttt be st ebebenees 12
[-4 DASND0AIT ....eieieieieiiee ettt sttt ettt ste st et ettt e Rt e be st e et a et e ket e Rt e ke st e e e Re s bente st eheeteneereehenee e enenaentens 15
Chapter 1] CONNECHIVILY ..vvvevvierererersrersrersrersnsssrsssrssnrssarsssesssssssessesssessesssasssessanssssssanssasssnesssessnessnessnessnssesssensnassssssnsssnessnessnes 17
[T CONFIGUIATION. ..ttt ettt sttt ettt sttt et et bbbt st bbb eb et s b eb e st b b st et esen b st ebes et ebeae et e sen b ebe et ebene st eb et saebeenes 18
[1-1-T PRYSICAl INTEITACE ...ttt ettt bttt st sttt et b et st et b e b s b e b st st esentnbenens 18
TI-T-2 WAN Lttt ettt a e bt st e b bR s e e et ea e sh e st e e bt bbb e bt st naesh e st nean s 20
[1-1-2-1 WAN Connections.. .. 20
[1-1-2-2 WAN AUTOHUNT. ..ottt et st s st ebe bt ettt sa e sre et enne s 33
[1-1-2-3 VIFTUAT WAN L.ttt ettt ettt ettt et at st et et se st bbb ettt e et beb et et e e b et ese st bebenesbenensebenens 38
[1-1-2-4 DYNAMIC DINS Lottt ettt bbb st eb e bt b et besn e s 41
[1-1-2-5 WAN BUGZEE ....cveriiriiirieteitciet et et sttt b ettt b ettt ettt bt st b bt b ettt b et et eb et ssebesesbenene 45
[1-1-2-6 DHCP OPLIONS .ttt et st bbb bt st a e st sb s et sne s 47
[-T22-7 FQIOVEL .ottt bbb s bbbt 49
[1-1-2-8 LINK HEAITN CHECK ...veuitiiitcieitcteit sttt sttt sttt ettt et et eb e st b et et e ssbesesesbenene 50
[1-1-2-9 Performance SLA
[1-1-2-10 PPPOE PaSS TRIOUEH c...veuiiiieiietiieiiteieseteteit sttt sttt et st ettt st st bt ebe e bebenesassenene 54
TI-T-3 LAN Lttt b sttt h et a e bbbt h e b e Rt ea e e b e ht e b e bt bbbt Rt nr e sheeheennear s 55
[I-T235T LANS et b st b bbbt sa e bbb R bRt b sh e bt st e b bt bbb et et nre s 57
[1-1-3-2 BINA TP 10 IMAC ..ttt ettt sttt sttt sttt bt sttt et b bt st b et eb bt s b bt st b b et enestns 61
[1-1-3-3 DHCP OPLIONS .ttt ettt b et a e sttt sn s et s e snenes 63
[1-1-3-4 INEEI-LAN ROULING c..cvtiviriiiiiiiieiie ittt st st s sae st sr s et eresaenes 64
[1-1-3-5 VLAN LISt acuriiiiiieieit ettt sttt et e s h e sttt bbb b s et eb s sbesb et st b e bt ebesnene s 66
[1-1-3-6 Interface VLAN .... .68
[1-1-3-7 LAN POIT B02.TX cueeutiieiititiniiit ettt ettt ettt b b ettt she bt et eb e bt et e b st s st e saesbeentenbesnsennentens 69
[I-T4 DINS ettt b e bbb bbbt ea e bRt a bbbt st a e s bt she b e bbb e 70
[1-T-4-T DINS S@CUILY.c.everteieeriesieiieterte sttt ste st st e bes bbb este e ebestesee st s bebenses s eas et ebesbeseestssensenseseesenseneesesseneeaessensensen 70
[1-1-4-2 LAN DNS/FOIWAIQING ...vveuiieveiieieirisietitetesetetese st ieststsseses e sesesasbesassesesessesesessssesensesesensesesessssesessesesensssenens 72
[1-1-5 WIFEIESS LAN ...ttt bbb bbb s s 74
[I-T-5T SSID i b et r e s h et b n e 76
[1-1-5-2 Radio Settings .80
[1-1-5-3 ROGIMINEG....viiiiiiieieiiite ettt st s a et e b e sh e bt st b e b s bbb sa et st b e b se b s nen 83
[1-1-5-4 AP DiSCOVEIY...cctirtiuiiititiieiiinte sttt ettt sre st a e b st eb s sh e bbb e bbb e b et eb s ebesb et st sb e s e st sr e s ennen 84
[I-T=5-5WWPS Lttt st b et ea e bRt bbbt a e bt et b e bt b n e r s nenre s 86
[I-T-5-0 WWDS ..ottt st bt et e b bbbt ea e bRt b bR bbb b bt e at b bt b bt na et s 89
[1-126 ROULING ..ttt sttt ettt ettt st sttt et b et ebe e b seese et e s e st eb et eaeeaeebe s s e e e st b et eateh et enteneebesseneesebenneneeseseneen 91



[1-1-6-1 ROULE POLICY ...cuteviiieieieteieit sttt et sttt ettt ettt ettt bbb e e et eae st b e b st ek et eb e bt st bebereebeneneebenesesbesens 91

[1-1-6-2 IPVA STALIC ROULE ....oveevirieitieteieiitet ettt sttt sttt et et es et st st b et b b e eae e b e saese s e ebenbenessesbensenensensennen 95
[1-1-6-3 IPVE STALIC ROULE ....veveieitieteietitet ettt sttt ettt et et ese et st st eb et s b s et eaeebesaeseeb e s b e benessesbennenensensennen 96
L PP 98
[1-1-7-1 GENEIAl SELUP w.eveuiieieiietetetee ettt sttt sttt bbbt st b sttt b bt st b bbbt e b bt st beb et ebestns 98
[1-1-7-2 RIP Network .100
[1-1-7-3 RIPNZ NEIWOIK ... ettt ettt ettt ettt st st sttt e b et b et st b beaeenenens 101
[I-To8 BGP ettt h e et R e ea e sa et st a e b b 103
[1-1-8-1 GENEIAl SELUP w.veuiteieriieteteteet ettt sttt ettt ettt b et sttt be st b b et et et et e ke st beb et ebesen b et ebe st sbesentebesensesenens 103
[1-1-8-2 IPVA NQIZNDOIS ...ttt sttt sttt e st st ekttt e b st e b et et e b et ese st sbeneneebenens 104
[1-1-8-3 TPV NETWOIKS ....eutvtiuieteiiaireeietie et sttt sttt ettt et b e st bbb etttk et et e sen et ebe st bebe st ebesenbsbenesesbenens 107
[1-1-8-4 IPVE NEINDOIS ...ttt sttt sttt ettt s ettt sbe b st be bt et e b et ese st sbeneneetenens 108
[1-1-8-5 IPv6 Networks .109
[I-T20 OSPE .ttt e e h e bR bR b bt r e et r e b b n e r e r et s 1
[1-1-9=1 GENEIAl SELUP ...ttt ettt st sttt b et e b ettt ebe st sb st ebe et eneneas 111
[1-1-9-2 OSPFV2 NEIWOIKS ...coviiiiiiiiiiiiitct bbb s bbb bbb s 112
[1-1-9-3 OSPFV3 NEIWOIKS ..ottt bbb bbb 114
[1-1-10 BaNdWidth Man@BEMENT.....c.ecirurueuiririeiiieieie sttt ete st tstesessesesestete e tssesestsbesestsbesessssesestsbesentesesensesesenesesenens 116
[1-1-10-1 Traffic SNAPING POIICY ..veuieeiiriieiitriee sttt sttt sttt st sttt b et et b st st enesesbenene 116
[1-1-10-2 BaNAWIATh LIMIT....eueriiieiiieieiirieieirieieeete ettt ettt ettt sttt st sttt b ettt ebesesbeseesbenensesenens 118
[1-1-10-3 QoS Setup
[1-T-T0-4 APP QOS ...ttt s st b bbbt s a e s h et b bbbt et nae b saeeanen s
[1-1-10-5 DEFAUIE POHCY ... ettt ettt ettt et st e sttt sb e st bbb 123
[T N AT bt r e s bt E e e R sa et b e bR s a e R ea e et ben b sr et n 124
[-T-TT-1 POIT FOIWAITING .. cveuieieiiiteieriietitst ettt ettt ettt ettt sb bt b b st bbb et eb bt st snenene 124
[1=T-TT1-2 DIMZ HOSE ..ttt s sttt e b bbb sae st et be s et enesnennent 127
[1-T-T1-3 POIt THIZEEOIINE cuveuvereeterteerietetetiet et st st st st s et b b et et s e aesae e s be b esses e sseasene s st ebesaesessessensenessenseneesensensens 128
1-1-11-4 ALG.... .130
[I-T=TT25 UPIIP ettt a e bbb e bbbt b e b sheeat e b bt bbbt s ra b eaes 131
HI-T-T2 IGMP ottt s a e bt et h e bbbt et sa e sh e eat e sb e e b e b b e b st et sa e ehe et e sb e b e an b 133
[1-1-12-1 GENEIAI SETUP ..euvuvtiuiieteiireetertiet ettt sttt sttt b e st b et be s et e be st b b et et esen et esenesbeb et etesenbebenesesbenens 133
[1-1-T2-2 IGIMP STATUS......cutiiiiiiitiiciiieiet et ae st b b et eb e eb e sa et be bbb e s et enesresnene 134
[I-T-T3 ODJEEES vttt sttt sttt b e st b et e b et b et b et et b bbbt b et 135
[=T-131 TP OBJECE ittt st st st sb et bbbt st b et sb et sn b st benene 135
[1-T-T3-2 TP GIOUP ittt ettt sttt e b sa et b et bt b sa et st b e bt e b s et entebesn et setsbennene 137
[1-1-13-3 MAC Object.... .139
[1-T-13-4 IMIAC GIOUP ettt ettt ittt sre st eb et b et st e st sae bt et et e e bt et e b e bt st e saesbeeateabebe e st enbesbesatennesaes 140
[1-1-13-5 SCNEAUIE ..ttt sttt b et st ettt be st eb et et e e b et ebe st s besenesbenentebenens 141
[1-1-13-6 SEIVICE TYPE ODJECE .cuvveuiteiiriietiteteeirt ettt sttt st ettt st stk et et e e ettt eb et ebe e bebenesesbenens 143
[1-1-13-7 COUNTIY ODJEC. ettt ettt ettt ettt sttt st bbb et et e ke st st e e et e et sbeb et ebesenbebenesesbenens 144
[1-1-13-8 KEYWOIT ODJECE ..uvueuiieriuieieiiieteieirtetet ettt sttt sttt ettt st e b et st st e et s beb et ebesenbsbenesasbenens 145
[1-1-13-9 BACKUP & RESTOIE ...cuuiiiiiiiiiieteeiitect ettt sttt ettt b b st sttt et eb et bbb 147
II-1-14 LTE
[=T-T41 SIM INBOX. kit ettt b e st b e st b ettt eb e st b b et eb et eneneae 148
[-T-14-2 SENA SMIS it bbb st 148
[1-1-T4-3 SIMIS OULDOX ettt ettt sttt bbb st ettt et b ek et st e et ebe st bebe st sbesenbebenesesbenens 149
[I-T-T5 WEKE ON LAN ..ttt sttt ettt ettt bttt st a e st b et bbbt be st b b et e b et et ebe st et ebent et e sen b b ebesesbebeneree 150
[1-1-16 NOTIfICAtION SEIVICES ...euvveuiririeiirteteiieiet sttt ettt ettt sttt bbb e st e b st st e st ettt ebe st beb et et eb et sebeneses 152
[1-1-16-1 SEIVICES & PrOVIAEIS......euieveiiuiieiiirieittete ettt sttt sttt sttt ettt be st st b et et e et ese st s bebesbsbenentesenens 152
[I-T-16-2 SMTP SEIVET .ttt ettt b sttt b et e sb et sae bt eat e b e b e e st et e s bt st e snesnes

11-1-16-3 SMS Provider



[-T-16-4 WEDNOOK ...ttt sttt sttt et st e bbbt bbbt e b st st b et ebe e bebenens
[1-1-16-5 NOTIICATION ...ttt sttt sttt ettt st et b ek st bbb e b ebebe st beb et ebe e bebenenesbenene
[1-1-16-6 Backup & Restore
[1-T-17 RADIUS/TACACSH .ottt ettt sttt ettt et ettt st st s heeat et e bt e st et e ebeeat et e eheeabe b e s bt et e steebeeneenbesneensenbens
[1-1-17-1 EXEEINAI RADIUS......ooteteitetitetetseie ettt et tes et et e e st et et etestessenessensesses et anseseesessensenessensensesessansans
[1-1-17-2 Internal RADIUS ...
[1-1-17-3 External TACACS+
[1-1-18 COITIfICATES .. eveeeieiieceei ittt st bbbt eb e st bbbt b bbbt et et b bt ee
[1-1-18-1 LOCAI COITIfICAtS. cveueuiteteriietetetee ettt st et sttt st bttt sb ek st b bt et e ebebesasbene st etenens
[1-1-18-2 TrUSTEA CA ...ttt ettt ettt et st bbbt b e sttt sttt e b st bk et et eb et s b ebe st beb et ebesenbebenentetenens
[1-1-18-3 LOCAI SEIVICES ...ttt sttt sttt ettt et st ettt st e st st bttt s b e bt st b e b et et eb et st ebesesbeneneetenens
[1-1-18-4 Backup & Restore

[122 SECUTILY veteueereeterterieest ettt ettt et st e st et b et b et e st e bt st e se et s ae s et eb e eb et eaeeb e ehese et e st e s et eneeseaseateneebeeb et e st st s eneen e s ensenteressenans 175
[1-2-1 FIFEWAIL FIIEEIS ..ot bbb s 175
[1-2-1-1 1P REPULALION FIlEEIS ...ttt et sttt st ebe st 176
[1-2-T-2 TP FIIEEIS ottt sttt s e bbbt s b et b b st b et eb et bene st enenent 178
[1-2-1-3 CONENE FIlLEIS ..o s 182
[1-2-1-4 DETAUIL FIILEIS ... vttt ettt sttt sttt et st e stttk et be st eb e b st st e b et et e e b ebeneesbenens 184
[1-2-1-5 Backup & Restore... .186
[1-2-2 DEFENSE SEEUP weuvuveireeveiieieit sttt ettt sttt sttt bttt st bbbt e be bt st e b et et et st e bt st st e st e et e se st sbebe st bebene et esenesbebeneres 187
[1-2-2-1 DOS DEFENSE....veuitiieiieietetete ettt sttt ettt stk et sttt be bbb et e b e b st beb et st eben b et ebe st s bes et ebesenbetenens 187
[1-2-2-2 BFP SEELINES....eeverteririrtereeiirtint ettt etestestsestesteste s et eseebeebeste st st be e e st es e s eseestebestesessesbensenessensenseneebeseenessensensene 189
[1-2-2-3 ATOW/BIOCK LISt ..ottt 192
[1-2-2-4 DEFENSE SYSIOF ... c.titiuiiriitiriietitete ettt ettt sttt et b e sttt ettt sb bt st b bt b bent 193
[1-2-3 MAC FIlt@ITNG Profile ...ttt sttt et st st sttt eee 193
[1-2-3-1 MAC FIlteriNG Profil....c.cu ettt sttt sttt et nena 193

[1-2-3-2 Backup & Restore
II-2-4 IPv6 Address Security

[1-2-5 SECUNILY DEFENSE STATUS....veuiteteiiereiietrietirts ettt sttt ettt bttt b et et et ebebe st be ke st st e se st ebe st bebeneebesenssseneneres 196
[1-2-5-1 BFP SEATUS.......cvetiueieneiiiinieitrt ettt et s et et st e s ea s bbbttt et st et ee s s s s bbb seneneanace 197
[1-2-5-2 1P REPULALION.....euteiietitetcieete sttt ettt et ettt et e b s st ebe st e saeb s b e enteb e s eaneseebesteseesesbensensesensennene 198

[1-2-6 URL/IP LOOKUP ...ttt s bbb bbb st 199

[=3 TAM .ottt st et bt e h bRt e et et e a s s a kR bbbt s ettt sttt 201

[1-3-1 USEIS & GIOUPS c.iuviuiiiiitentiiieiieie ettt ettt a et b st e bbbt b s e st bt e b e sa e bt be bt r e b esnentebesnennen 201
[1-3-T-T USEIS ottt bbb bbb bbb 201
[1-3-T-2 USEI GIOUPS ...cviutieiriiitenteteittetei st ettt sttt e eb et a et st b b b e s et bt b e bt st be b b e b enentenesbennent 207
[1-3-1-3 AUTNENTICATION SEIVEL ..viiitieieietiirt ettt ettt sttt st et s ekt b et st ebe st b b et et e b et esenbebeneneetenens 209

[1-3-2 TAM POIICIES ... vttt sttt bbbttt st e s b ettt st et s e e e s s aenenene 210
[1-3-2-1 APPIY POLCIES 1O LAN ...ttt ettt ettt et sttt b et st be st bbb et ebese b ebeneneebenens 210

11-3-2-2 Access Policies

[1-3-2-3 Group Policies

[1-3-2-4 CONAitioNal ACCESS POIICY .ccviuiuirieiiriieiiirieiirite sttt ettt b ettt ebe e n s 218
[1-3-3 RESOUICES......viiiiiticictct bbb bbb bbbt sb bbb bbbt beae s 219
[1-3-4 HOtSPOT WED POITAl ...ttt ettt st st bbb 222
[1-3-4-1 ProOfile SETUP ..cov vttt ettt s ettt b e st b et eb ettt bese b 222
[1-3-4-2 QUOTA POICY PrOfil .ciieiiiieieieieieriieietete ettt ettt st sttt st st b et st ebe b sesbenene 230
[1-3-4-3 USEI INFOIMIGTION «..viiiiieieiiiciereiet ettt sttt sttt et stttk b et st eb et s b e b st beb et et e e b sbenenbetenens 232
11-3-5 Account Status
[1-3-6 BACKUP & RESTOIE......civeuiriieiiieieiirteieit sttt ettt eae bbbt st e st eae st b et bbb eb e b et et ek et st ebe st bebenesbesen s st ebentesebeneens 234
T2 VPN Lttt bbb bbb R h SRR E e bR R s et e R e na et st be bt r e n e ent 235



[1-4-T GENEIAI SETUP..cviteriieieiirtrieit sttt sttt ettt ettt b et ettt eae st b e bt st st e n et ebe st bebeae et e st ebebe st bebeneebesentssebeneree 235

[1-4-1-1 ACCESS CONTIOL..cviuiuiiiiuieieieiirteiesiste ettt sttt ettt ettt st bbb e e bbb s et eb et et e sen et ebe st s beb et ebeb et sbenesesbenens 235
[1-4-1-2 BASYVPN ..ottt sttt st et sb e bt et e bbb e b e bt st sbe s bt eaten e b e sntennenaes
[1-4-T-3 IPSEC ..ttt et e b e et b e R b sh et h bbbt R s b st ereerenant
[1-4-1-4 WireGuard
[1-4-1-5 OpenVPN ..
[1-4-T-6 VPIN IMISS .ttt st ettt bbbt et e st st e s hteat et e b e e st et e bt et e st e bt eat e s e bt e b be b e bt st etesaes
11-4-2 Site-to-Site VPN
[1-4-2-1 VPN TYPE = IPSEC ..ttt sttt sttt st st et bbb sae bbb bbb e st s e nesaes 243
[1-4-2-2 VPN TYPE = WIFQGUAIT. ... cueeveiiiieiinirieieiietetete ettt sttt sttt st bt ste et sbebe st beb et etesensssenesasbenensesesens 250
[1-4-2-3 VPN TYPE - OPENVPN......oooioeeeeeeeeseveoeseessseesseesesssssssssessssssssssssssssssssssssssssssssssssssssssssssssssessssssssssnssssens 253
[1-4-3 TEIBWOIKEE VPN ....uiitieiiirieiieieie sttt ettt b et sttt st et sttt be st bbbt e b e bbb et st e b st ebesebebenees 257
11-4-4 VPN Connection Status..... ... 263
[1-4-5 BACKUP & RESTOIE.....oiiuiiieiiieieiinisteit sttt ettt st sttt e h bt b bt st b b ettt b bbb eneens 264
[1-5 VIrtU@l CONTIOIIEE - WIFEIESS ...cueuveveiiteieiiet ettt ettt ettt b e st ettt ekt ek bbbt st et e b et b et st e se st s ebenesee 265
[1-5-T ROIE SETUP ettt sttt ettt ettt st sttt st st b et b b st b bt eb et eb bbb et eb s mene 266
[1-5-2 DBVICE .ttt sttt e e st R sa e h st eR e resa et st s bbb naen 268
[1-5-2-T DBVICE LiSTuuutiuirierieieierieeetrtest et ettt sttt ettt bt st st st st ae e b s et entebe st et s st benseseebe s et eneebesaenessensensene 268
[1-5-2-2 Mesh Status .270
[1-5-2-3 AP AQOPLION ..ttt sttt ettt b et sttt b e st e be st st et be st b e b et et e et ebebe st et esensebesenesbeneneetenens 271
[1-6 VIrtual CONTIOIEE = SWILCN ..ttt ettt ettt sttt b e st sn et ne 275
[1-6-T GENEIAI SETUP ..c.viteriieieiirtrieie sttt sttt st ettt et b ettt steae st be ke st st e a e et ebe st bebeae et e se e ebebe st bebeneebesentssebenenee 275
(12872 DBVICE ..ttt e st h e sa et s et R eh e st a et n b b en
[128-3 POIT PrOfil@ ettt ettt bbbt b e st s b ettt

11-6-4 Maintenance

Chapter [l MANAZEMENL.......ccictiiieerietiteteteiteet ettt sttt s st et e et st sate e st st et esaeessest st et s b ese s besesenesat e st s b easabesenenesanen 291
[11-1 SYSEEM IMAINTENANCE ....ouvtiteeeitete ettt sttt ettt et st e bt ste st et s b e b et e st s b e s eateb e etesae e s st benseaeshensenteseebesaenesatsbenneneesessensens 292
[11-1-T DEVICE SEELINGS ..veveteiiieieiiit ittt ettt e b et eh e sb bbb bbb et ebesre b entseebennen 292
IH=T-T= THIMIE ettt ettt ettt sttt sttt st e b e s e e et b et e s e b s e e eaeebe s e e e e et ss e b esbeb et eaneneebeseeneenesbenseneesensennent 292

[11-T-T-2 DEVICE NAIME ..eutiititerteit ettt sttt ettt et st st e e b e s bbb e b e st ebe st e se e st s be b esseb e s et e e ebesaeseentsbensensesensennns 294

[H=T2T-3 SYSIO .ttt ettt ettt ettt st bt sttt b e st stk ettt st b st ek eae et eb et sbebe st bebene et e sen b et ene st ebebeneebenens 294

T4 SNIMP Lttt st s b et e bbb e b e bt st sb e ebe s b e b e b e sna b e e 295

=122 MANAEEIMENT ettt ettt st bt et s b e bbb e b st et e sb e sbteatesb e s b e e st e b e s bt st e sbesbtennenne s 297

[11-1-2-1 Service Control... .297

[H-1-2-2 TR-0B9 ...t bbb bbb bbb bbb 299

[11-T-3 SYSTEM UPEIade....ccveveiiieiiriiieiiririeitiet ettt ettt et et sttt st sttt bt st bbbt b ettt b et eb e mene 301

[H-T-3=T FIFMWAEIE Lot st b bbb st b bbb bbb 301

[11-1-3-2 CoOUNtry ObJECt DAtabhase. .....ccuvueiririeiiririeiirirteiestriet ettt sttt ettt et b et st ebe st b b eeebe e besenens 303

[11-T-4 BACKUP & RESTOIE.....cveuiuiiteuiririeiiteteiietett sttt etebest st st st b st ete e st ese st ebeb et st esen b et ebe st besene et eb et sbebe st bebenessesentane 304

[11-1-5 ACCOUNTES & POITNISSION.c..iutititiieiriiieietiet ettt st et sttt s et st bestesee st sbe b esses e s esene s st ssesseneesessensenessensenses 305

[11-1-5-1 LOCAl ADMIN ACCOUNT....oviuiititiriietiririeeirteie sttt sttt sts bttt be st st e st sbene st bebe st sbesensesesesesbeneneesenens 305

[1-1-5-2 Role & Permission .... ....308

[11-T-6 SYSTEM REDOOL ....uiiiiiiicitctieiitre ettt st sttt bbbt b e st b et et b bt ee 310
CRAPLEE IV ONEIS ...ttt st st ettt sa e st st sttt s a et s et st et s b e se s e ses e bt s st et s b et s besenenesanen 31
IV=T IVIONIEOTTNE ettt ettt ettt sttt e et sttt eb e st e se et s se b e st es e eb e s eaeebeebesa et s st bem b eneeb e s emeeneebesae e e st s seasensenesbennenteresaenans 312
IV=T=T CHENES LISttt bbb bbb s st 312

IV-T-2 LOZ CONERT ittt ettt bbb st ea bbb bbb e s et st sbesb et benaen 314

IV=1-2-T LOG CONEET .ttt ettt e b st b et e b bbb sae st et s ben et b e snennent 314



[V=1-2-2 DDINS LOE c.eviviiiiiiiiiiiiiiiii sttt bbb sa e bbb bbb bbb sb bbb ntn 315

IV=1-3 Wireless INFOIrMIATION ....c.oueiiririeiiicieiieie ettt sttt ettt st bbb ettt b et et et sebenenes 316
IV=1-3-1 Wireless INfOrmMation......coeueiririeiirieeririeiceete ettt ettt ettt st sttt ebe st b b eeebeeneebenene 316
[V=1-3-2 RECENT ACHIVITIES ...ttt et sr et a et snenn 316
IV-1-3-3 Real Time ThroUZNPUL 2.4G ....c.civiieiiririeiiniceniicictneeir sttt sttt ettt et sb s st snenene 317

IV-1-3-4 Real Time Throughput 5G
IV-TBWAN et e sttt b e et e h e sa et s e R s et e R e ere ettt et r e n et en
IV-1-4-T WAN ULIlIZATION ...t
IV-T-4-2 WAN STATUS ..ouvirieitiieiete sttt sttt ettt et b e et e bbb e b st s b sb e b et e s e b e snaenbennes
IV=T-5 ARP TabI@ ettt ettt ettt st etttk bbbt et b ekt bkt bbb ebe et b et et se s
IV-T-55T LAN ettt st sa e s a e st teb b e b e e s Rt et sa e bt b e b bRt b et sae b st n s
IV-T-5-2 WAN L.ttt a e b st b e b e e et s b e bt et e bbbt st sa e bt e aeean s
IV-1-6 Route Table..
IV=T20-T TPVA ot bt e e a e st b e bbb et b et b e sa et ebesr e ent
IV=T202 TPVB .ttt b e s e R b st b e r e et e r e sr e ent
IV=1-7 DHECP TabBI@ ..ttt ettt st bbbt sttt bbbttt b et b ne
IV=1-7-1 IPVA DHCP SUDNEL ...ttt ettt e sttt eb e st ettt b enenen
IV-T-7-2 IPVA DHCP LEASE....cuiiiiiiiiitictit ittt sttt ettt et b bbbttt b e bt et en e b e saa e beaes
IV=1-7-3 IPVO ASSIZNMENT ..uiitirteiietiteeett et sttt ettt et et ea e ebeste e et s s et e st eb e s et eseebesbe e s st bennesesbeseneentebessenensessennene
IV-T-8 TPV TSP STATUS......titiiiiiinie ittt sttt st sae st sb e s b s b e b e st s b sa e shteabesbesbeeabebe s it s ne b s
IV-1-9 IPv6 Neighbor Table ....
IV-1-10 LLDP Neighbors Information
IV-T-11 DNS CaChe Table......coiiiiiiiiiiic bbb
IV=T-TTT IPVA ottt a e et b e bbbt b bbb sae b e st st e b sa b e srennent
IV=T-TT22 IPVB ottt a e et h e sh et b bbbt e b e sh e bRt b e r e r e ent
IV-T2T2 LTE STATUS vttt ettt b bbb et b et b b e s entsbe bt s
IV-T-T3 REMOTE DSL STATUS ...ttt s s et st sb e bt bbb b st n e sbesresnenens
IV-1-14 PPPOE Pass-Through
IV=1-15 SESSION TADIE ... ettt ettt ettt st b et ettt b e st sttt ettt e b st b b et et b et s b ebe e beb et eseseneee

V2 UBIY wovvovveeeeeeee e eemeesesseses s s ssssssessses e sesessessses e esssssessss e esmsssssse s eersreseseee o 328

IV-2-T NEEWOIK TOOIS .ottt ettt ettt et e ebeete et e b e eba et b e beebeeabesseeaeeasenssessensenseetsensessesseensanssessensentens 328
IV=2-T-T PING TOON .ttt sttt sttt et s e b e st b e st b et b bt st b et eb et ebebene 328
A R B A N - T~ o 1 L OO SR SRS PPRRPRSRRRRINt 329

IV-2-1-3 DNS.... ..330

IV=2-2 WD CLI ittt ettt st st sttt bbbt b et bbb st b b es 331

Chapter V TroUDIESROOING ....cc.ciiiiiiiitceeentert sttt ettt st st st sa e s st st s bbb e e s b e ssenesanenans 333
V-1 Checking the HardWare STATUS .........cevueirrieuiririeenisiet sttt ettt et et e st ebe st b be st te et se ke st bebenestesentssebesebesenestesenesesen 334

V-2 Checking the Network CONNECLION SETHINES.....cevirurieiririeiiririeeieieie sttt ettt bbbt ebe st be st st be st ebesesebenessesen 335

V-2-1 For Windows

V=22 FOP MAC OS ..ttt sr et e e st tse b e e sh et e e b e sh e st b e b sh b et b s et st sbesn et st bennnt
V-3 PINGING e DEVICE ..vviiieiiieieie ettt ettt st bbb st b e st ekt e bbbt bkt ebebe st ebe e b e ke se st e ben bt ebenenteben 338
V=31 FOI WINGOWS ...ttt ettt et eb e st b ettt s st bbbt bbbt s b et ss b e st b et eb bt et eb et b b entene 338
AV B o T Y T @ IS =18 1 21T 0 T= 1) SRR 338
V-4 Backing to FACtOry DefaUlt SEEING .....cccvviriiiririeiierteer sttt ettt sttt st ebe st ben s 340
V-4-T SOTEWAIE RESEE ..ueviuiteieuitete sttt sttt sttt et sttt b s e b et sttt ebe st s e b eae et bea s ebese b ebene et eb et st ebe et ebene st seneree 340
V-4-2 HArOWare RESEL. .. ueuirieieuirietesirteieie ettt ettt et sttt ebe sttt et st e s s st ebes et e b eae et e bes et ebe st bebeneebeb et st ebe e bebene et seneres 341
V-5 CONTACTING DIrAYTEK ..veuiriiieiiieieiieteitstrt ettt et sttt ettt st bbbt b b st b et et et b e b e st b beat et e b et b e b e et e b eatsnebesenenen 342

\



Vil



Chapter | Installation






I-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for your region or product, please contact local

distributor.

I-1-1 LED Indicators and Connectors for Vigor C410

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors

first.

LED

Blinking
Off
On
Blinking
Off

Oon

Blinking Quickly
Blinking Slowly
Off

On

Blinking

Off

The router is powered on and running normally.
The router is powered off.

Internet connection (via Ethernet WAN) is ready.
The data is transmitting.

Internet connection is not ready.

SIM card is inserted into the slot and detected by Vigor
device.

The data is transmitting.

The LTE connection is being activated.
SIM errors or no SIM card in detected.
The Ethernet port is connected.

The data is transmitting.

The Ethernet port is disconnected.



Connectors

Factory Reset

WAN
P1~P5
SIM
ON/OFF
PWR

Restore the default settings.

Usage: Turn on the router ( ¢ LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the &4 LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory
default configuration.

Connector for remote networked devices (by Ethernet cable).
Connectors for local networked devices.

Slots for installing SIM card(s).

Power switch.

Connector for a power adapter.



I-1-2 LED Indicators and Connectors for Vigor C510

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors

first.

LED

LED

Connectors

Blinking
Off
On
Blinking
Off

On

Blinking Quickly
Blinking Slowly
Off

On

Blinking

Off

The router is powered on and running normally.
The router is powered off.

Internet connection (via Ethernet WAN) is ready.
The data is transmitting.

Internet connection is not ready.

SIM card is inserted into the slot and detected by Vigor
device.

The data is transmitting.

The LTE connection is being activated.

SIM errors or no SIM card in detected.

The Ethernet port is connected.

The data is transmitting.

The Ethernet port is disconnected.

Restore the default settings.

Factory Reset

WAN
P1~P4
SIM
ON/OFF
PWR

Usage: Turn on the router (
more than 5 seconds. When you see the

LED is blinking). Press the hole and keep for
LED begins to blink rapidly than

usual, release the button. Then the router will restart with the factory
default configuration.

Connector for remote networked devices (by Ethernet cable).

Connectors for local networked devices.

Slots for installing SIM card(s).

Power switch.

Connector for a power adapter.



I-1-3 LED Indicators and Connectors for Vigor C410ax

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors

first.

LED

LED

Connectors

Blinking
Off
Oon
Blinking
Off
On

Blinking Quickly
Blinking Slowly
Off

On

Blinking
Blinking
(quickly)

Off

On

Blinking

Off

The router is powered on and running normally.

The router is powered off.
Internet connection (via Ethernet WAN) is ready.

The data is transmitting.

Internet connection is not ready.

SIM card is inserted into the slot and detected by Vigor
device.

The data is transmitting.

The LTE connection is being activated.

SIM errors or no SIM card in detected.

Wireless access point is ready.

Ethernet packets are transmitting over wireless network.

When both and LEDs blink quickly, it means
the WPS function is enabled and active. The system is
waiting for a wireless station of connection.

The wireless function is inactive.
The Ethernet port is connected.
The data is transmitting.

The Ethernet port is disconnected.

Connecter for installing WLAN antennas. (For ax model).



WLAN
ON/OFF/WPS

Factory Reset

WAN
P1~P5
SIM
ON/OFF
PWR

WLAN On - Press the button and release it within 2 seconds. When the
wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the LED will be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings.

Usage: Turn on the router ( &4 LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the &4 LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory
default configuration.

Connector for remote networked devices (by Ethernet cable).
Connectors for local networked devices.

Slots for installing SIM card(s).

Power switch.

Connector for a power adapter.



I-1-4 LED Indicators and Connectors for Vigor C510ax

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors
first.

LED

Blinking The router is powered on and running normally.

Off The router is powered off.

On Internet connection (via Ethernet WAN) is ready.

Blinking The data is transmitting.

Off Internet connection is not ready.

on SIM card is inserted into the slot and detected by Vigor
device.

Blinking Quickly = The data is transmitting.
Blinking Slowly The LTE connection is being activated.

Off SIM errors or no SIM card in detected.

On Wireless access point is ready.

Blinking Ethernet packets are transmitting over wireless network.

Blinking When both .ano.I LEDs blink.quickly, it meaqs

(quickly) the_ WPS functlgn is enabl_ed and active. The system is
waiting for a wireless station of connection.

Off The wireless function is inactive.

On The Ethernet port is connected.

Blinking The data is transmitting.

Off The Ethernet port is disconnected.

Connectors

Connecter for installing WLAN antennas. (For ax model).



WLAN
ON/OFF/WPS

Factory Reset

WAN
P1~P4
SIM
ON/OFF
PWR

WLAN On - Press the button and release it within 2 seconds. When the
wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the LED will be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings.

Usage: Turn on the router ( &4 LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the &4 LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory
default configuration.

Connector for remote networked devices (by Ethernet cable).
Connectors for local networked devices.

Slots for installing SIM card(s).

Power switch.

Connector for a power adapter.



|-2 Hardware Installation

This section will guide you to install the Vigor C410/C510 through a hardware connection and
configure the device's settings through the web browser.

I-2-1 Network Connection
1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and the
other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect one end of the power cord to the power port of this device. Connect the other end to
the wall outlet of electricity.

4, Power on the router. Check the ACT and WAN, LAN LEDs to assure network connection.
(For the detailed information of LED status, please refer to section 2. Panel Explanation)

Here we take Vigor C410 as an example.



[-2-2 Wall-Mounted Installation

1. Drill the holes on the wall according to the recommended instruction. The distance between
the holes shall be 168mm.

2. Fitscrews into the wall using the appropriate type of wall plug.

3. With the screws installed, the router can be slotted into place.

Step 4

@ Note

The recommended drill diameter shall be 6.5mm (1/4").

4.  When you finished the above procedure, the modem has been mounted on the wall firmly.



[-2-3 Antenna Installation

Antenna must be installed on Vigor router correctly to obtain the transmission signal.

For model with SIM installed For ax models

There are two types of antennas provided for Vigor C410ax / C510ax, which must be installed in
different locations carefully and correctly. Wrong installation might cause bad signal of wireless
connection. Therefore, pay attention to the installation of antennas by referring to the following
illustration.

SMA jack for
WLAN \aue,

Antenna

s Wy
L 4

¢ L 3

0..‘0

0..‘0

SMA jack for LTE/5G-NR
Antenna

10



Note: The antennas for Vigor C410 must be installed on both sides of the device. If only one antenna
will be used, please install on the left side of Vigor router.

Major signal transmission
port

For installing the SIM card into the card slot,

(1) While installing the SIM card into the card slot, note that the back plate of the SIM card slot
must be removed first.

(2) Assemble the SIM1 and SIM2 with the SIM tray. Then insert the SIM tray into the SIM card slot of
the router.

Note If you need to remove SIM1 or SIM2, carefully take them out of the card slot
without bending the SIM tray.

11



I-3 Accessing to Web User Interface

All functions and settings of this access point must be configured via the web user interface. Please
start your web browser (e.g., Firefox).

1. Make sure your PC connects to the Vigor router correctly.

2. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will open to

ask for a username and password. Pease type “admin/admin” on Username/Password and
click Login.

@ Note:

You may either simply set up your computer to get IP dynamically from the router or set up the IP

address of the computer to be the same subnet as the default IP address of Vigor router
192.168.1.1.

If you fail to access the web configuration, please go to “Trouble Shooting” for detecting and solving
your problem.

12



3. Next, the page will appear to guide you change the login password.

4.  You MUST change the login password before accessing the web user interface. Please seta
new password for network security.

5.  After clicking Apply, the Main Screen will pop up.

13



The web page can be logged out by clicking Log Out on the top right of the web page. Or,
logout the web user interface according to the chosen condition. The default setting is Auto

Logout, which means the web configuration system will log out after 5 minutes without any
operation. Change the setting of auto-logout if you want.

@ Note:

For using the device properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

14



|-4 Dashboard

Dashboard shows port status, LAN status, system status, LAN/WAN Usage and DSL information.

Click Dashboard from the main menu on the left side of the main page.

@ Note:

Switch these two icons by click the mouse cursor on them.
- means “Enable”.

- means “Disable”.

15



This page is left blank.
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I1-1 Configuration

I1-1-1 Physical Interface

Configure the general settings for available interfaces. Open Configuration >> Physical Interface.

Available settings are explained as follows:

Item Description

Ethernet
Interface Displays the available interfaces of this device.
Function Displays the type (WAN or LAN) of the interface.

Except Ethernet WAN is fixed to WAN, Port 1 can be set as WAN or
LAN to meet different requirements. Use the drop-down menu to set
the specified interface as LAN or WAN.

Enabled Switch the toggle to enable or disable the interface.

Speed Set the port speed capabilities for each interface.

18



Port speed capabilities:

Auto negotiation - Auto speed with all capabilities.
10M half duplex - Force speed with 10M ability.
10M full duplex - Force speed with 10M ability.
100M half duplex - Force speed with 100M ability.
100M full duplex - Force speed with 100M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a
port on the switch negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer port
does not support auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on the cable
and using half duplex mode. When the switch’s auto-negotiation is
turned off, a port uses the pre-configured speed and duplex mode
when making a connection, thus requiring you to make sure that the
settings of the peer port are the same in order to connect.

@ Note:

Switch these two icons by click the mouse cursor on them.
- means “Enable”.

- means “Disable”.

19



11-1-2 WAN

[1-1-2-1 WAN Connections

This page is to configure the general settings for WAN connection.

Available settings are explained as follows:

Item Description

Profile Name Displays the name of the interface.

Enabled Displays if the WAN interface is enabled or disabled.

Mode Displays if the WAN interface is primary or failover interface.
Physical Type Displays the physical type (e.g., Ethernet, Wireless 2.4GHz, Wireless

5GHz or USB) of the WAN interface.

IPv4 Connection Type Displays the IPv4 connection type (e.g, Static IP, DHCP and etc.) used
by the WAN interface.

IPv4 Address Displays the IP address assigned by the DHCP server or the static IP
address specified manually.

IPv6 Connection Type Displays the IPv6 connection type used by the WAN interface.
Link Local Address Displays the IPv6 address for the IPv6 connection type - Static.

Option Edit - Click to modify the interface name and physical mode.

To configure the detailed settings (varied by physical type) for the selected WAN interface, click the
Edit link to the right side of the WAN interface.

20



For Physical Type with Ethernet

Click the Edit link of WAN1 or WAN2 to open the following page.

Available settings are explained as follows:

Item

Advanced
Mode:ON/OFF

Index
Profile Name

Enabled

Physical Type

Bind to Physical
Interface

Setup Mode

Description

Click to show or hide the advanced settings (IP Alias and WAN MAC
Address) for the WAN interface.

Displays current WAN interface.
Displays the name of the profile.
Switch the toggle to enable or disable the function.

General Setup

Displays the physical type used by this interface.

Select a physical interface (Ethernet).

Determine the WAN connection established on the settings page or
automatically based on the AutoHunt profiles, processed one by one.
Manual - If selected, the WAN connection will be performed according
to the settings configured in this page.

AutoHunt - The Vigor router will automatically connect to Ethernet
WAN connection. Once connected and powered on, the router will run
through a list of network connection settings (based on the autohunt
profiles) to determine if it can establish a connection. If it is unable to
connect, the mechanism will proceed to the next ISP setting until it
receives an IP address.

If Auto Hunt is selected, configure the following:

AutoHunt Profile - Select the AutoHunt profile(s).

+Add - Click to specify the autohunt profile(s).

21



IP Version

Customer VLAN

Service VLAN

IPv4 Connection Type

Mode

Set the protocol (IPv4 or IPv6 or both) that this WAN interface used.
VLAN Settings
Switch the toggle to enable or disable the function of VLAN with tag. If

enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
fromOto 7.

Switch the toggle to enable or disable the function of VLAN with tag. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
fromOto 7.
IPv4

It is available when Both or IPv4 is selected as IP Version.
PPPoOE - Set the access mode as PPPOE.

Username - Username provided by the ISP for PPPoE
authentication.

Password - Password provided by the ISP for PPPoE
authentication.

WAN DNS - Select Auto or Manual.

If Manual is selected, specify the primary and secondary DNS
servers.

IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

DHCP - The router receives IP configuration information from a DHCP
server.

WAN DNS - Select Auto or Manual.

If Manual is selected, specify the primary and secondary DNS
servers.

IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
Static IP - Set the access mode as Static IP.
IP Address - WAN IP address assigned by the ISP.
Subnet Mask - WAN subnet mask.
Gateway IP - IP address of the WAN Gateway.
IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

WAN Connection Detection

Configures how the WAN connection is monitored.
Always On - The router assumes the WAN connection is always active.

ARP Detect - The router broadcasts an ARP request every 5 seconds. If
no response is received within 30 seconds, the WAN connection is
deemed to have failed.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is

22



IP Alias

IPv6 Connection Type

specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.
Ping Gateway IP - Switch the toggle to enable/ use the current
WAN gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is on or
off.
TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.
Ping Interval (Sec, 5-3600) - Enter the interval for the system to
execute the PING operation.
Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

IPv4 Alias - If you have multiple public IP addresses and would like to
utilize them on the WAN interface, please use WAN IP Alias. You can
set up to 8 public IP addresses other than the current one you are
using.

+Add - Click to add an IPv4 address as the IPv4 alias.

IPv6

It is available when Both or IPv6 is selected as IP Version.
Offline - When Offline is selected, the IPv6 connection will be disabled.

PPP - IPv6 WAN address is assigned along with the IPv4 WAN address
during PPPoE negotiation. This IPv6 access mode requires that the
IPv4 uses PPPoE.

Static - Configure an ISP-assigned static IPv6 setup.

+Add -Click this button to add the values in the IPv6 Address
and Prefix Length fields to the Global Address Table.

IPv6 Global Address - WAN IPv6 address assigned by the ISP.
Prefix Length - Length of the IPv6 prefix.
Gateway Address - IPv6 address of the ISP gateway.

DHCPvV6 - Use DHCPv6 protocol to obtain IPv6 address from server.
DUID - Displays the DHCP unique ID used by this WAN interface.
IAID - Unique integer that identifies this WAN interface.
Authentication Protocol - This protocol will be used for the client
to be authenticated by DHCPv6 server before accessing into

Internet. There are three types can be specified, Reconfigure
Key, Delayed and None. In general, the default setting is None.

- Reconfigure Key - During the connection process, DHCPv6
server will authenticate the client automatically.

- Delayed - During the connection process, DHCPv6 server will
authenticate and identify the client based on the key ID,
realm and secret information specified in these fields.

Key ID - Type a value (range from 1 to 65535) which will be
used to generate HMAC-MD5 value.

Realm - The name (1 to 31 characters) typed here will
identify the key which generates HMAC-MD5 value.

Secret - Type a text (1 to 31 characters) as s a unique
identifier for each client on each DHCP server.
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Mode

MTU

TSPC - Tunnel setup protocol client (TSPC) is an application which
could help you to connect to IPv6 network easily.

Please make sure your IPv4 WAN connection is OK and apply one free
account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to
use TSPC for network connection. TSPC would connect to tunnel
broker and requests a tunnel according to the specifications inside
the configuration file. It gets a public IPv6 IP address and an IPv6
prefix from the tunnel broker and then monitors the state of the
tunnel in background.

After getting the IPv6 prefix and starting router advertisement
daemon (RADVD), the PC behind this router can directly connect to
IPv6 the Internet.

Tunnel Broker Address - Enter the address for the tunnel broker
IP, FQDN or an optional port number.

Username - It is suggested for you to apply another username
and password for
http://gogonet.gogo6.com/page/freenet6-account.

Password - Enter the password assigned with the user name.
6in4 - Setup 6in4 Static Tunnel for WAN interface.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a
fixed endpoint rather than any cast endpoint. The mode has more
reliability.

6rd - Setup érd for WAN interface.

IPv6 WAN Connection Detection

Configures how the WAN connection is monitored.

Always On - The router assumes the WAN connection is always active.
NS Detect - The router verifies connectivity by issuing Neighbor
Solicitation packets.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Primary Ping IP - Enter an IP address in this field for pinging.
Secondary Ping IP - Enter an IP address in this field for pinging.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 10-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoE is 1492.
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WAN MAC Address

Mode Default - Use the default MAC address for the WAN port.

Customized - Select this option if your ISP authenticates by MAC
addresses.

MAC - Specify a MAC address for the WAN Ethernet port.

MAC Displays the MAC address of this device.
Cancel Discard current settings and return to previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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For Physical Type with Wireless 2.4GHz

When Wireless 2.4G is selected as Physical Type, WAN interface uses wireless station mode to
access Internet. The Router acts as a 2.4GHz wireless station and connects to the specific Wireless

AP.

Click the Edit link for WAN3 or WAN4 to open the following page.

Available settings are explained as follows:

Iltem

Advanced
Mode:ON/OFF

Index
Profile Name

Enabled

Physical Type

Bind to Physical
Interface

Peer SSID

Channel

Description

Click to show or hide the advanced settings (WAN MAC Address) for
the WAN interface.

Displays current WAN interface.
Displays the name of the profile.
Switch the toggle to enable or disable the function.

General Setup

Displays the physical type used by this interface.

At present, only Wireless 2.4GHz is available for WAN3 and Wireless
5GHz for WAN4.

Enter the identification of the wireless device.

Select the channel of frequency of the device.
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Security Mode

WPA Algorithms

Password

IPv4 Connection Type

Mode

There are several modes provided for you to choose from. Each mode
will bring up different parameters (e.g., Pass Phrase) for you to
configure.

WPAS3 Personal - The Router connects to the wireless AP as a WPA3
client and the encryption key should be entered in PSK.

WPAZ2 Personal - The Router connects to the wireless AP as a WPA2
client and the encryption key should be entered in PSK.

OPEN - The encryption mechanism is turned off.

Select AES as the algorithm for WPA.

Enter 8~64 ASCII characters, such as 012345678..(or 64 Hexadecimal
digits leading by 0x, such as "0x321253abcde...").

IPv4

It is available when Both or IPv4 is selected as IP Version.

DHCP - The router receives IP configuration information from a DHCP
server.

WAN DNS - Select Auto or Manual.
If Manual is selected, specify the primary and secondary DNS servers.
IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
Static IP - Set the access mode as Static IP.
IP Address - WAN IP address assigned by the ISP.
Subnet Mask - WAN subnet mask.
Gateway IP - IP address of the WAN Gateway.
IPv4 Primary DNS - IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

WAN Connection Detection

Configures how the WAN connection is monitored.
Always On - The router assumes the WAN connection is always active.

ARP Detect - The router broadcasts an ARP request every 5 seconds. If
no response is received within 30 seconds, the WAN connection is
deemed to have failed.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Ping Gateway IP - Switch the toggle to enable/ use the current
WAN gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is on or
off.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 5-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
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disconnection is judged.

MTU

MTU Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoE is 1492.

WAN MAC Address

Mode Default - Use the default MAC address for the wireless WAN.
Customized - Select this option to use customized MAC addresses.
MAC - Specify a MAC address for the wireless WAN.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

For Physical Type with Wireless 5GHz

When Wireless 5G is selected as Physical Type, WAN interface uses wireless station mode to access
Internet. The Router acts as a 5GHz wireless station and connects to the specific Wireless AP.

Available settings are explained as follows:

Item Description

Advanced Click to show or hide the advanced settings (WAN MAC Address) for
Mode:ON/OFF the WAN interface.

Index Displays current WAN interface.

Profile Name Displays the name of the profile.

Enabled Switch the toggle to enable or disable the function.
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Physical Type

Bind to Physical
Interface

Peer SSID
Channel

Security Mode

WPA Algorithm

Password

IPv4 Connection Type

Mode

General Setup

Displays the physical type used by this interface.

At present, only Wireless 2.4GHz is available for WAN3 and Wireless
5GHz for WAN4.

Enter the identification of the wireless device.
Select the channel of frequency of the device.

There are several modes provided for you to choose from. Each mode
will bring up different parameters (e.g., Pass Phrase) for you to
configure.

WPA3 Personal - The Router connects to the wireless AP as a WPA3
client and the encryption key should be entered in PSK.

WPA2 Personal - The Router connects to the wireless AP as a WPA2
client and the encryption key should be entered in PSK.

OPEN - The encryption mechanism is turned off.

Select AES as the algorithm for WPA.

Enter 8~64 ASCII characters, such as 012345678..(or 64 Hexadecimal
digits leading by 0x, such as "0x321253abcde...").

IPv4

It is available when Both or IPv4 is selected as IP Version.

DHCP - The router receives IP configuration information from a DHCP
server.

WAN DNS - Select Auto or Manual.

If Manual is selected, specify the primary and secondary DNS
servers.

IPv4 Primary DNS - IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
Static IP - Set the access mode as Static IP.
IP Address - WAN IP address assigned by the ISP.
Subnet Mask - WAN subnet mask.
Gateway IP - IP address of the WAN Gateway.
IPv4 Primary DNS - IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

WAN Connection Detection

Configures how the WAN connection is monitored.
Always On - The router assumes the WAN connection is always active.

ARP Detect - The router broadcasts an ARP request every 5 seconds. If
no response is received within 30 seconds, the WAN connection is
deemed to have failed.
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MTU

Mode

Cancel

Apply

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Ping Gateway IP - Switch the toggle to enable/ use the current
WAN gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is on or
off.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 10-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoE is 1492.

WAN MAC Address

Default - Use the default MAC address for the wireless WAN.
Customized - Select this option to use customized MAC addresses.
MAC - Specify a MAC address for the wireless WAN.

Discard current settings and return to previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

For Physical Type with LTE

It is available for SIM connection only.

Click the Edit link for WANS5 to open the following page.
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Available settings are explained as follows:

Item Description
Advanced Click to show or hide the advanced settings (WAN MAC Address) for
Mode:ON/OFF the WAN interface.
Index Displays current WAN interface.
Profile Name Displays the name of the profile.
Enabled Switch the toggle to enable or disable the access mode.
General Setup
Physical Type Displays the physical type used by this interface.
IP Version Set the protocol (IPv4 or IPv6 or both) that this WAN interface used.
USB/LTE Settings
Enable SIM1 Click to enable or disable the SIM settings.
USB Mode DHCP - Dynamic Host Configuration Protocol is used to establish a
connection.

PPP - Point-to-Point Protocol is used to establish a connection.

USB/SIM1 PIN Code PIN code of the SIM card in the modem. The maximum length of the
PIN is 15 characters.

Enable Switch the toggle to enable or disable the function.

Username/Password Authentication - Select the protocol used for PPP authentication.

Authentication

PAP only - Only PAP (Password Authentication Protocol) is used.

PAP or CHAP - Both PAP and CHAP (Challenge-Handshake
Authentication Protocol) can be used for PPP authentication.
Router negotiates with the PPTP or L2TP server to determine
which protocol to use.
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Auto APN Name

Network Mode

Enable SIM2

SIM2 PIN Code

Enable
Username/Password
Authentication

Auto APN Name

Network Mode

SIM Failover Settings

Enabled

Enable Ping To Keep
Alive LTE

Ping to the IP

Username - Username provided by the ISP for authentication
(optional).

Password - Password provided by the ISP for authentication
(optional).

Access Point Name to be used for the connection. Please contact your
ISP or carrier for the appropriate value.

Force Vigor router to connect Internet with the mode specified here. If
you choose 4G/3G/2G as network mode, the router will choose a
suitable one according to the actual wireless signal automatically.

SIM2 Settings
Click to enable or disable the SIM2 settings.

PIN code of the SIM card in the modem. The maximum length of the
PIN is 15 characters.
Switch the toggle to enable or disable the function.

Authentication - Select the protocol used for PPP authentication.
PAP only - Only PAP (Password Authentication Protocol) is used.

PAP or CHAP - Both PAP and CHAP (Challenge-Handshake
Authentication Protocol) can be used for PPP authentication.
Router negotiates with the PPTP or L2TP server to determine
which protocol to use.

Username - Username provided by the ISP for authentication
(optional).

Password - Password provided by the ISP for authentication
(optional).

Access Point Name to be used for the connection. Please contact your
ISP or carrier for the appropriate value.

Force Vigor router to connect Internet with the mode specified here. If
you choose 4G/3G/2G as network mode, the router will choose a
suitable one according to the actual wireless signal automatically.
Dial-up timeout - Set the time out interval (50 to 255 seconds).

Fail Count Threshold - Set the maximum times (2 to 20) of failed
dial-ups. After that, the system will stop dial-up and use another SIM
card for dial-up instead.

Bridge Mode

Click to enable or disable the bridge mode settings.
If the function is enabled, the router will work as a bridge modem.

Bridge Specific MAC Address - Vigor router will forward incoming
packets to the client with specific MAC address.

MAC Address - Enter a MAC address of the client.
Keep WAN Connection

Normally, this function is designed for Dynamic IP environments
because some ISPs will drop connections if there is no traffic within
certain periods of time.

Click to enable or disable the function.

If you enable the PING function, please specify the IP address for the
system to PING it for keeping alive.
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Interval Enter the interval for the system to execute the PING operation.

Timeout Maximum length of time, in seconds, of idling allowed (no traffic)
before the connection is dropped. Vigor system will send a packet per
“interval time" to the specified IP address. If the system does not
receive any reply from that IP within specified (e.g., 10) seconds, Vigor
system will reboot LTE module until successfully set LTE connection.

IPv4 - WAN Connection Detection

WAN DNS Select Auto or Manual.
If Manual is selected, specify the primary and secondary DNS servers.
IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

Mode Configures how the WAN connection is monitored.
Always On - The router assumes the WAN connection is always active.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Ping Gateway IP - Switch the toggle to enable/ use the current
WAN gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is on or
off.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 10-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

MTU Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoOE is 1492.

WAN MAC Address

Mode Default - Use the default MAC address for the WAN port.

Customized - Select this option if your ISP authenticates by MAC
addresses.

MAC - Specify a MAC address for the WAN Ethernet port.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-2-2 WAN AutoHunt
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The Vigor router will automatically connect to Ethernet WAN connection. Once connected and
powered on, the router will run through a list of network connection settings (based on the
autohunt profiles) to determine if it can establish a connection. If it is unable to connect, the
mechanism will proceed to the next ISP setting until it receives an IP address.

Item Description

Reset Click to clear all profiles to factory settings.

+Add Click to bring up the configuration page of the virtual WAN profile
(max. 5).

To add a new autohunt profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description
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Advanced
Mode:ON/OFF

Physical Type

IP Version

Customer VLAN

Service VLAN

IPv4 Connection Type

Click to show or hide the advanced settings (IP Alias and WAN MAC
Address) for the WAN interface.

Displays the physical type used by this interface.

Set the protocol (IPv4 or IPv6 or both) that this WAN interface used.
VLAN Settings
Switch the toggle to enable or disable the function of VLAN with tag. If

enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
fromOto 7.

Switch the toggle to enable or disable the function of VLAN with tag. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
fromOto7.
IPv4

It is available when Both or IPv4 is selected as IP Version.
PPPoE - Set the access mode as PPPoE.

Username - Username provided by the ISP for PPPoE
authentication.

Password - Password provided by the ISP for PPPoE
authentication.

Service Name - PPP service name tag. Required by some ISPs.
Leave blank unless instructed otherwise by your ISP.

PPP Authentication - The protocol used for PPP authentication.

PAP or CHAP - Both PAP and CHAP (Challenge-Handshake
Authentication Protocol) can be used for PPP authentication.
Router negotiates with the PPTP or L2TP server to determine
which protocol to use.

IP Assignment - It is available when PPPoE is selected as IPv4
Connection Type.

DHCP - WAN IP address is dynamically allocated.

Static IP - ISP has assigned a fixed WAN IP address. Enter an IP
address.

WAN DNS - Select Auto or Manual.

If Manual is selected, specify the primary and secondary DNS
servers.

IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.

DHCP - The router receives IP configuration information from a DHCP
server.

WAN DNS - Select Auto or Manual.

If Manual is selected, specify the primary and secondary DNS
servers.

IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
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Mode

IPv6 Connection Type

Static IP - Set the access mode as Static IP.
IP Address - WAN IP address assigned by the ISP.
Subnet Mask - WAN subnet mask.
Gateway IP - IP address of the WAN Gateway.
IPv4 Primary DNS -IP address of primary DNS server.
IPv4 Secondary DNS - IP address of secondary DNS server.
WAN Connection Detection
Configures how the WAN connection is monitored. Select PPP Detect

or Ping Detect.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Ping Gateway IP - Switch the toggle to enable/ use the current
WAN gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is on or
off.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 5-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

IPv6

It is available when Both or IPv6 is selected as IP Version.
Offline - When Offline is selected, the IPv6 connection will be disabled.

PPP - IPv6 WAN address is assigned along with the IPv4 WAN address
during PPPoE negotiation. This IPv6 access mode requires that the
IPv4 uses PPPoE.

Static - Configure an ISP-assigned static IPv6 setup.

+Add -Click this button to add the values in the IPv6 Address
and Prefix Length fields to the Global Address Table.

IPv6 Global Address - WAN IPv6 address assigned by the ISP.
Prefix Length - Length of the IPv6 prefix.
Gateway Address - IPv6 address of the ISP gateway.

DHCPv6 - Use DHCPv6 protocol to obtain IPv6 address from server.
DUID - Displays the DHCP unique ID used by this WAN interface.
IAID - Unique integer that identifies this WAN interface.

Authentication Protocol - This protocol will be used for the client
to be authenticated by DHCPv6 server before accessing into
Internet. There are three types can be specified, Reconfigure
Key, Delayed and None. In general, the default setting is None.

- Reconfigure Key - During the connection process, DHCPv6
server will authenticate the client automatically.

- Delayed - During the connection process, DHCPv6 server will
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Mode

authenticate and identify the client based on the key ID,
realm and secret information specified in these fields.

Key ID - Type a value (range from 1 to 65535) which will be
used to generate HMAC-MD5 value.

Realm - The name (1 to 31 characters) typed here will
identify the key which generates HMAC-MD5 value.

Secret - Type a text (1 to 31 characters) as s a unique
identifier for each client on each DHCP server.

TSPC - Tunnel setup protocol client (TSPC) is an application which
could help you to connect to IPv6 network easily.

Please make sure your IPv4 WAN connection is OK and apply one free
account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to
use TSPC for network connection. TSPC would connect to tunnel
broker and requests a tunnel according to the specifications inside
the configuration file. It gets a public IPv6 IP address and an IPv6
prefix from the tunnel broker and then monitors the state of the
tunnel in background.

After getting the IPv6 prefix and starting router advertisement
daemon (RADVD), the PC behind this router can directly connect to
IPv6 the Internet.

Tunnel Broker Address - Enter the address for the tunnel broker
IP, FQDN or an optional port number.

Username - It is suggested for you to apply another username
and password for
http://gogonet.gogo6.com/page/freenet6-account.

Password - Enter the password assigned with the user name.
6in4 - Setup 6in4 Static Tunnel for WAN interface.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a
fixed endpoint rather than any cast endpoint. The mode has more
reliability.

6rd - Setup 6rd for WAN interface.

IPv6 WAN Connection Detection

Configures how the WAN connection is monitored.
Always On - The router assumes the WAN connection is always active.

NS Detect - The router verifies connectivity by issuing Neighbor
Solicitation packets.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the
remote host does not respond within 30 seconds, the WAN
connection is deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

Primary Ping IP - Enter an IP address in this field for pinging.
Secondary Ping IP - Enter an IP address in this field for pinging.

TTL -Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval (Sec, 10-3600) - Enter the interval for the system to
execute the PING operation.

Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
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disconnection is judged.

MTU

MTU Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For
PPPOE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoE is 1492.

WAN MAC Address

Mode Default - Use the default MAC address for the WAN port.

Customized - Select this option if your ISP authenticates by MAC
addresses.

MAC - Specify a MAC address for the WAN Ethernet port.

MAC Displays the MAC address of this device.
Cancel Discard current settings and return to previous page.
Apply Save the current settings and exit the page.

[1-1-2-3 Virtual WAN

Up to five virtual WAN profiles can be set for applying to different applications.

Each profile can be specified with VLAN and binding interfaces according to the requirements of the
practical network environment.

Item Description

Reset Click to clear all profiles to factory settings.

+Add Click to bring up the configuration page of the virtual WAN profile
(max. 5).

To add a new virtual WAN, click the +Add link to get the following page.
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Available settings are explained as follows:

Item

Advanced Mode:
ON/OFF

Name

Enabled

WAN Type

WAN Interface

Port Based Bridge

Multicast Stream VLAN
Trans

Description

Click to show or hide the advanced settings for virtual WAN.

Enter a name as the profile name.

Switch the toggle to enable or disable the function.
General

Displays the type (e.g., Ethernet) of the physical interface.

Select one of the available WAN interfaces (enabled on WAN>>WAN
Connections).

Port-Based Bridge

Switch the toggle to enable or disable the function.

Binding Interface - Select an interface for binding.

Switch the toggle to enable or disable the function.

In some areas, the multicast VLAN tag value might be different from
the IGMP VLAN tag. That might cause data transfer issues for IPTV
packets flooding to other VLAN ports while watching the IPTV
program.

Configure the IGMP VLAN tag and the multicast VLAN tag with the
same value if required.

Downstream Multicast VLAN Tag - Enter the value for tagging the
multicast packet. The range is from 0 to 4094.

Upstream IGMP VLAN Tag - Enter the value for tagging the IGMP
packet. The range is from 0 to 4094.

VLAN Settings
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Customer VLAN It is available when a WAN Type is selected.
Switch the toggle to enable or disable the function of VLAN with tag.
Tag - Enter the value as the VLAN ID number. The range is from 0 to

4094.
Priority - Enter the packet priority number for such VLAN. The range is
fromOto7.

Note if Multicast Stream VLAN Trans is enabled, the VLAN Settings will
be ignored and disabled.

Options under the Advanced Mode

IPv4
IPv4 Connection Type There are several types for network connection:
PPPoE
DHCP
Static IP
Username/Password It is available when PPPoE is selected as IPv4 Connection Type.
PPP Authentication It means the protocol used for PPP authentication.

Both PAP and CHAP (Challenge-Handshake Authentication Protocol)
can be used for PPP authentication. Router negotiates with the PPTP
or L2TP server to determine which protocol to use.

IP Assignment It is available when PPPoE is selected as IPv4 Connection Type.
DHCP - WAN IP address is dynamically allocated.

Static IP - ISP has assigned a fixed WAN IP address. Enter an IP
address.

IP Address It means the WAN IP address assigned by the ISP.
It is available when Static IP is selected as IPv4 Connection Type.

Subnet Mask It means the WAN subnet mask.
It is available when Static IP is selected as IPv4 Connection Type.

Gateway IP It means the IP address of the WAN Gateway.

It is available when Static IP is selected as IPv4 Connection Type.

Router Name Set a name for the router.
It is available when DHCP is selected as IPv4 Connection Type.

Domain Name Enter the domain name used for the router.

It is available when DHCP is selected as IPv4 Connection Type.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-1-2-4 Dynamic DNS

Most ISPs assigns dynamic WAN IP addresses to their customers. Dynamic IP addresses presents
challenges to users who would like to accept remote connections to their LANs from the Internet, as
service could be disrupted due to the IP address changing without notice. By setting up service with
a Dynamic DNS (DDNS) provider, and configuring Dynamic DNS updates on the Vigor router, you
can have reliable access to your network by means of an easy-to-remember domain address that
resolves to the most current WAN IP address.

The Vigor router supports a wide range of DDNS providers. Please contact the DDNS provider of
your choice to set up service before configuring DDNS on the router.

Item Description

Reset Click to clear all profiles to factory settings.

+Add Click to bring up the configuration page of the DDNS profile (max. 6).

Force Update Click to connect immediately to DDNS servers to update IP address
information.

To add a new DDNS profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Iltem

Name
Enabled

Service Provider

If DrayDDNS is selected
as Service Provider

If NO-IP, Dyn.com,
58DDNS is selected as
Service Provider

If User-Defined is
selected as Service
Provider

Description

Enter a name as the profile name.
Switch the toggle to enable or disable the function.

Select the DDNS provider. If your DDNS provider is not listed, select
User-Defined and manually configure the profile.

DrayDDNS
NO-IP
Dyn.com
58DDNS
User-Defined

Service Status - Click Activate to activate the service.

Expire Date - Display the expired date of the service.

Domain Name - Display the domain and sub-domain to be updated.
Sync Domain - The domain name for DrayDDNS is set on the MyVigor
server. Click this button to load and obtain the domain name if itis
available.

Domain Name - The domain and sub-domain to be updated.
Account Name - Enter the login name of the DDNS account.
Password - Enter the password of the DDNS account.

Provider Host URL - Enter the IP address or the domain name of the
host which provides related service.

Service API - Enter the IP address or the domain name of the host
which provides related service.

Server Response - Enter any text that you want to receive from the
DDNS server.

Account Name - Enter the login name of the DDNS account.
Password - Enter the password of the DDNS account.
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Auth Type -Two types can be used for authentication.

Basic - Username and password defined later can be shown
from the packets captured.

URL - Username and password defined later can be shown in
URL.

Enable ACME Client - Switch the toggle to generate a certificate issued
by Let's Encrypt for applying to such DDNS account.
Let's Encrypt Certificate It is available when DrayDDNS is selected as the service provider.

Enable ACME Client - Switch the toggle to generate a certificate issued
by Let's Encrypt for applying to such DDNS account.

Status - Display the information related to Let's Encrypt certificate.

More settings

Update DDNS with If a Vigor router is installed behind any NAT router, you can enable
this function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function can
detect the public IP used by the NAT router and use the detected IP
address for DDNS update.

There are two methods offered for you to choose:

Internet IP -The real public IP address will be used. Select this option if
the IP address assigned to the router’'s WAN interface is not the actual
external IP address.

WAN IP - The IP address of the router's WAN interface will be used.

+Add - Click to create a new group of Binding Interface and Interface
IP. Up to 6 sets can be created.

Binding Interface - Select the WAN interface associated with the DDNS
profile.

Interface IP - Select a WAN IP. If not, the default WAN IP will be used
instead.
Update WAN IP Mode It is available when DrayDDNS is set as the Service Provider.

Update All Selected WAN IPs - Vigor router system will obtain the
multiple WAN IPs based on the following table and upload to the
service provider.

Update Single WAN IP by Sequence - Vigor system will use the first
selected WAN IP from the following table and upload to the service
provider.

Auto Update Interval The frequency, in minutes, at which the router connects to DDNS
servers to update IP address information.

The default is 14400.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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DrayDDNS Settings
DrayDDNS, a DDNS service developed by DrayTek, can record multiple WAN IP (IPv4/IPv6) on single
domain name. It is convenient for users to use and easily to set up with MyVigor. Each Vigor Router
is available to register one domain name to MyVigor for one year license.
DDNS updates take place when:

The router is powered on or rebooted.

The public IP address of any WAN interface changes.

The online status of a WAN interface changes (going from online to offline or vice versa).

The DDNS function is changed from “disabled” to “enabled”.

A DDNS entry is modified and enabled.

The Auto Update Interval has elapsed.

Pressing the Force Update.
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[1-1-2-5 WAN Budget

This function is used to determine the data traffic volume for each WAN interface respectively to
prevent overcharges for data transmission by the ISP. Please note that the Quota Limit and Billing

cycle day of month settings will need to be configured correctly first in order for some period
calculations to be performed correctly.

The WAN Budget feature allows you to conveniently keep track of Internet traffic volume. You can:

- set up calendar cycles to monitor;
- limit your Internet usage according to your ISP's quota;

- set up action(s) to take when the quota is exceeded.

To edit a profile, click the Edit link to get the following page.

Available settings are explained as follows:
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Item

Enabled

Quota

When quota exceed

Time Cycle

When Monthly is
selected as the Time
Cycle

When Custom is
selected as the Time
Cycle

SMS Alert

Email Alert

Cancel

Apply

Description

Switch the toggle to enable or disable the profile.
When enabled, the WAN Budget is enabled for this WAN.

Enter the data traffic quota allowed for such WAN interface. There are
two unit (MB and GB) offered for you to specify.

Shutdown WAN interface - All the outgoing traffic through such WAN
interface will be halted when the traffic has exceeded the budget limit.

Monthly - Some ISP might apply for the network limitation based on
the traffic limit per month. This setting is to offer a mechanism of
resetting the traffic record every month.

Custom - This setting allows the user to define the billing cycle
according to his request. The WAN budget will be reset with an
interval of billing cycle.

Data quota resets on day - You can determine the starting day in one
month.

Monthly is default. If long period or a short period is required, use
Custom. The period of cycle duration is between 1 day and 30 days.
You can determine the cycle duration by specifying the days and the
hours. In addition, you can specify which day of today is in a cycle.

Cycle duration (Days) - Specify the days (1~31) to reset the traffic
record.

Cycle duration (Hours) - Specify the hours (0~23) to reset the traffic
record.

Start Date - Specify the day in the cycle as the starting point which
Vigor router will reset the traffic record.

Start Time (Hr:Min.) - Specify the time for data quota rest in the cycle
as the starting point which Vigor router will reset the traffic record.
Switch the toggle to enable or disable the function.

Send Alert SMS to - The system will send out SMS message to the user
specified here when the quota is running out (less than 10%).

Switch the toggle to enable or disable the function.

Send Alert Email to - The system will send out a warning message to
the user specified here when the quota is running out (less than 10%).

Discard current settings and return to previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-1-2-6 DHCP Options

DHCP packets can be processed by adding option number and data information when this function
is enabled and configured.

This page allows to configure additional DHCP client options.

To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:

Item Description

Option Number Each DHCP option is composed by an option number with data.
Enter a number.

Data Type Choose the type (ASCII or Hex or Address List) for the data to be
stored. Type of data in the Data field:

ASCII Character: A text string. Example: /path.
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Data

Apply to

Cancel

Apply

Hexadecimal Digit: A hexadecimal string. Valid characters are from
0to 9 and from a to f. Example: 2f70617468.

Address List: One or more IPv4 addresses, delimited by commas.

Enter the content of the data to be processed by the function of DHCP
option.

Select WAN interface(s) to which this entry is applicable.
Discard current settings and return to previous page.

Save the current settings and exit the page.
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[I-1-2-7 Failover

This page allows to configure settings for failover WAN.

When the primary WAN of the router goes down the other available WAN interfaces will take over
for network connection sequentially.

Available settings are explained as follows:

Iltem

Primary WAN Members

Failover WAN Members

Failback

Restore Link Checks

Link Health Check and
SLA

Description

Interface - Select a WAN interface. This WAN will be used for network
connection in default. However, if it loses connection, the failover
WAN members will take over the network connection based on
priority.

Display all the active WAN interfaces which will run as failover WAN. If
the interface specified in this field loses connection or is detected
unsuccessfully, traffic can be forwarded to an alternate interface.

Interface - Select a WAN interface. This WAN is intended to serve as a
backup when other WAN ports specified have lost connection.

Priority - Determine the priority of the failover WAN. The less the
number is, the more it is used first as a backup WAN.

Option (Delete) - Remove the entry settings (active WAN).
Advanced Settings

Packets will be sent through another Interface or follow another policy
when the original interface goes down (Failover to). Once the original
interface resumes service (Failback), the packets will be returned to it
immediately.

Switch the toggle to enable / disable the function.

It is available if Failback is enabled.

Enter a value that will enable the system to determine the number of
checks required for the link. Once the link is successfully checked, the
connection will be restored.

Switch the toggle to enable the function.
If disabled, the active WAN interface will be determined based on
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WAN connection detection mode defined in the WAN Connections
Profile.

If enabled, the WAN connection detection defined in the WAN
Connections Profile will be ignored. The router will measure the
performance of interface members, and active interfaces will be
determined using Link Health Check and Performance SLA.
Interface Link Health & SLA - List the available WAN interfaces for
setting different health check methods.

Interface - Display the WAN interfaces.

Link Health Check Profile - Select one of the available check
profiles (defined on Configuration>>WAN>>Link Health Check) for
the interface.

Performance SLA - Select one of the available check profiles
(defined on Configuration>>WAN>>Performance SLA) for the

interface.

Failure Retry Checks Specify how many times for the system to check the connections. If all
attempts fail, the system will determine that the connection is
unstable.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

[I-1-2-8 Link Health Check

Link Health Check is used for specifying the IPs (IPv4 and IPv6) that need to be verified to ensure
network connectivity via ping/httping.

This page allows you to create profiles for executing the link health of the WAN interface.

By default, the system offers standard health check options such as Google DNS, CloudFlare DNS,
and Quad9 DNS.

Take Google DNS as an example. This profile indicates that primary/secondary IPv4 target
(8.8.8.8/8.8.4.4) is used for checking IPv4 network connection, while primary/secondary IPv6 target
(2001:4860:4860::8888, 2001:4860:4860::8844) is used for checking IPv6 network connection.
Network connection detection is performed per 10 seconds. If one of the IPv4 and IPv6 addresses is
detected connection unsuccessfully, it will be judged as checking network connection failure.
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To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:

Item
Profile Name

Detection Method

Primary IPv4 Target
Secondary IPv4 Target

Primary IPv6 Target

Description
Enter a name as the Link Health Check profile.

Select the protocol for ping detection.
HTTP Detect
Ping Detect

Enter the first IPv4 address as the primary target for health check.

Enter the second IPv4 address as the secondary target for health
check.

Enter the first IPv6 address as the primary target for health check.
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Secondary IPv6 Target Enter the second IPv6 address as the secondary target for health

check.

Interval Set the time interval (unit is second) for network detection or
checking.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

[I-1-2-9 Performance SLA

This page allows you to set the thresholds for jitter, latency, and loss for Performance SLA (Service
Level Agreement), which will be used for detecting the health status of the WAN connection.

To add/edit a profile, click the +Add/Edit link to get the following page.
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Available settings are explained as follows:

Item
Profile Name

Jitter

Latency

Packet Loss

Cancel

Apply

Description
Enter a name as the Link Health Check profile.

Switch the toggle to enable or disable the jitter function.

Jitter Threshold - It defines the change rate of latency. For stable
session, small jitter value will be better.

When the detected value is greater than the value set here, the
connection will be regarded as unstable and connection failure.
Switch the toggle to enable or disable the latency function.

Latency Threshold - It defines the time taken by Vigor router when
sending the packets to the IP set in Link Condition Detection.

When the detected value is greater than the value set here, the
connection will be regarded as unstable and connection failure.
Switch the toggle to enable or disable the packet loss function.

Loss Rate - It defines the proportion that packets will be discarded
before arriving at the IP set in Link Condition Detection.

When the detected value is greater than the value set here, the
connection will be regarded as unstable and connection failure.

Discard current settings and return to previous page.

Save the current settings and exit the page.
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[1-1-2-10 PPPOE Pass Through

The router offers PPPoE dial-up connection. Besides, you also can establish the PPPoE connection
directly from local clients to your ISP via the Vigor router. According to the WAN Connection Type,
this feature will encapsulate the PPPoE package of local clients and send it to the WAN Server.

Thus, the PC can access Internet through such direction.

Available settings are explained as follows:

Item Description

Selected WAN Select a WAN interface for applying the PPPoE pass-through.

To Wired LAN Switch the toggle to enable or disable the function. If enabled, wired
LAN clients can initiate PPPoE dial-up connections to the selected
WAN.

Pass-through to All Clients - All the wired LAN clients can initiate PPPoE dial-up

connections to the selected WAN.

Selected LANs - One or more LAN clients can initiate PPPoE dial-up
connections to the selected WAN.

Specific LAN Clients - Up to six specific LAN clients can initiate PPPoE
dial-up connections to the selected WAN.

+Add -Click to add a new client.

Cancel Discard current settings.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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l1-1-3 LAN

A LAN(Local Area Network) comprises a collection of LAN clients, which are networked devices on
your premises. A LAN client can be a computer, a printer, a Voice-over-IP (VoIP) phone, a mobile
phone, a gaming console, an Internet Protocol Television (IPTV), etc, and can have either a wired
(using Ethernet cabling) or wireless (using Wi-Fi) network connection.

LAN clients within the same LAN are normally able to communicate with one another directly, as
they are peers to one another, unless measures, such as firewalls or VLANSs, have been put in place
to restrict such access. Nowadays the most common LAN firewalls are implemented on the LAN
client itself. For example, Microsoft Windows since Windows XP and Apple OS X have built-in
firewalls that can be configured to restrict traffic coming in and going out of the computer. VLANS,
on the other hand, are usually set up using network switches or routers.

To communicate with the hosts outside of the LAN, LAN clients have to go through a network
gateway, which in most cases is a router that sits between the LAN and the ISP network, which is the
WAN. The router acts as a director to ensure traffic between the LAN and the WAN reach their
intended destinations.

IP Address

On most broadband networks, the ISP assigns a single WAN IP address to the subscriber. All LAN
clients have to share this WAN [P address when accessing the Internet. To achieve this, a technique
called Network Address Translation (NAT) is used. Under NAT, a private block of IP addresses is
assigned to the LAN clients, which communicate with WAN hosts through the router, also known as
the gateway.

On outgoing traffic to the WAN, the router makes note that a LAN client has attempted to reach a
WAN host, and forwards the request to the intended WAN recipient.

On traffic incoming to the LAN from a WAN host, the router checks its records to see if a matching
outstanding request from a LAN client to this WAN host exists, and if so, forwards it to the LAN
client. Otherwise, the traffic is dropped.

There are 3 distinct blocks of IPv4 address that are reserved for use as private IP addresses on a
LAN.

Name IP Address Range Number of Available Addresses  Largest Subnet Mask
24-bit Block 10.0.0.0 to 10.255.255.255 16,777,216 255.0.0.0

20-bit Block 172.16.0.0 to 172.31.255.255 1,048,576 255.240.0.0

16-bit Block 192.168.0.0 to 192.168.255.255 65,536 255.255.0.0

The default beginning IP Address of LAN 1 is 192.168.1.1, and the Subnet Mask is 255.255.255.0, for
a total of 254 assignable IP addresses, from 192.168.1.1 to 192.168.1.254. The final IP address of the
selected range is reserved for routing and cannot be assigned to a LAN client.

In most cases, the default IP address block should work satisfactorily. However, there are situations
where you need to select a different address block, such as when you need to communicate with
other LANSs that already use the same address block.

Private IP addresses can be assigned automatically to LAN clients using Dynamic Host Configuration
Protocol (DHCP), or manually assigned. The DHCP server can either be the router (the most
common case), or a separate server, that hands out IP addresses to DHCP clients.

Alternatively, static IP addresses can be manually configured on LAN clients as part of their network
settings. No matter how IP addresses are configured, it is important that no two devices get the
same IP address. If both DHCP and static assignment are used on a network, it is important to
exclude the static IP addresses from the DHCP IP pool. For example, if your LAN uses the
192.168.1.x subnet and you have 20 DHCP clients and 20 static IP clients, you could configure
192.168.1.10 as the Start IP Address, 50 as the IP Pool Counts (enough for the current number of
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DHCP clients, plus room for future expansion), and use addresses greater than 192.168.1.100 for
static assignment.
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[I-1-3-1 LANs
This page provides you the general settings for LAN.
Open Configuration>>LAN and click the LANSs tab to open the following page.

To add/edit a profile, click the +Add/Edit link to get the following page. Here, we take LAN1 as an
example.

Available settings are explained as follows:

Item Description

Advanced Mode: Click to show or hide the advanced settings for LAN.

ON/OFF

Name Display the name for identification. Change the name if required.
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IPv4

Usage

IPv6

IPv4 Address

Subnet Mask

IPv4 DHCP Server

If On is selected as
DHCP Server

If Relay is selected as
DHCP Server

General Setup

Display the status (enable/disable) of the profile.

Specify the IP forwarding method.
NAT
Routing

Switch the toggle to configure / ignore the IPv6 settings.

IPv4
This is the IP address of the LAN interface (default: 192.168.1.1).

Select a subnet mask of the LAN interface.

DHCP Server Configuration

LAN1 is configured with DHCP in default.

DHCP stands for Dynamic Host Configuration Protocol. The router by
factory default acts a DHCP server for your network so it
automatically dispatches related IP settings to any local user
configured as a DHCP client. It is highly recommended that you leave
the router enabled as a DHCP server if you do not have a DHCP server
for your network.

If you want to use another DHCP server in the network other than the
Vigor Router’s, you can let Relay Agent help you to redirect the DHCP
request to the specified location.

On - Enables the built-in DHCP server on the router.
Off - Disables the built-in DHCP server on the router.

Relay - When selected, all DHCP requests are forwarded to a DHCP
server outside of the LAN subnet, and whose address is specified in
the DHCP Server IP Address field.

Start IP Address - The beginning LAN IP address that is given out to
LAN DHCP clients.

IP Pool Counts - The maximum number of IP addresses to be handed
out by DHCP. The default value is 100. Valid range is between 1 and
253.

Gateway IP Address - The IP address of the gateway, which is the host
on the LAN that relays all traffic coming into and going out of the LAN.
The gateway is normally the router.

Lease Time - The maximum duration DHCP-issued IP addresses can
be used before they have to be renewed.

Primary DNS - DNS stands for Domain Name System. Every Internet
host must have a unique IP address, also they may have a
human-friendly, easy to remember name such as www.yahoo.com.
The DNS server converts the user-friendly name into its equivalent IP
address.

Secondary DNS - You can specify secondary DNS server IP address
here because your ISP often provides you more than one DNS Server.

When selected, all DHCP requests are forwarded to a DHCP server
outside of the LAN subnet, and whose address is specified in the
DHCP Server IP Address field.

Primary DNS - DNS stands for Domain Name System. Every Internet
host must have a unique IP address, also they may have a
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IP Assignment for
Teleworkers

IPv6 Assignment

Router Advertisement
Configuration

human-friendly, easy to remember name such as www.yahoo.com.
The DNS server converts the user-friendly name into its equivalent IP
address.
You must specify a DNS server IP address here because your ISP
should provide you with usually more than one DNS Server.
Secondary DNS - You can specify secondary DNS server IP address
here because your ISP often provides you more than one DNS Server.
DHCP Relay over WAN (Primary) - Switch the toggle to enable this
function. Then, specify a WAN interface for the first DHCP Server.
Primary DHCP Server Interface - Use the drop-down list to choose
a WAN interface for the first DHCP Server.
Primary DHCP Server IP Address - Enter the IP Address of the DHCP
server to which DHCP requests from LAN clients are forwarded.
DHCP Relay over WAN (Secondary) - The secondary DHCP server is an
optional setting. If required, specify a WAN interface for the second
DHCP Server as a backup server.
Secondary DHCP Server Interface - Use the drop-down list to
choose a WAN interface for the second DHCP Server.

Secondary DHCP Server IP Address - Enter the IP Address of the DHCP
server to which DHCP requests from LAN clients are forwarded.

The VPN client will receive an IP address from the DHCP pool or IP
address range (defined below) for Teleworkers.

Assignment Start IP - Enter an IP address that serves as the starting
point of a range of IP addresses.

Assignment End IP - Enter an IP address that serves as the end point
of a range of IP addresses.

IPv6

Configures the Managed Address Configuration flag (M-bit) in Route
Advertisements.

Stateless - M-bit is unset.
DHCPvé6(Stateful) - M-bit is set, which indicates to LAN clients that they
should acquire all IPv6 configuration information from a DHCPv6

server. The DHCPVG6 server can either be the one built into the Vigor
router, or a separate DHCPv6 server.

Manual - No configuration information is sent.

It is available when Stateless is selected as the IPv6 Assignment.

The router advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN periodically
and when requested by a node sending a Router Solicitation message.
These messages are required for IPv6 stateless auto-configuration.

Generate Prefix From - Select the primary WAN interface which is
capable to generate the prefix for IPv6 address. Use the drop down
list to specify a WAN interface for IPv6.
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DNS Configuration

DHCPv6 Server
Configuration

DNS Configuration

More Settings -
Force DNS Redirection

It is available when Stateless is selected as the IPv6 Assignment.
DNS Assign Methods

RA(RDNSS) - The DNS server used for hosts (e.g., PC) will be
configured via the Router Advertisement Configuration.

Bit(DHCPv6) - The DNS server used for hosts will be configured
via DHCPvV6 server.

Manual - Vigor router system will not send DNS sever
configuration to the hosts.

Primary DNS Address - Enter the IPv6 address for Primary DNS server.
Secondary DNS Address - Enter another IPv6 address for DNS server if
required.
It is available when DHCPv6 (Stateful) is selected as the IPv6
Assignment.
On - Enables the built-in DHCPV6 server on the router.
Generate Prefix From - Select the primary WAN interface which is
capable to generate the prefix for IPv6 address. Use the drop
down list to specify a WAN interface for IPv6.
Auto IPv6 Address Range
Random IPv6 Address Allocation
Off - Disables the built-in DHCPv6 server on the router.
Relay - When selected, all DHCP requests are forwarded to a DHCP

server outside of the LAN subnet, and whose address is specified in
the DHCP Server IP Address field.

DHCPv6 Server Interface - Use the drop down list to specify a
WAN interface for IPv6.

DHCPvV6 Server Address - Enter the IPv6 address of the DHCPv6
server.

It is available when DHCPv6 (Stateful) is selected as the IPv6
Assignment.

Primary DNS Address - Enter the IPv6 address for Primary DNS server.

Secondary DNS Address - Enter another IPv6 address for DNS server if
required.

Enabled - Switch the toggle to enable or disable the function. This
function allows all outgoing DNS queries to be intercepted and
redirected to the router built-in DNS server, improving the domain
lookup performance by caching DNS queries and results.

Options under the Advanced Mode

Router IPv6 Address
Table

Enter IPv6 Address and Prefix length to be added, or click an existing
IPv6 address to be deleted in the Current IPv6 Address Table below
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and the values will be automatically copied over.
+Add - Click it to add a new entry. Max is 5.
Static IP Address - Enter the static IPv6 address for LAN.

Unique Local Address Unique Local Addresses (ULAs) are private IPv6 addresses assigned to
Configuration LAN clients.

ULA Prefix - LAN clients will be assigned ULAs generated based on the
prefix manually entered.

Off - ULA is disabled.

Auto - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Manual - Enter an IPv6 address.

Router Advertisement The Advanced Settings page has additional settings for Router
Configuration Advertisement and enabling multiple WANs for IPv6 traffic.

RA Priority - Select the default preference value (Low, Medium, High)
of the router sent in route advertisement messages.

Min / Max Interval Time - Minimum/ Maximum time, in seconds,
between unsolicited multicast route advertisement messages sent by
the RA server.

Valid Lifetime - Enter one number (unit is second) to specify the valid
lifetime for the DHCPv6 server. The device (connected via the LAN
interface) is to be used as the default router.

This device (connected via the LAN interface) will be treated as the
default router within the valid lifetime.

Preferred Lifetime - Enter one number (unit is second) to specify the
preferred lifetime for the DHCPv6 server. It must be lower or equal to
the valid lifetime. This device (Vigor router) will be treated as the
default router within the preferred lifetime. When there are multiple
routers, priority is necessary. In general, the router within the
preferred lifetime has higher priority than the router within the valid
lifetime.

Hop Limit - The value is required for the device behind the router
when IPv6 is in use. Default value of hop limit field in Route
Advertisement messages.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-3-2 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients. Each
reserved IP address is associated with a Media Access Control (MAC) address.

61



To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:

Item Description

Comments Enter a brief comment to identify this IP Address - MAC Address pair.
MAC Address Enter the MAC address of the LAN client's network interface.

IP Address Enter the IP address to be associated with a MAC address.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.
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[I-1-3-3 DHCP Options

DHCP packets can be processed by adding option number and data information when such
function is enabled and configured.

To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:

Item Description

Option Number Enter a DHCP option number for this function.
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Data Type

Data

Apply to

Cancel

Apply

Choose the type (ASCIl or Hex or Address List) for the data to be
stored.

Enter the data in the Data field based on the data type selected.
ASCII Character - A text string. Example: /path.

Hexadecimal Digital - A hexadecimal string. Valid characters are from 0
to 9 and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by commas.

Select LAN interface(s) to which this entry is applicable.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

[I-1-3-4 Inter-LAN Routing

Up to 25 routing profiles provided by the router allow the users to divide groups into different
subnets. In addition, different subnets can link for each other by configuring Inter-LAN Routing.

To add/edit a profile, click the +Add/Edit link to get the following page.
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Available settings are explained as follows:

Item

Group Name
Enabled
Selected LANs

Cancel

Apply

Description

Display the name for identification. Change the name if required.
Switch the toggle to enable the settings.

Select the box to link two or more different subnets (LAN and LAN).
Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[1-1-3-5 VLAN List

Virtual Local Area Networks (VLANS) allow you to subdivide your LAN to facilitate management or to
improve network security.

This page allows you to create up to 8 VLAN profiles.

To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:

Item Description
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VLAN ID

Name

LAN

Cancel

Apply

Enter a number as the VLAN Identifier. Valid values are form 1 to
4094. VIDs must be unique.

Enter a name of the VLAN profile.

Display the physical LAN subnet on the router. Select the LAN
subnet(s) to bind them under the selected VLAN.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[I-1-3-6 Interface VLAN

Port-based VLAN uses physical ports (P1 ~ P4/P5) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them based
on the physical port. The multi-subnet can let a small businesses have much better isolation for
multi-occupancy applications.

Available settings are explained as follows:
Item Description

Port Type Select the VLAN type that the interface (Port 1 to 4) will be applied.

Trunk - The selected Ethernet port can be used or applied to Multiple
VLAN profiles.

Access - The selected Ethernet port can be used or applied to single
VLAN profile.

Untagged VLAN Select the VLAN profile(s) which will not be tagged.

Leave one VLAN untagged at least to prevent from not connecting to
Vigor router due to unexpected error.

Tagged VLAN Enable 802.1Q tagging for the selected VLAN.

The router will add specific VLAN number to all packets on the LAN
while sending them out.

All VLANs - All VLAN profiles will be tagged.
Selected VLANs - Only the selected VLAN profiles will be tagged.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.
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[1-1-3-7 LAN Port 802.1x

Wired 802.1X provides authentication for clients wishing to connect to the LAN by Ethernet. Only
one client can be authenticated on each LAN port.

Available settings are explained as follows:

Item Description

Enabled LAN 802.1X Switch the toggle to enable or disable LAN 802.1x function.

Port Name Display the name of the physical LAN port.

Enabled Switch the toggle to enable or disable the function. If enabled, the

802.1X authentication will be available for the selected LAN ports.
Cancel Discard current settings.

Apply Save the current settings.
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I1-1-4 DNS

DNS stands for Domain Name System. Every Internet host must have a unique IP address, also they
may have a human-friendly, easy to remember name such as www.yahoo.com. The DNS server

converts the user-friendly name into its equivalent IP address.

This section offers settings for DNS security and LAN DNS/Forwarding.

[I-1-4-1 DNS Security

The DNS servers must support DNS security validation for the feature to function properly.

To add/edit a profile, click the +Add/Edit link to get the following page.

Available settings are explained as follows:
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Item

WAN

Enabled

Primary DNS

Primary DNSSE Status

Secondary DNS

Secondary DNSSE
Status

Cancel

Apply

Description

Select the WAN interface for which DNS security is to be configured.

Switch the toggle to enable or disable DNS security for this WAN
Interface. Bogus DNS Reply will be dropped when DNS security
enabled.
Shows the primary DNS server used by this WAN.
If “--" appears, it means that no WAN is up or no DNS server is
configured.
Shows the inspection results if the DNS server supports the DNS
security. The result might be:

[Supported] means the DNS server supporting DNS security.

[Unsupported] means the DNS server does not support DNS
security,

u_n

means the WAN interface is not up or no DNS server detected.

[Check Failed - WAN Issue] means failure to inspect due to no
Internet connection.

[DNSSEC Disabled] means the DNS security is disabled.
Note: Domain Name System Security Extensions (DNSSEC) protects
against DNS-based attacks by authenticating DNS responses from
DNS resolvers.
Shows the secondary DNS server used by this WAN.

If “--" appears, it means that this WAN is not up or no DNS server is
configured.

it means that this WAN is not up or no DNS server is configured.
Shows the inspection results if the DNS server supports the DNS
security. The result might be:

[Supported] means the DNS server supporting DNS security.

[Unsupported] means the DNS server does not support DNS
security,

“--"'means the WAN interface is not up or no DNS server detected.

[Check Failed - WAN Issue] means failure to inspect due to no
Internet connection.

[DNSSEC Disabled] means the DNS security is disabled.

Note: Domain Name System Security Extensions (DNSSEC) protects
against DNS-based attacks by authenticating DNS responses from
DNS resolvers.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[1-1-4-2 LAN DNS/Forwarding

LAN DNS is a simple version of DNS server. LAN DNS allows the network administrator to override
standard DNS resolutions for selecting domain addresses. The router will respond to queries on
matched domain addresses with custom IP addresses. It is not necessary for the user to build
another DNS server in LAN. With such feature, the user can configure some services (such as ftp,
www or database) with domain name which is easy to be accessed.

DNS Forwarding allows the network administrator to forward DNS queries to different DNS servers
based on the domain name.

LAN DNS and DNS Forwarding only affect DNS queries that are sent to the WAN through the router.
DNS queries that are directed to a DNS server on the LAN will not be intercepted by the router.

To add/edit a profile (up to 120), click the +Add/Edit link to get the following page.
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Available settings are explained as follows:

Item

Name

Enabled

Type

Domain Name

If IP is selected as
Service Provider

If CNAME is selected as
Service Provider

If Forwarding is selected
as Service Provider

Cancel

Apply

Description

Enter a string as the profile name.
Switch the toggle to enable/disable this profile.
Select IP, CNAME or Forwarding.

+Add - Enter the domain name for the router to look for in DNS

queries to intercept and reply to. Wildcards in the form of asterisks (*)
can be used to match a domain level. For example, *.draytek.com will
match domain names such as www.draytek.com and ftp.draytek.com.

Up to 12 domain names can be created.

The IP address listed here will be used for mapping with the domain
name specified above.

Mapping IP Address Type - Select Both, IPv4, or IPv6.

Mapping IPv4 Address - If Both/IPv4 is selected, enter an IPv4 address
in this field.

Mapping IPv6 Address - If Both/IPv6 is selected, enter an IPv6 address
in this field.

Apply to - Select all LANs or specified LAN interfaces for applying this
DNS server profile.

CNAME - Enter a domain name alias for the domain name.

Apply to - Select all LANs or specified LAN interfaces for applying this
DNS server profile.

DNS Server Type - Both, IPv4, IPv6

Primary IPv4 DNS Server - Enter the primary IPv4 address of the DNS
server you want to use for DNS forwarding.

Secondary IPv4 DNS Server - Enter the secondary IPv4 address of the
DNS server you want to use for DNS forwarding.

Primary IPv6 DNS Server -Enter the primary IPv6 address of the DNS
server you want to use for DNS forwarding.

Secondary IPv6 DNS Server - Enter the secondary IPv6 address of the
DNS server you want to use for DNS forwarding.

Apply to - Select all LANs or specified LAN interfaces for applying this
DNS server profile.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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11-1-5 Wireless LAN

Wireless LAN enables high mobility so WLAN users can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

In recent years, the market for wireless communications has enjoyed tremendous growth. Wireless
technology now reaches virtually every location on earth. Billions of people exchange information
daily with wireless communication products. The Vigor C410/C510 series of wireless routers (with
“ax” in the model name), designed with maximum flexibility and efficiency in mind, is ideal for use in
a small office or home. In a business environment, any authorized personnel can bring a
WLAN-equipped tablet, PDA or notebook into a meeting room and connect to the network without
drilling holes through walls or tearing up flooring to lay a clot of LAN cabling. Wireless networking
enables high mobility so WLAN users can access all LAN resources in the same manner just as they
would on a wired LAN, but without the cables.

The actual data throughput will vary according to the network conditions and environmental factors,
including volume of network traffic, network overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access Point
(AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the same Internet
connection via Vigor wireless router. The wireless network settings, such as SSID, channels,
encryption protocol, can be configured in this section.

Multiple SSIDs

Vigor wireless routers support up to four SSIDs (Service Set Identifiers) per band for wireless
connections. A service set is a group of wireless network clients that have the same networking
parameters. Each service set can be configured to have a unique name (SSID) and specific VLAN or
MAC Filtering List, and can be used by different categories of users.

Real-time Hardware Encryption

Vigor wireless routers are equipped with a hardware AES encryption engine to provide the most
effective and efficient protection of wireless traffic, without sacrificing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several prevailing
standards on market.
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WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via radio using
either a 64-bit or 128-bit key. Usually access point will preset a set of four keys and it will
communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is separated
into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and WPA-Enterprise or
called WPA/802.1x.

In WPA-Personal, a pre-defined key (PSK) is used to encrypt traffic during data transmission. WPA
uses the Temporal Key Integrity Protocol (TKIP) for data encryption whereas WPA2/WPA3 applies
AES (Advanced Encryption Standard). A major advantage of WPA-Enterprise is that it supports not
only encryption but also authentication.

You should select the appropriate security mechanism according to your needs. Because WEP has
proven to be vulnerable to attacks, you should consider using WPA instead for the most secure
connection. No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible and
can support multiple secure connections with both WEP and WPA at the same time.

Info The default password (PSK) is listed on a label attached to the bottom of the
router. Since anyone who has physical access to the router can discover the
default password, you are strongly advised to change it.

Manage Wireless Stations - Monitoring - Clients List

All stations on the wireless network and their connection status will be shown here.

WPS

WPS (Wi-Fi Protected Setup) makes connecting wireless clients to wireless access points and routers
a simple process.
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[1-1-5-1 SSID

On Wi-Fi-equipped models, you can set up SSID for use by internal users, who are allowed to access
both the LAN and the WAN (Internet).

This page also allows you to configure a guest SSID (for wireless clients that are restricted to
Internet access only, typically used by visitors) with LAN VLAN settings.

To add a new SSID profile, click +Add to create new entry boxes.

To edit a profile, click the Edit link on the right side to get the following page.
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Available settings are explained as follows:

Item

SSID

Enabled

Security

Description

Service Set Identification (SSID), which shows up as the AP identifier.
Maximum length is 32 characters. Modify the name if required.

Switch the toggle to enable/disable the SSID profile.

There are several modes provided for you to choose from.
Below shows the modes with higher security:;

WPA3 Personal, WPA3/WPA2 Personal, WPA2 Personal,
WPA2/WPA Personal - Accepts only WPA clients and the
encryption key should be entered in Password. The WPA
encrypts each frame transmitted from the radio using the PSK
(Pre-Shared Key) entered manually in Password."

WPAS3 Enterprise, WPA2 Enterprise, WPA2/WPA Enterprise -
Accepts only WPA clients and the Authentication Server
should be set in Configuration >> RADIUS/ TACACS+ >>
External RADIUS and be selected in RADIUS Server. The WPA
encrypts each frame transmitted from the radio using the key
which automatically negotiated via 802.1x authentication.

OWE - WPA3 also introduces a new open and secure
connection mode; "Opportunistic Wireless Encryption" (OWE).
It allows the clients to connect without a password, ideal for
hotspot networks, but the connection between each
individual client is uniquely encrypted behind the scenes.

Below shows the modes with basic security;

WPA Personal - Accepts only WPA clients and the encryption
key should be entered in Password. The WPA encrypts each
frame transmitted from the radio using the PSK (Pre-Shared
Key) entered manually in Password.

WPA Enterprise - Accepts only WPA clients and the
Authentication Server should be set in Configuration >>
RADIUS/ TACACS+ >> External RADIUS and be selected in
RADIUS Server. The WPA encrypts each frame transmitted
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from the radio using the key which automatically negotiated
via 802.1x authentication.

WEP Personal - Accepts only WEP clients and the encryption
key should be entered in WEP Settings.
None - The encryption mechanism is turned off.

Password Enter 8~63 ASCII characters, such as "012345678". This feature is
available for WPA Personal, WPA2/WPA Personal, WPA2 Personal,
WPA3/WPA2 Personal, and WPA3 Personal mode.

RADIUS Server This feature is available for WPA3 Enterprise, WPA2 Enterprise,
WPA2/WPA Enterprise, and WPA Enterprise mode.
Use the drop-down list to select a RADIUS server setting.

Note: Before configuring the RADIUS server, go to
Configuration>>RADIUS/TACACS+ to create external RADIUS
profiles (at least one) first.

VLAN Select a VLAN to which this SSID belongs.
Scheduled On This SSID profile will be forced up /down based on the schedule

profile used (profiles created via
Configuration>>Objects>>Schedule).

The default is Always On.

SSID Band
2.4GHz/5GHz Select the band(s) for the SSID.
SSID Settings
MAC Filtering List The default is Disabled.

Select one of the MAC filter profiles (created via Security>>MAC
Filtering Profile) for this SSID setting.

Only the valid MAC address that has been configured allow or deny
to access the wireless LAN interface.

Isolate Client from Wireless = Switch the toggle to enable/disable the function.

If enabled, it disallows communication between wireless clients
(stations) on the same SSID.
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Hide SSID

WPA Algorithm

Key Renewal Interval

Default Key

Key # Type

Key #

Cancel

Apply

Switch the toggle to enable(hide) /disable (show) the SSID.

Select to keep SSIDs from showing up when scans are performed by
wireless clients, which makes it harder for unauthorized clients or
STAs to join your wireless LAN. Depending on the wireless client
and software used, the user may see only an AP listed without the
SSID, or the AP might not even show up.

WPA Settings

This feature is available for WPA3 Enterprise, WPA2 Enterprise, WPA
Enterprise, WPA3 Personal, WPA2 Personal, WPA Personal,
WPA3/WPAZ2 Personal, or WPA2/WPA Personal mode.

Select TKIP, AES, or TKIP/AES as the algorithm for WPA.

Note that not all modes of Vigor router support WPA3 mode.
However, if the Vigor router supports WPA3 Personal/Enterprise
security mode, the WPA algorithms will be set as AES.

It is available when WPA # is selected as Security.

WPA uses a shared key for authentication to the network. However,
normal network operations use a different encryption key that is
randomly generated. This randomly generated key is periodically
replaced. Enter the renewal security time (seconds) in the column.
Smaller interval leads to greater security but lower performance.
Default is 3600 seconds. Set 0 to disable re-key.

WEP Settings

This feature is available for WEP Personal mode.

Four keys can be entered here, but only one key can be selected at
a time. The format of WEP Key is restricted to 5 ASCII characters or
10 hexadecimal values in 64-bit encryption level, or restricted to 13
ASCII characters or 26 hexadecimal values in 128-bit encryption
level. The allowed content is the ASCII characters from 33(!) to
126(~) except '#' and ',".

Hex/ASCII - The format of WEP Key is restricted to 5 ASCII characters
or 10 hexadecimal values in 64-bit encryption level, or restricted to
13 ASClI characters or 26 hexadecimal values in 128-bit encryption
level. The allowed content is the ASCII characters from 33(!) to
126(~) except '#' and ',

Enter 5 ASCII characters or 10 hexadecimal values in 64-bit
encryption level, or 13 ASCII characters or 26 hexadecimal values in
128-bit encryption level.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[1-1-5-2 Radio Settings

This page lets you configure the most basic settings of your wireless network, including mode,
WLAN channels and channel bandwidth.

Available settings are explained as follows:

Item

Advanced
Mode:ON/OFF

Enabled
Mode

Transmit Power

Channel

Channel Bandwidth

Description

Click to show or hide the advanced settings for the Radio settings.

2.4GHz Radio
Switch the toggle to enable/disable the RADIO settings.

Select the 802.11 mode allowed on the band.

On the 2.4GHz band on ax models, the following wireless mode
options are available:

* 11b Only
* 11g Only
*11n Only (2.4 GHz)
* Mixed (11b+11g)
* Mixed (11g+11n)
* Mixed (11b+11g+11n)
* Mixed (11b+11g+11n+11ax)
Sets the power percentage of the access point's transmission signal.

The greater the TX Power value, the higher intensity of the signal will
be.

Allows you to specify a particular wireless channel to use, or let the
system determine the optimal channel by selecting “Auto Select”. The
list of available channels varies depending on the locale for which the
router is intended.

20 MHz -Vigor Router will utilize 20 MHz channels for data
transmission and reception between the router and wireless stations.
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Current Channel

Current Extension
Channel

Update Channel

Updated Channel Result

Enabled

Mode

Transmit Power

Channel

Channel Bandwidth

Current Channel

Update Channel

Updated Channel Result

40 MHz - Vigor Router will utilize 40 MHz for data transmission and
reception between the router and wireless stations.

Auto 20/40 MHz - Vigor Router will utilize either 20 MHz or 40 MHz for
data transmission and reception depending on the number of AP
nearby the router. 20MHz will be used when there are more than 10
wireless APs; otherwise 40MHz will be used. Selecting this setting
ensures the best performance for data transit on networks with both
20 MHz and 40 MHz clients.

Displays current used channel number.

Displays current used extension channel number.

Scan and Update - Click to select the best channel again when Auto
Select is selected as the Channel setting.

Displays the best channel after pressing the Scan and Update button.

5GHz Radio
Switch the toggle to enable/disable the RADIO settings.

Select the 802.11 mode allowed on the band.
On the 5GHz band on ax models, the following options are available:
* 11a Only
* 11n Only (5 GHz)
* Mixed (11a+11n)
* Mixed (11a+11n+11ac)
* Mixed (11a+11n+11ac+11ax)
Sets the power percentage of the access point's transmission signal.

The greater the TX Power value, the higher intensity of the signal will
be.

Allows you to specify a particular wireless channel to use, or let the
system determine the optimal channel by selecting “Auto Select”. The
list of available channels varies depending on the local for which the
router is intended.

20 MHz -Vigor Router will utilize 20 MHz for data transmission and
reception between the router and wireless stations.

40 MHz - Vigor Router will utilize 40 MHz for data transmission and
reception between the router and wireless stations.

80 MHz -Vigor Router will utilize 80 MHz for data transmission and
reception between the router and wireless stations.

160 MHz - Vigor Router will utilize 160 MHz for data transmission and
reception between the router and wireless stations.

Displays current used channel number.

Scan and Update - Click to select the best channel again when Auto
Select is selected as the Channel setting.

Displays the best channel after pressing the Scan and Update button.
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5Ghz Client Minimum
RSSI

Band Steering Settings

If it is enabled, Vigor router will detect if the wireless client is capable
of dual-band or not within the time limit.

The wireless station has the capability of a 5GHz network connection,
yet the signal performance might not be satisfied. Therefore, when
the signal strength is below the value set here while the wireless
station connecting to Vigor router, Vigor router will allow the client to
connect to the 2.4GHz network.

Options under the Advanced Mode

Antenna

Fragment Length

RTS Threshold

Country Code

WMM Capable

APSD Capable

Vigor router can be attached with two antennas to have good data
transmission via wireless connection. However, if you have only one
antenna attached, please choose 1T1R.

Set the Fragment threshold of wireless radio. Do not modify the
default value if you don't know what it is. The default value is 2346.

Minimize the collision (unit is bytes) between hidden stations to
improve wireless performance.

Set the RTS threshold of wireless radio. Do not modify the default
value if you don't know what it is. The default value is 2347.

Available for 2.4GHz Radio only.

Vigor router broadcasts country codes according to the 802.11d
standard. However, some wireless stations will detect/scan access
points looking for country codes to determine which country it is in,
and utilize channels appropriate to the country. The wireless client
might get confused if there are multiple access points in the vicinity
broadcasting different country codes. In such cases, it might be
necessary to change the country code of the access point to ensure
these clients can successfully establish a wireless connection.

WMM stands for Wi-Fi Multimedia. It provides basic Quality of Service
(QoS) by prioritizing traffic based on four access categories defined in
the IEEE 802.11e standard. The access categories are AC_VO, AC_VI,
AC_BE and AC_BK, which corresponds to traffic types of voice, video,
best effort and low priority (background) data, respectively.

To apply WMM parameters for wireless data transmission, please
switch the toggle to enable the function.

APSD (Automatic Power-Save Delivery) is an enhancement over the
power-saving mechanisms supported by Wi-Fi networks. It allows
access points to buffer traffic before transmitting it to wireless

82



devices, thus allowing wireless devices to enter into power saving
mode which reduces power consumption. Not all wireless clients
support APSD properly, and the only way to find out if APSD is
appropriate for your network is to experiment.

The default setting is Disable.

Airtime Fairness Switch the toggle to enable/disable the function. With airtime fairness,
every client at a given quality-of-service level has equal access to the
network's airtime.

Environments that can benefit by applying airtime fairness:
(1) Many wireless stations.
(2) All stations mainly use download traffic.

(3) The performance bottleneck is wireless connection.

Cancel Discard current settings.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

[I-1-5-3 Roaming

The network signal for a single wireless access point might be limited by its coverage range.
Therefore, if you want to expand the wireless network in a large exhibition with a quick method, you
can install multiple access points by enabling the Roaming feature for each AP to reach the purpose
of expanding wireless signals seamlessly.

This page allows you to enable the roaming feature.

Available settings are explained as follows:

Item Description
Assisted Client Roaming

Enabled 802.11r Switch the toggle to enable/disable the function of fast roaming to
make Wireless clients switch between the hotspots fast and securely.

There are two methods to run fast roaming.
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802.11r Mode

Enabled

Assisted Roaming Signal
Strength Threshold

Assist roaming when
adjacent AP signal is
better than

Cancel

Apply

Over the DS - In response to the needs of signal strength change, the
client can communicate with the other AP through the original AP with
Action Frames (FT Request and FT Response).

Over the Air - In response to the needs of signal strength change, the
client can communicate directly with the other AP using a fast
roaming authentication algorithm (without requiring reauthentication
at every AP).

Assisted Roaming by Signal Strength (RSSI)

Switch the toggle to enable/disable the function.

When the link rate of the wireless station is too low or the signal
received by the wireless station is too worse, Vigor router will
automatically detect (based on the link rate and RSSI requirement)
and cut off the network connection for that wireless station to assist it
to connect another Wireless AP to get better signal.

When the signal strength of the wireless station is below the value
(dBm) set here and adjacent AP (must be DrayTek Router/AP and
support such feature too) with higher signal strength value (defined in
the field of Assist roaming when adjacent AP signal is better than) is
detected by Vigor router, Vigor router will terminate the network
connection for that wireless station. Later, the wireless station can
connect to the adjacent AP (with better RSSI).

Specify a value as a threshold.

Discard current settings.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

[I-1-5-4 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based on
scanning result, users will know which channel is clean for usage. Also, it can be used to facilitate
finding an AP for a WDS link. Notice that during the scanning process (about 5 seconds), no client is
allowed to connect to Vigor router.

This page is used to scan the existence of the APs around. Please click Scan to discover all the

nearby APs.
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Available settings are explained as follows:

Item Description

Start AP Discovery Scan - Itis used to discover all the nearby AP. The results will be
shown on the box below this button.

Radio Information Displays current information for 2.4GHz and 5GHz used by Vigor
router.
Neighbor AP List Displays all the nearby APs scanned by Vigor router.
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[1-1-5-5 WPS

WPS (Wi-Fi Protected Setup) provides an easy way to connect wireless to wireless access points and
routers with WPA or WPA2 encryption.

WPS works with wireless stations with WPA or WPA2 support. It does not work with WEP.

It is the simplest way to build connection between wireless network clients and vigor router. Users
do not need to select any encryption mode and type any long encryption passphrase to setup a
wireless client every time. He/she only needs to press a button on wireless client, and WPS will
connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations: pressing
the Start PBCbutton or using PIN Code.

Using the PBC button

On the Vigor router, press and hold the WPS button on the front panel for 2 seconds, or click the
Start PBC button on the Configuration>>Wireless LAN>>WPS page in the Web User Interface. On the
wireless station (for example, a laptop computer), press the WPS/Start PBC button on the network
card.
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Using a PIN code

You may establish a wireless connection by entering a PIN code generated by a wireless client that
supports WPS.

Below shows Configuration>>Wireless LAN>>WPS web page:
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Available settings are explained as follows:

Item
Reset
Refresh
Enabled
Band

2.4GHz SSID / 5GHz
SSID

Method 1: WPS Button

Method 2: Using PIN
Code

Connection Status

Cancel

Apply

Description

Click to reset WPS with the default value.

Click to refresh current page.

Switch the toggle to enable/disable the function.
Select the band (2.4GHz/5GHz) for this function.
Displays the SSID used for 2.4GHz/5GHz.

Enable WPS - Switch the toggle to enable/disable the function.

Start PBC -Click it to invoke the Push-Button style WPS setup
procedure. The router will wait for about 2 minutes for WPS
connection requests from wireless clients. The ACT LED and WLAN
LED on the router will blink fast simultaneously when WPS is in
progress and will return to normal condition after two minutes.

Enter a PIN code, and click the Connect button.
Generate PIN code from - At present, only Client is available.
Client PIN Code - Enter a PIN code.

Connect - Click it to make a connection. The ACT LED and WLAN LED
on the router will blink fast simultaneously when WPS is in progress,
for up to 2 minutes or until a successful WPS connection from a
wireless client has been established.

Displays the connection status after clicking Connect or Start PBC.
Discard current settings.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-5-6 WDS

Wireless Distribution System (WDS) is a protocol for linking access points (AP) wirelessly. Vigor
C410/C510ax WDS only supports Repeater mode.

i Repeater mode, which extends the coverage range of a WLAN.

Below shows Configuration>>Wireless LAN>>WDS web page:

Available settings are explained as follows:

Item Description
Reset Click to reset WPS with the default value.
Refresh Click to refresh current page.
Enabled Switch the toggle to enable/disable the WDS function.
Mode Select the physical mode for this WDS setting.
HE(11ax)
VHT(11ac)
HTMIX(11n)

2.4GHz/5GHz WDS List +Add - Click to create WDS list (up to 4).
Peer MAC Address - Enter the MAC address of the WDS peer.
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Enabled - Switch the toggle to enable/disable this WDS link.
Security - Select the encryption method of this WDS link.
Open - Security is disabled.
TKIP - Enter a string.
AES - Enter a string,.

Password - Enter the key of the WDS link when Security is TKIP or AES.
It should be a string with 8 ~ 63 ASCII characters.

Delete - Remove current entry.
Cancel Discard current settings.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-6 Routing
Through the IP address and interface configuration, a route policy can be used to configure any
routing rules to fit actual requests.
The packets will be directed to the specified interface if they match one of the routing policies.

The router offers IPv4 and IPv6 for you to configure the static route. Both protocols bring different
web pages.

[I-1-6-1 Route Policy

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need to get a
strategy for routing. The packets will be directed to the specified interface if they match one of the
policies. You can setup route policies in various reasons such as load balance, security, routing
decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be used to
configure any routing rules to fit actual request.

To add a new IPv4 route policy, click the +Add link to get the following page.
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Available settings are explained as follows:

Iltem

Policy Name
Enabled

Schedule

Source / Destination

Source / Destination
IPv4 Address

Source / Destination
IPv4 Subnet Address

Description

Enter a name as the routing profile name.
Switch the toggle to enable/disable the profile.

Determine the valid time for the routing profile.

Always On - The routing profile will be valid all the time if it is enabled.
Scheduled On - The routing profile will be valid based on the time
schedule specified here.

Criteria

Select the type of IP addresses to which this rule is to be applied.
Any - This policy applies to all source/destination IP addresses.

IPv4 Address - This policy applies to the specified range of source
IP addresses.

IPv4 Subnet - This policy applies to source IP addresses defined
by the specified network IP address and subnet mask.

IP Object - This policy applies to a preconfigured IP object.
IP Group - This policy applies to a preconfigured IP group.

It is available when Source / Destination is set as IPv4 Address.

+Add - Click to have new entries for setting IPv4 Address Start and
End.

IPv4 Address Start / End - Enter two IPv4 address(s), one for start and
one for end.

Delete - Click to remove current entries.

It is available when Source / Destination is set as IPv4 Subnet.

+Add - Click to have new entries for setting IPv4 subnet.

IPv4 Address - Enter an IP address.

Subnet Mask - Use the drop down list to choose a suitable mask for
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Source / Destination IP
Object

Source / Destination IP
Group

Protocol

Primary Path

the network.

It is available when Source / Destination is set as IP Object.

+Add - Click it to create a new object (containing different IP
addresses). Up to 12 objects can be created.

Select Object - Check to select an object or objects.

It is available when Source / Destination is set as IP Group.

+Add -Click it to create a new group (containing different IP objects).
Up to 12 groups can be specified here.

Select Group - Check to select a group or groups.

Choose a proper protocol for the WAN interface.
Any - Any kind of protocol will be used for the WAN interface.

Service Object - The protocol used will be determined by the service
object.

Service Type Object - Click +Add to create a new object
(containing different protocols). Up to 12 objects can be created.

TCP/UDP - Select TCP/UDP for the WAN interface.

Specify Source Port - Switch the toggle to enable the setting of
Source Port.

Source Port / Destination Port - Set the range (1 to 65535).
TCP - Same as TCP/UDP.
UDP - Same as TCP/UDP.
ICMP - Select ICMP for the WAN interface.

Interface Selection

Specify the interface that the traffic described by this rule is to be
directed.

If the packet traffic is matched with the criteria set above, it will be
sent to the designated interface and gateway.
Primary Path - Packets will be transferred to the interface chosen

here. Select an interface from the list (WAN/LAN: A WAN or LAN
interface; VPN: A Virtual Private Network).

Primary Path WAN - It is available when the WAN/Virtual WAN is
selected.

+Add - Click +Add to create the primary path. Select WAN interface
and the corresponding IP address. Packets match with the criteria will
be transferred to the interface chosen here. Select an interface from
the list. Specify the gateway (using the default device or customized a
gateway IP). Then determine which mechanism (Force NAT/Routing)
that the router will use to forward the packet to WAN.

Primary Path VPN - It is available when the VPN is selected.

+Add - Click +Add to create a new VPN path. Use the drop-down list to
select a VPN profile.
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Secondary Path

Last Resort Path

Primary Path LAN - It is available when the LAN is selected.
+Add - Click +Add to create a new VPN path. Use the drop-down list to
select a VPN profile.

Disabled - Disable the function settings for the secondary path.

Secondary Path WAN - It is available when the WAN/Virtual WAN is set
for Secondary Path.

+Add - Click +Add to create the secondary path by specifying WAN
settings.

Secondary Path VPN - It is available when the VPN is set for Secondary
Path.

+Add - Click +Add to create a new VPN path.

Secondary Path LAN - It is available when the LAN is set for Secondary
Path.

+Add - Click +Add to create a new LAN path.

The last resort path (setting) will be adopted instead once the Primary
Path or the Secondary Path could not be used for directing the traffic.

Disabled -Disable the function settings for the Last Resort Path.

Any packet matching with the rule (source/destination/protocol)
specified in Criteria above, will be forwarded to the interface defined
on Last Resort Path.

Default WAN - The default WAN interface will be used for the last
resort path.

Gateway - Select Default or Customize.

Gateway IP Address - Enter the IP address of the gateway if
Customize is selected.

Force NAT/Routing - Determine which mechanism (Force
NAT/Routing) that the router will use to forward the packet to
WAN.

WAN/Virtual WAN - Specify a WAN interface or a virtual WAN interface
for the last resort path.
Last Resort Path WAN - Click +Add. Then select a WAN interface,
the IP address (WAN), the gateway IP address(LAN) and the packet
forwarding mechanism.
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VPN -Specify a VPN profile for the last resort path.
Last Resort Path VPN - Click +Add. Select one of the VPN profiles.
LAN - Specify a LAN interface for the last resort path.

Last Resort Path LAN - Click +Add. Then select a LAN interface
with an IP address (gateway) and the packet forwarding
mechanism.

More settings

Priority Specifies the priority of the rule about other rules.

Normal - The routing profile does not affect other routes on the
routing table.

High - The routing profile will override the VPN routes only. However,
it will not affect LAN/Static route.

Top - The routing profile will override VPN and LAN/Static route.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-6-2 IPv4 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network
administrator can configure network routers with all the required information for packet
forwarding.

To add a new IPv4 static route, click the +Add link to get the following page.
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Available settings are explained as follows:

Item Description
Name Enter a name as the profile name.
Enabled Switch the toggle to enable or disable the function.

Destination IP Address Enter the IP address as the destination IP address.

Subnet Mask Select a subnet mask of this static route.

Interface Use the drop-down list to specify an interface for this static route.
Gateway Enter an IP address as the gateway.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-6-3 IPv6 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network
administrator can configure network routers with all the required information for packet
forwarding.
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To add a new IPv6 static route, click the +Add link to get the following page.

Available settings are explained as follows:

Iltem

Name

Enabled

Destination

Prefix Length
Gateway IPv6 Address

Interface

Description

Enter a name as the profile name.

Switch the toggle to enable or disable the function.
Enter the IPv6 address as the destination IP address.
Enter the fixed value for prefix length.

Enter an IPv6 address as the gateway.

Use the drop-down list to specify an interface for this static route.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

I1-1-7 RIP

The Routing Information Protocol (RIP) and the RIPng (RIP next generation) are the most popular
interior routing protocols. The difference is that the RIPng (RIP next generation) is based on the IPv6
address, but offers the same functions and benefits as IPv4 RIP v2.

If enabling the RIP feature, the router will attempt to exchange routing information with
neighboring routers using the Routing Information Protocol.

[I-1-7-1 General Setup

There are two versions of RIP available. This page offers comprehensive settings for each of these
versions.

Available settings are explained as follows:

Item Description
General Setup
Enabled When Enabled, the router will attempt to exchange routing
information with neighbouring routers using the Routing Information
Protocol.
RIP Version Specify the version number (V1/V2) for RIP protocol.
Update Timer Enter a value as the update timer.

When the time is up, the Vigor router will send a message containing
the complete routing table to all neighboring routers for exchanging
the routing information.

Timeout Timer The routing information will be valid (but not removed) till the time
expiration set in this field.
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Garbage Timer

Connected

Static

BGP

OSPF

Enabled

Update Timer

Timeout Timer

Garbage Timer

Connected

Static

BGP

OSPF

Cancel

Apply

The information will be kept in the routing table temporarily. At the
same time, the neighbors will be notified that the route has been
dropped.

The route will be removed from the routing table upon the expiration
set in Garbage Timer.

Switch the toggle to enable/disable the function.

All Networks - Apply the RIP profile to all the LAN interfaces.

Exclude NAT Networks - Apply the RIP profile to all the LAN interfaces
except for NAT network.

Switch the toggle to enable (apply the static route to the RIP profile) or
disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the BGP protocol) or disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the OSPF protocol) or disable the function.

RIPng

Switch the toggle to enable/disable the function of Routing
Information Protocol next generation (RIPng).
Enter a value as the update timer.

When the time is up, the Vigor router will send a message containing
the complete routing table to all neighboring routers for exchanging
the routing information.

The routing information will be valid (but not removed) till the time
expiration set in this field.

The information will be kept in the routing table temporarily. At the
same time, the neighbors will be notified that the route has been
dropped.

The route will be removed from the routing table upon the expiration
set in Garbage Timer.

Switch the toggle to enable (apply the RIPng settings to all the LAN
interfaces) or disable the function.

Switch the toggle to enable (apply the static route to the RIP profile) or
disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the BGP protocol) or disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the OSPF protocol) or disable the function.

Discard current settings.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-7-2 RIP Network

This page allows you to configure up to eight neighboring routers for exchanging the routing
information with the local router (Vigor C410/C510).

To add a new RIP network profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Interface Select a LAN / WAN interface to apply the settings configured for this
profile.

Authentication Select the authentication mechanism for this profile.

Disabled - No authentication mechanism will be used.
Plain-Text - Only password will be used for authentication.

Password -Enter characters as the password for MD5

100



authentication.
MD5 - Use MD5 authentication.

Password - Enter characters as the password for MD5
authentication.

Key ID - Enter a number (0~255). The ID will help Vigor router to
be identified in an autonomous system.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-7-3 RIPng Network

This page allows you to configure up to eight interfaces (WAN or LAN) for exchanging the routing
information with the local router (Vigor C410/C510) based on IPv6 address(es).

To add a new RIPng network profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Item Description

Interface Select a LAN / WAN interface to apply the settings configured for this
profile.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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I1-1-8 BGP

Border Gateway Protocol (BGP) is a standardized protocol designed to exchange routing and
reachability information among autonomous systems (AS) on the Internet.

The protocol TCP is used by two routers supporting BGP for data transmission. They can exchange
the BGP routing information for each other. A BGP router is the “neighbor” of other BGP routers.
Define the IPv4/IPv6 address, AS number for the router is essential for TCP connection of BGP
routing information exchange.

AS, the abbreviation of Autonomous System, is a group interconnected with multiple IPv4/IPv6
addresses. Each AS shall be assigned with one AS number (ASN). The ASN is a unique identifier for
AS to distinguish each network group in the whole interconnected network. It can be operated by
one or several ISPs and follows the routing policies made by ISP.

[I-1-8-1 General Setup

Set general settings for for local router and neighboring routers.
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Available settings are explained as follows:

Item

Enabled

Local AS

Router ID

Connected

Static

RIP

OSPF

Connected

Static

RIP

OSPF

Cancel

Apply

[1-1-8-2 IPv4 Neighbors

Description

Switch the toggle to enable/disable the basic BGP function for local
router.

Set the AS number for local router.
Specify the LAN subnet for the router.
IPv4 Redistribute

All Networks - Apply the BGP profile to all the LAN interfaces.

Exclude NAT Networks - Apply the BGP profile to all the LAN interfaces
except for NAT network.

Switch the toggle to enable or disable the function (apply the static
route to the BGP profile).

Switch the toggle to enable or disable the function (apply the RIP
function to the BGP profile).

Switch the toggle to enable or disable the function (apply the OSPF
function to the BGP profile).

IPv6 Redistribute

Switch the toggle to enable (apply the BGP profile to all the LAN
interfaces) or disable the function.

Switch the toggle to enable or disable the function (apply the static
route to the BGP profile).

Switch the toggle to enable or disable the function (allow dynamically
route traffic based on information learned from the RIP protocol).

Switch the toggle to enable or disable the function (allow dynamically
route traffic based on information learned from the OSPF protocol).

Discard current settings and return to the previous page.

Save the current settings and exit the page.

Set general settings for the neighboring routers (based on IPv4 address).
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To add a new IPv4 neighbors profile (up to 8), click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Remote AS Number Specify the AS Number for neighboring router.

IPv4 Address Enter the IP address specified for the neighboring profile.
Authentication Select the authentication mechanism for this profile.

Disabled - No authentication mechanism will be used.
MD5 - Use MD5 authentication.

Password - Enter characters as the password for MD5
authentication.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

106



[1-1-8-3 IPv4 Networks

This page allows you to configure up to eight neighboring networks for exchanging the routing
information with the local router (Vigor C410/C510). The IP address defined on this page will be
used to declare which network will participate in the RIP protocol.

To add a new IPv4 networks profile (up to 8), click the +Add link to get the following page.

Available settings are explained as follows:

Item Description
IPv4 Address Enter the IPv4 address of a neighboring network (following CIDR
format).

Vigor router (e.g., 2136 series) will exchange routing information (RIP
info) with the specified network.

Subnet Mask Select the mask value for the IPv4 address specified above.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-8-4 IPv6 Neighbors

Set general settings for local router and neighboring routers (based on IPv6 address).

To add a new IPv6 neighbors profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Remote AS Number Specify the AS Number for neighboring router.
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IPv6 Address Enter the IPv6 address of a neighboring router.

Authentication Select the authentication mechanism for this profile.
Disabled - No authentication mechanism will be used.
MD5 - Use MD5 authentication.

Password - Enter characters as the password for MD5
authentication.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-8-5 IPv6 Networks

This page allows you to configure up to eight neighboring networks for exchanging the routing
information with the local router (Vigor C410/C510). The IPv6 address defined on this page will be
used to declare which network will participate in the RIPng protocol.

To add a new IPv6 networks profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Item Description
IPv6 Address Enter the IPv6 address of a neighboring network (following CIDR
format).

Vigor router will exchange routing information (RIPng info) with the
specified network.

Prefix Length Enter the IPv6 prefix length for the IPv6 address.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-9 OSPF

OSPF(Open Shortest Path First), running within the AS, is a routing protocol based on IP protocol. It
uses the algorithm of SPF (Shortest Path First) to calculate the route metric. It is suitable for large
network and complicated data exchange. Vigor router supports up to OSPF version 2(for IPv4) and

OSPF version 3(for IPv6).

The Autonomous System (AS) used in OSPF can be divided into several areas. Usually, Area 0 will be
used as OSPF backbone which distributing the routing information among areas.

When you need faster convergence than distance vector, want to support much larger networks or
want to have less susceptible to bad routing information, you can enable OSPF feature to fit your
request. Note that both routers must support OSPF function at the same time to build the OSPF

connection.

[1-1-9-1 General Setup

This page allows you to configure general settings for OSPFv2 (IPv4) and/or OSPFv3 (Ipv6) profile.

Available settings are explained as follows:

Iltem

Enabled

Router ID

Connected

Static
RIP

Description
General Setup
Switch the toggle to enable/disable the OSPFv2 function.

Specify the IPv4 address of the Vigor router for routing and neighbor
discovery.

Such ID will help Vigor router to be identified in an autonomous
system. However, if no address is specified, then an IP address of the
active interface will be used by system automatically.

All Networks - Apply the OSPF profile to all the LAN interfaces.

Exclude NAT Networks - Apply the OSPF profile to all the LAN
interfaces except for NAT network.

Switch the toggle to apply the static route to the OSPF profile.

Switch the toggle to enable (allow dynamically route traffic based on
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BGP

Enabled

Router ID

Connected

Static

RIP

BGP

Cancel

Apply

information learned from the RIP protocol) or disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the BGP protocol) or disable the function.

OSPFv3
Switch the toggle to enable/disable the OSPFv3 function.

Specify the IPv6 address of the Vigor router for routing and neighbor
discovery.

Such ID will help Vigor router to be identified in an autonomous
system. However, if no address is specified, then an IP address of the
active interface will be used by system automatically.

Switch the toggle to enable (apply the OSPFv3 settings to all the LAN
interfaces) or disable the function.

Switch the toggle to enable (apply the static route to the OSPFv3
profile) or disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the RIP protocol) or disable the function.

Switch the toggle to enable (allow dynamically route traffic based on
information learned from the BGP protocol) or disable the function.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-9-2 OSPFv2 Networks

This page allows you to set neighbors (by Area ID) for OSPFv2 profile.

To add a new OSPFv2 networks profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Iltem

Interface

Area ID

Authentication

Cancel

Apply

Description

Select a LAN / WAN interface to apply the settings configured for this
profile.

An AS will be divided into several areas. Each area must be assigned
with a dedicated number.

Please enter a number or IPv4 address as the area ID.

Select the authentication mechanism for this profile.
Disabled - No authentication mechanism will be used.
Plain-Text - Only password will be used for authentication.

Password -Enter characters as the password for MD5
authentication.

MD5 - Use MD5 authentication.

Password - Enter characters as the password for MD5
authentication.

Key ID - Enter a number (0~255). The ID will help Vigor router to
be identified in an autonomous system.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-9-3 OSPFv3 Networks

This page allows you to set neighbors for OSPFv3 profile.

To add a new OSPFv3 networks profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Interface Select a LAN / WAN interface to apply the settings configured for this
profile.

Area ID An AS will be divided into several areas. Each area must be assigned

with a dedicated number.
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Authentication

Cancel

Apply

Please enter a number or IPv6 address as the area ID.

Select the authentication mechanism for this profile.
Disabled - No authentication mechanism will be used.
Plain-Text - Only password will be used for authentication.

Password -Enter characters as the password for MD5
authentication.

MD5 - Use MD5 authentication.

Password - Enter characters as the password for MD5
authentication.

Key ID - Enter a number (0~255). The ID will help Vigor router to
be identified in an autonomous system.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-10 Bandwidth Management

When LAN clients share a common public IP address by means of Network Address Translation
(NAT), the router must track NAT sessions so that traffic to and from the WAN can reach the
intended destinations. There is an finite number of sessions that can be tracked by the router, and
by setting session limits will ensure that the router does not run out of resources. This is especially
important when P2P applications are used. P2P applications, such as BitTorrent, that attempt to
simultaneously establish connections to as many WAN hosts as possible.

[1-1-10-1 Traffic Shaping Policy

This page allows you to configure the session limits and QoS settings.

To add a new policy, click the +Add link to get the following page.

Available settings are explained as follows:

116



Item

Name
Enabled

Schedule

Source / Destination

Source / Destination
IPv4 Address

Source / Destination
IPv4 Subnet Address

Source / Destination
IPv6 Address

Source / Destination
IPv6 Subnet Address

Source / Destination IP
Object

Source / Destination IP
Group

Description

Enter a name for identification.
Switch the toggle to enable/disable the traffic shaping policy profile.

Vigor router can perform the traffic shaping policy profile all the time
or on a certain date and time.

Always On - The function of traffic shaping policy profile is running all
the time.

Scheduled On - The function of traffic shaping policy profile is
activated based on the schedule profile.

Criteria

Specify the IP type.
Vigor router will restrict the sessions for the IPs by the default policy.
Any - If Any is selected, the limitation will applied to any IP.
IPv4 Address
IPv4 Subnet
IPv6 Address
IPv6 Subnet
IP Object
IP Group

It is available when Source / Destination is set as IPv4 Address.

+Add - Click to create a new entry.

IPv4 Address Start / End - Enter an IPv4 address as the starting point.
And, enter another IPv4 address as the ending point.

It is available when Source / Destination is set as IPv4 Subnet.

+Add - Click to create a new entry.

IPv4 Address - Enter an IPv4 address.

Subnet Mask - Specify the subnet mask for the IPv4 address.

It is available when Source / Destination is set as IPv6 Address.

+Add - Click to create a new entry.

IPv6 Address Start / End - Enter an IPv6 address as the starting point.
And, enter another IPv6 address as the ending point.

It is available when Source / Destination is set as IPv6 Subnet.

+Add - Click to create a new entry.

IPv6 Address - Enter an IPv6 address.

Prefix Length - Set the prefix length for the IPv6 address.

It is available when Source / Destination is set as IP Object.

+Add - Up to 12 objects can be specified here.

Select Object - Select the object(s) from the available object list on the
right side.

It is available when Source / Destination is set as IP Group.

+Add - Up to 12 groups can be specified here.

Select Group - Select the object(s) from the available group list on the
right side.
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Protocol

Session Limit Mode

QoS

Cancel

Apply

Only the traffic passing through the selected protocol will be limited.
Select one of the protocols from the drop-down menu.
Any - All traffic will be limited.

Service Type Object - Vigor system offers several service types set
with different protocols.

Service Type Object - Click +Add to create a new object. Up to 12
objects can be created.

TCP/UDP - Select Transmission Control Protocol/User Datagram
Protocol.

Specify Source Port - Switch the toggle to enable the setting of
Source Port.

Source Port / Destination Port - Set the port range (1 to 65535).

TCP - Transmission Control Protocol. Setting method is the same as
TCP/UDP.

UDP - User Datagram Protocol. Setting method is the same as
TCP/UDP.

Traffic Shaping Policy

Disabled - Select to deactivate session limit function.
Per Source IP Limit - Apply the session limit to the traffic.

Max Sessions - The default maximum number of sessions allowed
per LAN client, unless overridden by specifying a different
number in the Limitation List.

Select the class level (Class 1, Class 2, Class 3 and others) of bandwidth
which will be applied to this profile.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-10-2 Bandwidth Limit

Bandwidth Limit ensures LAN clients get their fair share of network bandwidth by placing
restrictions on upstream and downstream network speeds.
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To add a new policy, click the +Add link to get the following page.

Available settings are explained as follows:

Iltem

Profile Name

Enabled

Schedule

Description

Enter a string as the profile name.
Switch the toggle to enable/disable this profile of bandwidth limit.

Vigor router can perform the bandwidth limit all the time or on a
certain date and time.

Always On - The function of bandwidth limit is running all the time.

Scheduled On - The function of bandwidth limit is activated based on
the schedule profile.
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Source Identify the object to which the bandwidth limit will be applied.

Any - All the IPs within the range defined will be restricted by
bandwidth limit defined by TX Limit and RX Limit below.

IPv4 Address
IPv4 Subnet
IP Object

IP Group

Source IPv4 Address It is available when IPv4 Address is selected as the Source.
Click +Add to add a new entry.
IPv4 Address Start - The beginning IP address for this limit entry.
IPv4 Address End - The ending IP address for limit entry.

Source IPv4 Subnet It is available when IPv4 Subnet is selected as the Source.
Address Click +Add to add a new entry.

IPv4 Address - Specify Start IP Address.

Subnet Mask - Select a Subnet Mask.

Source IP Object It is available when IP Object is selected as the Source.

All the IPs specified by the selected IP object will be restricted by
bandwidth limit defined by TX Limit and RX Limit below.

Click on +Add to open the IP object table. Select the IP object(s) and
click Close. A new entry will be added immediately.

Source IP Group It is available when IP Group is selected as the Source.

All the IPs specified by the selected IP group will be restricted by
bandwidth limit defined by TX Limit and RX Limit below.

Click on +Add to open the IP Group table. Select the IP group(s) and
click Close. A new entry will be added immediately.

Type Per Source IP Limit - The upload limit and the download limit will be
applied to the source IPv4 address, source IPv4 subnet address,
source IP object or source group selected as the Source.

Upload Limit Upstream speed limit for each LAN client. Value must be between 1
and 3999 (Mbps).
Download Limit Downstream speed limit for each LAN client. Value must be between 1

and 3999 (Mbps).

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[I-1-10-3 QoS Setup

QoS (Quality of Service) ensures that all LAN clients receive their fair share of bandwidth that is
required for applications to function properly and efficiently.

Without QoS, it is possible that certain applications may consume excessive network resources that
they degrade performance of more important applications, especially ones that are less tolerant of

jitter (delay variation) or lost or delayed packets. Additionally, at times of network congestion, QoS is
able to prioritize different types of traffic according to their predefined priority, thus ensuring traffic
of higher importance gets processed first.

A typical QoS deployment consists of two components:
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° Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

° Scheduling: Prioritizing packets by assigning them to different queues and service types
according to service levels.

Available settings are explained as follows:

Iltem

Enabled
Direction
Speed(Mbps)
High(Class 1)
Medium(Class 2)
Low(Class 3)
Lowest(Others)

Cancel

Apply

Description

Switch the toggle to enable/disable the WAN interface settings.

At present, only Upload (for outgoing traffic) is available.

Set the outbound bandwidth (default is 1000) of the WAN/LAN.

Set the percentage of bandwidth (upload speed) reserved for class 1.
Set the percentage of bandwidth (upload speed) reserved for class 2.
Set the percentage of bandwidth (upload speed) reserved for class 3.
Set the percentage of bandwidth (upload speed) reserved for others.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-10-4 APP QoS

APP QoS allows QoS to be applied to select protocols and applications.

Available settings are explained as follows:

Item

+Add

Enable First Priority for
VolP

SIP UDP Port

Cancel

Apply

Description

Apps - The drop-down menu displays various APPEs. Select the one
you want.

QoS - Select the class level (Class 1, Class 2, Class 3 and others) of
bandwidth reserved for the Apps.

DSCP Retag - Select the level of the data for processing with QoS
control.

Delete - Click to remove the selected entry.

VolIP Prioritize

Switch the toggle to enable/disable the function.
If enabled, it allows VolP traffic to receive the highest priority.

Enter a port number to be monitored for SIP traffic.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-10-5 Default Policy

Default policy defines the bandwidth limit and the session limit for all traffic in default.

Available settings are explained as follows:

Item Description

Session Limit Mode Disabled - Select to deactivate session limit function.
Per Source IP Limit -Apply the session limit to the traffic.

Max Sessions - The default maximum number of sessions allowed
per LAN client, unless overridden by specifying a different
number in the Limitation List.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-11 NAT

Most ISPs allocate one WAN IP address to each subscriber. In order to simultaneously connect
multiple devices to the Internet, a technique called Network Address Translation is employed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a mechanism that
one or more private IP addresses can be mapped into a single public one. Public IP address is
usually assigned by your ISP, for which you may get charged. Private IP addresses are recognized
only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT router,
the router will change its source address into the public IP address of the router, select the available
public port, and then forward it. At the same time, the router shall list an entry in a table to
memorize this address/port-mapping relationship. When the public server response, the incoming
traffic, of course, is destined to the router’s public IP address and the router will do the inversion
based on its table. Therefore, the internal host can communicate with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address. NAT allows the
internal IP addresses of local hosts to be translated into one public IP address, thus you can
have only one IP address on behalf of the entire internal hosts.

° Enhance security of the internal network by obscuring the IP address. There are many attacks
aiming victims based on the IP address. Since the attacker cannot be aware of any private IP
addresses, the NAT function can protect the internal network.

[1-1-11-1 Port Forwarding

This function allows inbound traffic from specific ports on WAN interfaces to be forwarded to LAN
clients.

It allows you to open a range of ports for the traffic of special applications.

To add a new forwarding policy, click the +Add link to get the following page.
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Available settings are explained as follows:

Item

Name

Enabled

Schedule

WAN Interface

Source IP

Description

Enter a name that identifies the rule.
Switch the toggle to enable or disable the function.

Vigor router can perform the port forwarding all the time or on a
certain date and time.

Always On - The function of port triggering is running all the time.
Scheduled On - The function of port triggering is activated based on
the schedule profile.

Network

The WAN port(s) whose incoming traffic will be forwarded to a LAN
client. Select from a specific WAN interface WAN# to apply the rule to
the WAN interface.

Any - Any data traffic coming from the source IP will be forwarded to
a LAN.

IP Address - Set a range of IP addresses. Any data traffic coming from
the IP addresses within the range will be forwarded to a LAN.

IP Object -
IP Object - Use the drop down list to specify an IP object profile.
IP Group -
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Private IP

+Add

Protocol

Public Port Start

Public Port End

Private Port Start

Private Port End
Option
Cancel

Apply

IP Group - Use the drop down list to specify an IP group profile.

Specify a LAN IP address or a range of LAN IP addresses to which the
traffic will be forwarded.

Single - Specify a destination LAN IP address that will receive the
forwarded traffic.

Range - Specify a range of destination LAN IP addresses that will
receive the forwarded traffic.

Port Forwarding

Click to set port numbers for the specified protocol (TCP, UDP, or
TCP/UDP) for a port forwarding profile.

The protocol to which this rule applies, TCP, UDP or TCP/UDP.

Specify which port can be redirected to the specified Private IP and
Port of the internal host. Enter the required number as the starting
port.

Enter the required number as the ending port.

The port on each LAN client to which the traffic will be directed to.
Enter the required number as the starting port.

Enter the required number as the ending port.
Click Delete to remove the selected entry.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-11-2 DMZ Host

Vigor router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user to be

totally exposed to the Internet, which usually helps some special applications such as Netmeeting or
Internet Games etc.

To add a new DMZ host profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Enabled Switch the toggle to enable or disable the function.
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Interface

WAN IP

Private IP

Cancel

Apply

Allows WAN traffic to be sent to a specific LAN IP address.

Enable the function of applying WAN alias IP. Then, select a WAN alias
IP from the available IPv4 alias settings set on Configuration >> WAN
>>WAN Connections.

Enter an IP address to be the DMZ host.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-11-3 Port Triggering

If you run programs that function as server applications where they expect to receive unsolicited
traffic from the WAN, you can set up rules in Port Triggering to detect LAN-to-WAN traffic initiated
by those programs, and automatically open up WAN ports to accept incoming traffic and forward it
to the LAN client running the server applications.

The duration that these ports are opened depends on the type of protocol used. The "default"
values are shown below and these duration values can be modified via telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

To add a new port triggering profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Iltem

Add Service

Enabled
Schedule

Source IP

Protocol & Port

Description
Select from list of predefined service, or manually configure triggering
and incoming protocols and ports.
Manually - If selected, self-define the service name.
Service Name - Enter the name of the service.

Preset - If selected, various services will be offered for you to choose
as the service name.

Service Name - Use the drop-down list to specify one service.
Switch the toggle to enable or disable the function of port triggering.
Vigor router can perform the port triggering all the time oron a
certain date and time.

Always On - The function of port triggering is running all the time.
Scheduled On - The function of port triggering is activated based on
the selected schedule profile.

Triggering Source

Any - Any source IP will be forwarded to a LAN.
IP Address - Set a range of IP addresses forwarded to a LAN.
IP Address - Enter the IP address and the subnet mask.

IP Object - Click +Add to specify the IP object profile (up to 12
profiles).

IP Group - Click +Add to specify the IP group profile (up to 12 profiles).
+Add - Click to set the port numbers (start and end) for the specified

protocol (TCP, UDP or TCP/UDP) for the outgoing data (that this rule
monitors).

Triggering Protocol - The protocol(s) of the outgoing traffic.
TCP - open port(s) to TCP traffic.
UDP - open port(s) to UDP traffic.
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TCP/UDP - open port(s) to both TCP and UDP traffic.

Select the protocol (TCP, UDP or TCP/UDP) for the outgoing data of
such triggering profile.

Triggering Port Start / Triggering Port End - Outgoing traffic from the
WAN destined for these port numbers be forwarded to the LAN client
that triggered the rule.

Enter the port or port range for the outgoing packets.
Incoming Services
Protocol & Port +Add - Click to set port numbers (start and end) for the specified

protocol (TCP, UDP or TCP/UDP) for the incoming data.
Incoming Protocol - The protocol(s) of the incoming traffic.

TCP - open port(s) to TCP traffic.

UDP - open port(s) to UDP traffic.

TCP/UDP - open port(s) to both TCP and UDP traffic.

Select the protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Start / Incoming Port End - Incoming traffic from the
WAN destined for these port numbers be forwarded to the LAN client
that triggered the rule.

Enter the port or port range for the incoming packets.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

11-1-11-4 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router, RTSP (Real
Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for processing the packets
of the voice and the video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be transmitted
and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.
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Available settings are explained as follows:

Item Description

Enabled Switch the toggle to enable or disable the function.
Listen Port Enter a port number for SIP or RTSP protocol.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-11-5 UPnP

The Vigor supports UPnP (Universal Plug and Play), which is a suite of network protocols that
simplifies network configuration. Applications and network devices on the LAN, that support UPnP,
may request the router to modify its settings to allow NAT Traversal, so that WAN hosts can connect
to them directly.

Examples of applications and devices that support UPnP include file-sharing applications such as
uTorrent, Vuze and eMule, gaming consoles such as the Sony PlayStations 3 and 4 Xbox 360 and
Xbox One, media streaming applications such as Plex and XBMC, and messaging and calling
applications such as Skype. To find out if a certain application or network device supports or
requires UPnP, please consult its user manual or check with its vendor.
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Available settings are explained as follows:

Item Description
UPnP

Enabled Switch the toggle to enable or disable the function.

UPnNP is required for some applications such as PPS, Skype,
eMule...and etc. If you are not familiar with UPnP, it is suggested to
turn off this function for security.

WAN Interface Select the WAN port on which ports will be opened in response to
UPNnP commands.

Status Displays the historical data.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

132



11-1-12 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for establishing
multicast group memberships.

[I-1-12-1 General Setup

This page offers the general setting for configuring the IGMP function.

Available settings are explained as follows:

Item

IGMP Version

IGMP Proxy

Interface

Query Interval

IGMP encapsulation in
PPPoE

IGMP Snooping

IGMP Fast Leave

Description

Select v2 or v3 or Auto. At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version based on the
IPTV service you subscribe.

IGMP Proxy

Switch the toggle to enable or disable the function.

The application of multicast will be executed through WAN /PVC/VLAN
port. In addition, such function is available in NAT mode.

Specify an interface for packets passing through.

Vigor router will periodically check which IP obtaining IPTV service by
sending query. It might cause inconvenience for client. Therefore, set
a suitable time (unit: second) as the query interval to limit the
frequency of query sent by Vigor router.

It depends on the specifications regulated by each ISP. If you have no
idea to enable or disable, simply contact your ISP providers.

IGMP Snooping

Select to enable IGMP Snooping so that multicast traffic will be
forwarded to IGMP clients that have joined a multicast group.

This option is shown only when IGMP Snooping is enabled. Select to
enable IGMP Fast Leave.
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Normally when the router receives a “leave” message from an IGMP
host, it will send a last member query message to see if there are still
members within the multicast group. When Fast Leave is enabled,
multicast for a group is immediately terminated when the last host in
that group sends a “leave” message.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-12-2 IGMP Status

This page displays a list of active multicast groups.

Available settings are explained as follows:

Item Description

Group Address Address of the multicast group, which is within the IP range reserved
for IGMP, 224.0.0.0 through 239.255.255.254.

P1 to P5 (C410 series) LAN ports that have IGMP hosts joined to this multicast group.
P1 to P4 (C510 series)

After finishing this web page configuration, please click Apply to save the settings.
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11-1-13 Objects

Vigor router system provides the object functions.

Users can define various types of objects and groups, and then apply them at various scenarios, like
Configuration>>NAT>> Port Forwarding, Security>>Firewall Filters.

The advantage is that the user doesn't have to set data repetitively and it significantly enhances
efficiency.

Currently, the objects that can be preset include IP, MAC, Schedule, Service Type, Keyword, and
groups that include IP, MAC, etc.

[1-1-13-1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring router’s
settings, therefore we can define them with objects and bind the objects with groups for using
conveniently. Later, we can select that object/group for applying it.

For example, a range of IP address in the same department can be defined with an IP object.

To add a new IP object profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Item
Object Name

IP Version

Address Type

Start IP Address

End IP Address
IP Address
Subnet Mask

Invert

Match Type
Start IP Address

End IP Address
IP Address
Prefix Length
Invert

Cancel

Description
Enter the name that identifies this profile.

Select the IP version (IPv4, IPv6 or Both) for entering correct IP
address.

Select the type (IP or Subnet) of address.
IPv4 Settings

Enter the beginning IP address, if the Address Type is IP.

To set a range of IP addresses, enter the different IP addresses as
start IP address and end IP address.

Enter the ending IP address, if Address Type is IP.

Enter an IP address if Address Type is Subnet.

Enter subnet mask, if Address Type is Subnet.

If enabled, all addresses except the ones entered above will be used.
IPv6 Settings

Specify the match type (128 Bits or Suffix 64 Bits) for the IPv6 address.

Enter the beginning IPv6 address, if the Address Type is IP. To set a
range of IP addresses, enter the different IP addresses as start IP
address and end IPv6 address.

Enter the ending IPv6 address, if Address Type is IP.

Enter an IPv6 address if Address Type is Subnet.

Enter IPv6 prefix length, if Address type is Subnet.

If enabled, all addresses except the ones entered above will be used.

Discard current settings and return to the previous page.
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Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-13-2 IP Group
Multiple IPv4 Objects /IPv6 Objects can be placed into an IPv4 Group / IPv6 Group.

To add a new IP group profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description
Group Name Enter a name that identifies this profile.
Selected Objects +Add - Click to open the page with available objects.

Available Object
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Search

Select Objects

Object Name

Cancel

Apply

Enter the IP object name or the IPv4/IPv6 Address to search related IP
object(s).

Objects available for grouping will be displayed here. Select one or
more objects to group under the current IP group.

Display current existed IPv4/IPv6 object(s).

To add an IP object to the current IP group, simply select the object(s)
you want. The selected items will then appear under the Selected
Objects section on the left side.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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1I-1-13-3 MAC Object

The MAC address of local or remote clients can be specified in the MAC Object page.

To add a new MAC object profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Object Name Enter a name that identifies this object.

MAC Address Enter the MAC address of the client.

Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-13-4 MAC Group

Multiple MAC Objects can be placed into a MAC Group.

To add a new MAC group profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item
Group Name

Selected Objects

Select MAC Objects

Object Name

Description
Enter a name that identifies this profile.
+Add - Click to open the page with available objects.
Available MAC Object
Search - Enter the MAC object name to display existed MAC objects.

Select the object(s) to be grouped under the current MAC group.
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The selected one will be shown under the Selected Objects on the left

side.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-13-5 Schedule

Time schedules can be created and used with router features that support them, so that those
features can be turned on and off automatically at preconfigured times.

To add a new schedule profile, click the +Add link to get the following page.

Available settings are explained as follows:
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Item
Name
Enabled
Start Date
Start Time
End Time

Repeat

Cancel

Apply

Description

Enter the name of the schedule profile.

Switch the toggle to enable or disable this schedule profile.

Select the date when the entry comes into effect.

Set the time when the schedule is triggered.

Set the time for the schedule to be ended.

Once - The schedule is triggered once based on Date, Start Time and

End Time.

Daily - The schedule is triggered everyday based on Start Time and
End Time.

End Repeat - If enabled, the schedule will be triggered every day
till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.

Weekly - The schedule will be triggered, starting at the Start Time and
ending at the End Time, on the selected days of the week.

Every - Select the day for triggering the schedule.

End Repeat - If enabled, the schedule will be triggered every
week till the date defined in the End Repeat Date..

End Repeat Date - The schedule will be ended on the specified
date.

Monthly - The schedule will be triggered monthly based on the Date
setting. For example, choose 2022-04-27 as the date set. Later, this
schedule will be triggered on the 27th of every month.

End Repeat - If enabled, the schedule will be triggered every
month till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-13-6 Service Type Object

Up to 255 Service Type Objects can be created.

To add/edit a service type profile, click the +Add / Edit link to get the following page.

Available settings are explained as follows:

Item Description
Name Name that identifies this profile. Maximum length is 15 characters.
Protocol Protocol(s) to which this profile applies.

Any - All protocols.
ICMP / ICMPV6 - Internet Control Message Protocol
IGMP - Internet Group Management Protocol
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TCP - Transmission Control Protocol
UDP - User Datagram Protocol

TCP/UDP - Transmission Control Protocol and User Datagram
Protocol

Other - Other protocols not listed above. Enter protocol number in
the textbox.

Specify Source Port When protocol selected includes TCP or UDP, the source and
destination ports can be specified.

Switch the toggle to enable/disable the source port settings.

Source Port Start / Source Port End - Enter two values to define the
port range of source port.

Source Invert - If enabled, all port values except the ones entered
above (Source Port Start/End) will be used.

Destination Port Start / When protocol selected includes TCP or UDP, the source and
Destination Port End destination ports can be specified.

Destination Invert If enabled, all port values except the ones entered above (Destination
Port Start/End) will be used.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-13-7 Country Object

The country object profile can determine which country/countries shall be blocked by the Vigor
router’s Firewall.

Up to 5 country object profiles can be created for use as blacklists or white lists.

To add a country object profile, click the +Add link to get the following page.
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Available settings are explained as follows:

Item Description
Object Name Name that identifies this profile. Maximum length is 63 characters.
Selected Countries +Add - Click to create an entry. A list of country codes will appear on

the right side. Select up to 12 required codes for the new object.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-13-8 Keyword Object

50 Keyword Object Profiles can be created for use as blacklists or white lists.
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To add a keyword object profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item
Object Name
Keywords

Delete

Cancel

Apply

Description
Name that identifies this profile. Maximum length is 16 characters.

Keywords to be matched. Enter the content for this profile. For
example, type gambling as Contents. When you browse the webpage,
the page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall settings.

In addition, up to 3 key phrases, separated by spaces, for a total
length of 63 characters can be entered. For key phrases that contain
spaces, replace spaces with the sequence %20. For example, the
phrase “keep out” is to be entered as “keep%20out”.

Click to remove the selected entry.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-13-9 Backup & Restore

The object settings can be backed up as a file. The backup file can be imported to the device to
restore the configuration in the future if required.

Available settings are explained as follows:

Item Description
Backup Usually, a user can create the objects through the web page under
Obijects.

All the objects (or the template) can be saved and exported as a file by
clicking Download.

Back up - Click it to backup current objects to a file. Such file can be
restored for future use.

Restore Restore from Backup File - Click it to specify a file backed up

previously.

Restore - Click to execute the restoration.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-14 LTE

[1-1-14-1 SIM Inbox

This page will list the received SMS messages in the LTE SIM card. The SMS Inbox table shows the
received date, the phone number or sender ID where this message was from, and the beginning of
the message content.

[1-1-14-2 Send SMS

This page is used to send SMS messages by the LTE SIM card. It also displays the number of SMS
required to send the message.

Available settings are explained as follows:

Item Description

Recipient Number Enter the phone number of the recipient.
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The format can be an international phone number (+8869123455678)
or a general phone number (0912345678).

Message Enter the message content to send.

The total number of characters that you can Enter this field is 160.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-14-3 SMS Outbox

This page lists the SMS messages that have been sent. The LTE Outbox table displays the date the
SMS was sent, the recipient's phone number, and the beginning of the message content.

Available settings are explained as follows:

Item Description
View Show detailed information for the selected SMS.
Delete Delete the chosen SMS entry.
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11-1-15 Wake on LAN

Using the Wake on LAN (Wol) feature, LAN clients that support WolL can be powered on or resume
from sleep over the network, without the need for physical access to the device.

In order for LAN clients to be able to wake from sleep or off states, the network interface card must
be configured to monitor Wake-on-LAN messages. Consult the documentation of the LAN client for
details on setting up its network interface for Wake on LAN.

If you wish to be able to select the IP address of the Wake-on-LAN client, its MAC address must first
be bound to a static IP address using the Bind IP to MAC function.

Available settings are explained as follows:

Item Description
Wake on LAN from Router

Wake by The type of address of the LAN client to be woken up.
MAC Address
Bind IP to MAC List
MAC Address The MAC address provided here will be the device that the Vigor
router will wake up.

If MAC Address is selected in Wake by, the content listed on ARP Table
will be shown for you to choose.

If Bind IP to MAC List is selected in Wake by, the profile content listed
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Wake Up

+Add

Wake on WAN Access
Control Mode

Cancel

Apply

on Configuration>>LAN>>Bind IP to MAC will be shown for you to
choose one.

Click to send Wake-on-LAN message to the specified LAN client.
Wake on LAN/WAN Device List

Click to specify a new device which will be awakened.
Name - Enter the name of the device.
Device - Enter the MAC address of the device.

Auto Wake Up by Schedule - The device can be awakened based on
the schedule automatically.

Wake on WAN - Switch the toggle to enable / disable this function. The
device can be awakened by the IPs selected on the Allow List.

Public Port - Enter a port number.
Option (Delete) - Remove the selected device.

Set the path for the boot packet (sent by a mobile phone) to deliver to
the remote device.

Allow List - Select the IP group. The boot packets will be transferred to
the remote device via any WAN IP or the IP listed on the IP group.

Discard current settings.

Save the current settings.
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1I-1-16 Notification Services

Generally, the notification service refers to notifying users via email or SMS.

[1-1-16-1 Services & Providers

Before notifying the clients, the router’s system administrator needs to configure the server and
provider used to send letters or SMS messages.

Available settings are explained as follows:

Item Description

SMTP Server Use the drop-down menu to select the SMTP server for sending the
e-mail.

SMS Provider Use the drop-down menu to select the SMS Provider for sending the
SMS.

Cancel Discard current settings.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-16-2 SMTP Server

Up to 2 SMTP server profiles can be set up for chosen by Services & Providers.

To add a new profile, click the +Add link to get the following page.

Available settings are explained as follows:

Iltem
Name
Enabled

Connecting Sender
Through

SMTP Server

Description
Enter the name of the profile.
Switch the toggle to enable/disable this profile.

Specify the WAN interface for connecting the sender.

Enter the IP address of the SMTP server.
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Specify Port Switch the toggle to enable the port setting.
Specify SMTP Port - Enter the port number of the SMTP server.

Sender Address Enter the E-mail address of the sender.
Connection Security There are three methods to enhance the connection security of SMTP
server.

None - No SSL. Packets will be transferred without encryption.

SSL - Packets will be transferred with encrypted connection. Select to
use SMTPS (SMTP over SSL) to communicate with the SMTP server.
Note that the port number used for SMTPS server is 465.

StartTLS - It is a protocol used in communication to initiate a transition
from an insecure one to a secure channel.

Authentication Required = Select to send username and password to SMTP server for
authentication.

Username - Username for authentication. Maximum length is 31
characters.

Password - Password for authentication. Maximum length is 31
characters.

Sending Intervals Minimum amount of time, in seconds, to wait between sending e-mail
messages.

Send Test Email to Specify an email address.

Send Test Message - Click it to send a test e-mail according to above
configuration.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-16-3 SMS Provider
Up to 2 SMS profiles can be set up as the SMS Providers.

To add a new profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Name Enter the name of the profile.

Enabled Switch the toggle to enable/disable this profile.

Connecting Sender Specify the WAN interface for connecting the sender.

Through

Service Provider Vigor Router SMS Gateway - Not all Vigor routers support the SMS
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When Vigor Router SMS
Gateway is selected as
the Service Provider

When Customized is
selected as the Service
Provider

SMS Quota

Sending Intervals

Send Test SMS to

Cancel

Apply

function. This option allows you to set the IP address of the router
which can be treated as a SMS gateway.

Customized - Set the IP address or URL provided by the SMS provider.
SMS Gateway URL - Enter an identifier (domain name or IP address)
for the service provider.

Connection Protocol - Specify HTTP or HTTPS.

Username - Used for being authenticated by the Service Provider.
Maximum length is 31 characters.

Password - Used for being authenticated by the Service Provider.
Maximum length is 31 characters.

SMS Provider APl URL - Enter the URL for the SMS service. Maximum
length is 255 characters. Contact the service provider for the
appropriate URL to use.

SMS API Parameter - For each API (Application Programming Interface)
with an independent Text Message and Recipient Number (Send to),
please enter the strings represented by each API.

HTTP Method - Two request methods offered here.

GET - Used to request data from a specified resource.

POST - Used to send data to a server to create/update a resource.
Remaining number of text messages allowed to be sent. The quota
value reduces by 1 every time the router sends an SMS message.

When the quota reaches 0, no SMS will be sent until it is reset to
greater than 0.

Minimum amount of time, in seconds, to wait between sending SMS
messages.

Specify an email address.

Send Test Message - Click it to send a test e-mail according to above
configuration.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-16-4 Webhook

Vigor router will send a report (webhook message) including WAN up, down, CPU usage, memory
usage and etc. to a monitoring server periodically.

Up to 10 webhook profiles can be set up.

To add a new profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description

Webhook Name Enter the name of the profile.

Enabled Switch the toggle to enable/disable this profile.

Server Protocol Type Select the protocol (HTTPS or HTTP) used for the server.
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Monitoring Server URL Enter the URL of a server.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[I-1-16-5 Notification

Up to 20 notification profiles can be created and applied with the provider notification services.

To add a new profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description
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Profile Name

Events Type

Trigger Events

Email Alert

SMS Alert

Webhook

Schedule

Cancel

Apply

Enter the name of the service profile.
Alarm - The Vigor system will send alert messages to recipients if an
alert event occurs.

Report - The Vigor system will periodically send reports to recipients
when an alert event occurs.

Report Period - Set the period (60-360 minutes) for Vigor system
to send out the report by email, SMS and etc.

Select the events that allow the Vigor system to send reports or alerts
via email, SMS, and more using the drop-down list.

Switch the toggle to enable / disable the email alert function.

Send Alert Email to - Select the email profile(s) for sending out the
notification by email.

Switch the toggle to enable / disable the SMS alert function.

Send Alert SMS to - Select the SMS profile(s) for sending out the
notification by SMS.

Switch the toggle to enable / disable the webhook notification.

Webhook Profile - Select the webhook profile(s) for sending out the
notification.

Select the schedule profile(s) to send the notification (SMS, Email).
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-16-6 Backup & Restore

Backup and restore the configuration settings for notification services.

Available settings are explained as follows:

Item

Selected Item

Description

Select the items for which settings will be backed up or restored.
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Password Protection Switch the toggle to enable or disable the function.
If enabled, set a password.
New Password - Enter a string as the password.
Confirm New Password - Enter the string again.
Back up - Click to perform the backup job.

Restore from Backup Select the backup file you wish to restore.

File

File has Password Switch the toggle to enable or disable the function.
Protection If enabled, set a password.

Password - Please enter a string to use as the password for restoring
the configuration.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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11-1-17 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication client/server
protocol that supports authentication, authorization and accounting, which is widely used by
Internet service providers. It is the most common method of authenticating and authorizing dial-up
and tunneled network users.

The router supports external TACACS+ and internal and external RADIUS servers for user
authentication. Services that require user authentication include WLAN and VPN.

[1-1-17-1 External RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a wireless
station and the RADIUS server in performing mutual authentication. It enables centralized remote
access authentication for network management.

Vigor router can be operated as a RADIUS client. This web page is used to configure settings for
external RADIUS server. Then LAN users of Vigor router will be authenticated and accounted by
such server for network application.

Select External RADIUS to configure the router to use an external RADIUS server for user
authentication.

To add a new profile, click the +Add link (up to 4) to get the following page.
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Available settings are explained as follows:

Item

Name

RADIUS Authentication

Authentication Server

RADIUS Authorization

RADIUS Accounting

Accounting Server

Description
Enter the name of the profile.
Authentication
Switch the toggle to enable/disable this profile.

+Add - Click to add a server (up to 3).
Server IP -Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides must be
configured to use the same shared secret. The maximum length of the
shared secret you can set is 36 characters.

Authentication Port - The UDP port number that the RADIUS server is
using. The default value is 1812, based on RFC 2138.

Option (Delete) - Remove the selected server.
Authorization

Switch the toggle to enable/disable this profile.

Disconnect Message Port - Set a UDP port number (3799 in default)
for receiving the disconnected-request packets from the AAA server.
Note that these packets have been accepted by the RADIUS server
before being disconnected by the AAA server.

Accounting

RADIUS Accounting is a network customer billing mechanism for
RADIUS server.

If enabled, Vigor router will deliver accounting request (e.g., IP
address, traffic from the client) to the specified RADIUS server
periodically.

Switch the toggle to enable/disable this profile.

+Add - Click to add a server (up to 3).
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Interim Update Interval

Retry

Timeout

Connection Test

Server Status

Cancel

Apply

Server IP - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides must be
configured to use the same shared secret. The maximum length of the
shared secret you can set is 36 characters.

Authentication Port - Set the UDP port number (1813 in default) as the
accounting port.

Option (Delete) - Remove the selected server.

Set an interval time from 10 minutes to 1440 minutes (1 day) for the
router to deliver the accounting request to the RADIUS server.

RADIUS Server Failover Policy

Set the number of attempts to perform reconnection with RADIUS
server. If the connection (with the Primary Server) still fails, stop the
connection attempt and begin to make connection with the secondary
server.

Set a timeout value for the router waiting for a response from the
RADIUS server. If no response, Vigor router will send the
authentication request again.

Connection Test

Test with Status Server - Click to make a test of authentication server
and accounting server.

Display the test result of the connection test.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-17-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for internal
RADIUS server. Then LAN user of Vigor router will be authenticated by Vigor router directly.

Select Internal RADIUS to configure the router’s built-in RADIUS server.
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Available settings are explained as follows:

Iltem
Enabled

Authentication Port

IPv4 Client List

IPv6 Client List

Method

Description
Switch the toggle to enable/disable settings for this RADIUS server.

The UDP port number that the RADIUS server is using. The default
value is 1812, based on RFC 2138.

RADIUS Client Access List
Only clients that meet the criteria configured in the access list are
allowed to access the RADIUS server.
+Add - Click to add a client (up to 10).
Enabled -Switch the toggle to enable/disable this entry.

Shared Secret - A text string that is known to both the router’s RADIUS
server and the RADIUS client that is used to authenticate messages
sent between them. Maximum length is 36 characters.

IPv4 Address - Enter the IPv4 address of the client.

IPv4 Mask - Select the IP mask to configure the size of the IP block.
Option (Delete) - Remove the selected client.

Only clients that meet the criteria configured in the access list are
allowed to access the RADIUS server.

+Add - Click to add a client (up to 10).

Enabled -Switch the toggle to enable/disable this entry.

Shared Secret - A text string that is known to both the router's RADIUS
server and the RADIUS client that is used to authenticate messages
sent between them. Maximum length is 36 characters.

IPv6 Address -Enter the IPv6 address of the client.
IPv6 Length - Enter the prefix length of the IPv6 block.
Option (Delete) - Remove the selected client.

Authentication

Specify the way to authenticate the wireless client.

PAP Only - Only the Password Authentication Protocol will be used to
validate users.
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PAP/CHAP/MS-CHAP/MS-CHAP2 - PAP, CHAP (Challenge-Handshake
Authentication Protocol), and Microsoft versions of CHAP can be used
to validate users.

802.1X Method Support 802.1X Method - The built in RADIUS server offered by Vigor
router can act as the AAA server. Select to enable 802.1X support.

Certificate Select the certificate (created by Configuration>>Certificates>>Local
Certificates) for applying to Internal RADIUS.

User Profile

User During the process of security authentication, user account and user
password will be required for identity authentication. Before
configuring such page, create at least one user profile in IAM>>Users
& Groups first.

All Users - Click to make all user profiles for security authentication.

Select Users - Click to select the user profile(s) for security
authentication.

User Groups All Groups - Click to make all user groups for security authentication.

Select Groups - Click to select the user groups for security
authentication.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-1-17-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does. Click the
External TACACS+ to open the following page:

Available settings are explained as follows:

Item Description

Enabled Switch the toggle to enable/disable this profile.
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Authentication Port

Server IP Address

Destination Port

Shared Secret

Cancel

Apply

The UDP port number that the RADIUS server is using. The default
value is 1812, based on RFC 2138.

Primary Server/Secondary Server

Enter the IP address of the TACACS+ server.
Two external TACACS+ servers are allowed to set in this page.

The secondary TACACS+ server will be used as a backup server when
the primary TACACS+ server is down.

Enter the port used by the TACACS+ server. Port 49 is most common.

A text string that is known to both the TACACS+ server and client (the
router) that is used to authenticate messages sent between them.
Maximum length is 36 characters.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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1I-1-18 Certificates

A digital certificate is an electronic document issued by a certification authority (CA) to an entity to
prove ownership of a public key. It contains identifying information including the issued-to party's
name, a serial number, expiration dates etc., and the digital signature of the certificate-issuing
authority so that a recipient can verify that the certificate is real. Vigor router supports digital
certificates that conform to the X.509 standard.

In this section, you can generate and manage local digital certificates, and import trusted CA
certificates. Be sure that the system time is correct on the router so that certificates will not be
erroneously considered to be invalid because of an incorrect system time falling outside of the
certificate’s valid time period. The easiest way to accomplish this is by periodically synchronizing the
system time to a Network Time Protocol (NTP) server.

[1-1-18-1 Local Certificates

You can generate, import or view local certificates on this page.

To check detailed information of the selected certificate, click View.
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To add a new certificate, click the +Add link to get the following page.

Available settings are explained as follows:

Iltem
Certificate Name

Method

Description
Enter the name that identifies the certificate.

Generate CSR - Generate a new local certificate.

Import Certificate & Keys - Vigor router allows you to generate a
certificate request and submit it the CA server, then import it as “Local
Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate
and Certificate with a private key.
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Key Type
Algorithm
Type

Country (C)

State (ST)

Location (L)
Organization (O)
Organization Unit (OU)

Common Name (CN)

Email (E)
Cancel

Apply

File Type

Cancel

Apply

Method - Generate CSR
Displays the key type used by the certificate.
Displays the algorithm for generating the certificate.

Select the type of Subject Alternative Name and enter its value.
IP Address
Domain Name
Email

Enter the country name (code) in which your organization is located.
Enter the state or province where your organization is located.
Enter the city where you're your organization is located.

Enter the legal name of your organization.

Enter the department within your organization that you wish to be
associated with this certificate.

Enter the fully-qualified domain name / WAN IP that will be used to
reach your server.

Enter the email address of the entry.
Discard current settings and return to the previous page.
Save the current settings and exit the page.

Method - Import Certificate & Keys

Vigor router allows you to generate a certificate request and submit it
the CA server, then import it as “Local Certificate”. If you have already
gotten a certificate from a third party, you may import it directly. The
supported types are PKCS12 Certificate and Certificate with a private
key.
Certificate Only - Local certificate.
Upload Certificate - Click Choose a file to select a local certificate
file.
PKCS12 - Users can import the certificate whose extensions are
usually .pfx or .p12. And these certificates usually need passwords.
PKCS12 is a standard for storing private keys and certificates securely.
It is used in (among other things) Netscape and Microsoft Internet
Explorer with their import and export options.
Upload PKCS12 File - Click Choose a file to select a PKCS12
certificate file.
Password - Enter the password associated with the certificate
and key files.
Certificate & Keys - It is useful when users have separated certificates
and private keys. And the password is needed if the private key is
encrypted.
Upload File - Click Choose a file to select a local certificate file.
Upload Key - Click Choose a file to select a key file.

Password - Enter the password associated with the certificate
and key files.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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After finishing this web page configuration, please click Apply to save the settings.

[1-1-18-2 Trusted CA

The user can build RootCA certificates (up to three) if required.

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a RootCA
certificate if required.

When the local client and remote client are required to make certificate authentication (e.g., IPsec
X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted root
certificate authority (Root CA) will be used to authenticate the digital certificates offered by both
ends.

However, the procedure of applying digital certificate from a trusted root certificate authority is
complicated and time-consuming. Therefore, Vigor router offers a mechanism which allows you to
generate root CA to save time and provide convenience for general user. Later, such root CA
generated by DrayTek server can perform the issuing of local certificate.

To import a RootCA to the Vigor router, click +Add to upload one certificate.
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Available settings are explained as follows:

Item
Upload Certificate

Cancel

Apply

Description
Choose afile - Select a local certificate file.
Discard current settings and return to the previous page.

Click to import selected certificate file to the router.

To create a new RootCA, click Create to get the following page.

Available settings are explained as follows:

Item
Key Type
Algorithm

Type

Country (C)

Common Name (CN)

State (ST)
Location (L)

Organization (O)

Description
Displays the key type (set to RSA).
Displays the algorithm.

Subject Alternative Name

Vigor router accepts the type and value of the specified subject
alternative name as valid authentication. Supported subject
alternative types are IP Address, Domain Name and E-Mail.

Select the type of Subject Alternative Name and enter its value.
Subject Name
Enter the country name (code) in which your organization is located.

Enter the fully-qualified domain name / WAN IP that will be used to
reach your server.

Enter the state or province where your organization is located.
Enter the city where you're your organization is located.

Enter the legal name of your organization.
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Organization Unit (OU) Enter the department within your organization that you wish to be
associated with this certificate.

Email (E) Enter the email address of the entry.
Cancel Discard current settings and return to the previous page.
Apply Click to submit generate request to the CA server.

After finishing this web page configuration, please click Apply to save the settings.
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[I-1-18-3 Local Services

This page allows you to set different categories and services for the local certificate(s) to prevent
security warning messages popped up due to using different browsers.

Available settings are explained as follows:

Item Description

Local Certificate Select a local certificate (has been imported to Vigor device) with full
key and authentication information.

Certificate without key phrase or CSR (certificate signing request) file
cannot be selected as local certificate.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[1-1-18-4 Backup & Restore

You can back up or restore the Local and Trusted CA certificates on the router to a file.

Available settings are explained as follows:

Iltem

Selected Item

Password Protection

Restore from Backup
file

File has Password
Protection

Cancel

Apply

Description
Backup
Select the certification type (local, trusted or all certificates).

Enabled - Switch the toggle to enable or disable the function.

New Password - Enter the password with which you wish to
encrypt the certificate.

Confirm New Password - Enter the password again.
Back up - Click to download the certificate.

Restore

Click to select the backup file you wish to restore.
[71- Click to locate the file for restoring.

Restore - Click to retrieve the certificate.

Enabled - Switch the toggle to enable or disable the function.

Password - Enter the password that was used to encrypt the
certificates.

Discard current settings and return to the previous page.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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lI-2 Security

[I-2-1 Firewall Filters

A network firewall monitors traffic travelling between networks, with the ability to selectively allow
or block traffic using a predefined set of security rules. This helps to maintain the integrity of
networks by stopping unauthorized access and the exchange of sensitive information.

LAN users are provided with secured protection by the following firewall facilities:
User-configurable IP filter (Data Filter).
Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

Data Filter

All traffic, both incoming and outgoing, that does not trigger a PPP connection attempt (either
because a PPP connection is not necessary, or the required PPP connection has already been
established) is checked against the Data Filter, and will be allowed or blocked according to the rules
configured within.

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy static
packet filtering, which examines a packet based on the information in its header, stateful inspection
builds up a state machine to track each connection traversing all interfaces of the firewall and
makes sure they are valid. The stateful firewall of Vigor router not only examines the header
information also monitors the state of the connection.

Denial of Service (DoS) Defense

DoS attacks are categorized into two types: flooding-type attacks and vulnerability attacks.
Flooding-type attacks attempts to exhaust system resources while vulnerability attacks attempts to
paralyze the system by exploiting vulnerabilities of protocols or operation systems.

Vigor's DoS Defense functionality detects DoS attacks and mitigates their damage by inspecting
every incoming packet, and malicious packets will be blocked. If Syslog is enabled, alert messages
will also be sent. Abnormal traffic flow such as flood and port scan attacks that exceed allowable
thresholds are also blocked.
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The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route

[1-2-1-1 IP Reputation Filters

An IP Reputation Filter is a security tool that evaluates the trustworthiness of an IP address based
on its historical behavior and various factors. This filter helps detect and prevent malicious activities,
such as spam, hacking attempts, and other forms of cyberattacks.

The IP Reputation Filter used by the Vigor router is designed to filter and block dangerous IP

addresses. To effectively implement this filtering, three directions need to be considered as filtering
conditions:

1. Inbound (from the Internet to the router's WAN)
2. Inbound (from the Internet to the router's LAN)
3. Outbound (from the LAN to the Internet)

This approach ensures comprehensive protection against harmful IP addresses.

Available settings are explained as follows:

Item Description

IP Reputation Filters

Enable IP Reputation Switch the toggle to enable/disable this feature.

Filters

Block Report Click to show the IP Reputation blocked report.

Enable IP Reputation Switch the toggle to enable or disable the logging function.
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Log

Block when under

Log when under

Inbound (Internet to
Router WAN) /

Inbound (Internet to
LAN) /

Outbound (LAN to
Internet)

Inbound (Internet to
Router WAN) /

Inbound (Internet to
LAN) /

Outbound (LAN to
Internet)

Cancel

Apply

Select the risk level. Once the risk for the packets (incoming/outgoing)
reaches the threshold (20/40/60/80) defined here, Vigor system will
block the IP immediately. The default setting is "Disabled," which
means that no filtering will be performed.

Select the risk level. Once the risk for the packets (incoming/outgoing)
reaches the percentage defined here, Vigor system will record
corresponding information to the SysLog server. The default is
Disabled.

Port List
For packet transmission in various directions, select the appropriate
service protocol and corresponding port number to be used.
The direction of packet transmission includes:

Inbound to Router WAN - Packets coming from the WAN to the
localhost and entering the Vigor router will be filtered and
checked.

Inbound to Router LAN - Packets entering the Vigor router from
outside via LAN will be filtered and checked.

Outbound (LAN to Internet) - Packets sent out through the LAN
interface of the Vigor router will be filtered and examined.

+Add - Click to select a service from the list of available service
options.
Allow List

IP address(es) of the clients within the allow list will not be filtered via
IP Reputation Filter.
The direction of packet transmission includes:

Inbound (Internet to Router WAN)

Inbound (Internet to LAN)

Outbound (LAN to Internet)
Click on each tab to create the allow list separately.

+Add - Click to add a new IP address as the member within the allow
list.

IP Address - Enter the IP address.

+Add - Click to add a new object / group as the member within the
allow list.

Object & Group - Use the drop-down list to specify the object &
group profile.

Discard current settings and return to the previous page.

Save the current settings.
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[I-2-1-2 IP Filters

Users can create access control policies and set black & white lists.

To add a new IP filter profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item
Name
Enabled
Schedule

Description
Enter a name to identify the rule.
Switch the toggle to enable/disable this profile.

Always On - This rule is enabled and active for always.

Scheduled On - Select Schedule indexes to allow the rule to be
enabled at specific times. You may choose up to 4 out of the 15
schedules in Configurations>>0bjects>>Schedule. The rule is always
enabled when no indexes have been selected.
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Direction

Specify Interface

Source

Destination

Clear Session when Schedule is On - Select this option to clear
existing sessions when the rule is changes is enabled by a
schedule profile. All connections will be reset.
Specify the direction of traffic flow to which this filter rule applies.
LAN to WAN
WAN to LAN
LAN/VPN to LAN/VPN

Switch the toggle to enable/disable the function.

If enabled, specify the interfaces for the traffic flow.
Source Interface - Select the LAN/VPN interface(s).

Destination Interface - Select the WAN interface(s).

Criteria

Configure the source IP addresses.

To set the IP address manually, please choose Any / IPv4 Address /
IPv4 Subnet / IPv6 Address / IPv6 Subnet / IP Object / IP Group / MAC
Object / MAC Group as the source and enter required information.

Any - All IP addresses
IPv4 Address-Enter the IP address.

Source IPv4 Address - Click +Add to enter the IP address.
IPv4 Subnet-Enter the IP Address and the Subnet Mask.

Source IPv4 Subnet Address - Click +Add to enter the IPv4 address
with a subnet mask.

IPv6 Address-Enter the IPv6 address.
Source IPv6 Address - Click +Add to enter the IPv6 address.
IPv6 Subnet-Enter the IPv6 Address and the prefix length.

Source IPv6 Subnet Address - Click +Add to enter the IPv6 address
with a subnet mask.

IP Object-Allows selection of predefined IP Objects.
Source IP Object - Click +Add to select an IP object.
IP Group -Allows selection of predefined IP Groups.
Source IP Group - Click +Add to select an IP group.
MAC Object-Allows selection of predefined MAC Objects.
Source MAC Object - Click +Add to select an MAC object.
MAC Group -Allows selection of predefined MAC Groups.
Source MAC Group - Click +Add to select an MAC group.

Configure the destination IP addresses.

To set the IP address manually, please choose Any / IPv4 Address /
IPv4 Subnet / IPv6 Address / IPv6 Subnet / IP Object / IP Group /
Country Object as the destination and enter required information.

Any - All IP addresses
IPv4 Address-Enter one IPv4 address.

Destination IPv4 Address - Click +Add to enter the IP address.
IPv4 Subnet-Enter the IPv4 Address and the Subnet Mask.

Destination IPv4 Subnet Address - Click +Add to enter the IPv4
address with a subnet mask.

IPv6 Address-Enter the IPv6 address.
Destination IPv6 Address - Click +Add to enter the IPv6 address.
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Protocol

Service Type Object

Specify Source Port

Destination Port

Protocol Number

Fragment

Action

IPv6 Subnet-Enter the IPv6 Address and the prefix length.

Destination IPv6 Subnet Address - Click +Add to enter the IPv6
address with a subnet mask.

IP Object-Allows selection of predefined IP Objects.
Destination IP Object - Click +Add to select an IP object.
IP Group - Allows selection of predefined IP Groups.
Destination IP Group - Click +Add to select an IP group.
Country Object -Allows selection of predefined Country Objects.
Destination Country Object - Select the object.

Specify the protocol(s) which this filter rule will apply to.
Any
Service Object
TCP/UDP
TCP
uDP
ICMP
ICMPv6
IGMP
Others

It is available when Service Object is set as the Protocol.
Click +Add to select the service type objects (up to 12) you want.

It is available when TCP or UDP or TCP/UDP is set as the Protocol.
Switch the toggle to enable / disable the port settings.

Source Port - If enabled, please provide the starting and ending port
values.

It is available when TCP or UDP or TCP/UDP is set as the Protocol.

To define a port range, please provide the starting and ending port
values.

It is available when Others is set as the Protocol.

Enter a value as the protocol number.

Action to be taken for fragmented packets.

Don't care -No action will be taken towards fragmented packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Action

Action to be taken when packets match the rule.
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Bypass Content Filter

Enable Syslog

Cancel

Apply

Pass - Packets matching the rule will be passed immediately.
Block - Packets matching the rule will be dropped immediately.

Switch the toggle to enable the function.

If enabled, Vigor router will perform the data transmission bypassing
the content filter rules.

Switch the toggle to enable the recording the filter log onto SysLog.
Discard current settings and return to the previous page.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

Select one of the existed IP filter profile, more options will appear.

Available settings are explained as follows:

Item
Clone

ResetHits

MultipleDelete

Edit

Delete

Description
Duplicate the selected IP filter profile with a new name.

Reset the number of times that each IP rule has been matched when
comparing packets to the default value.

When more than one item is selected, click it to remove the items at
one time.

Modify the selected IP filter profile.

Remove the selected IP filter profile.
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[I-2-1-3 Content Filters

Content Filter includes APPE, URL Filter, and WCF services. APPE is filtered by defined pattern. URL
and WCF filters filter the servers to connect to by examining the server name in DNS request
packets or TLS client hello packets.

This page allows you to configure up to 40 content filters profiles (including APPE, URL, and WCF)
previously.

Vigor router will perform the payload (content) analysis for the packets in each session (LAN to WAN)
based on the filter profiles defined in this page till to find out which content filter meeting the traffic.

To add a new content filter profile, click the +Add link to get the following page.

Available settings are explained as follows:

Item Description
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Profile Name
Enabled
Schedule

Direction

Specify Interface

Source

Destination

Action

Enable Keyword
Exception

Enter a name to identify the filter profile.
Switch the toggle to enable/disable this profile.

Always On - This rule is enabled and active for always.

Scheduled On - Select Schedule indexes to allow the rule to be
enabled at specific times. You may choose up to 4 out of the 20
schedules in Configurations>>0Objects>>Schedule.

Clear Session when Schedule is On - Select this option to clear
existing sessions when the rule is changes is enabled by a
schedule profile. All connections will be reset.

Display the direction of traffic flow to which this filter rule applies.

Switch the toggle to enable/disable the function.
If enabled, specify the interfaces for the traffic flow.
Specified LAN - Select the LAN interface(s).

Configure the source IP addresses.

To set the IP address manually, please choose Any / IPv4 Address /
IPv4 Subnet / IPv6 Address / IPv6 Subnet / IP Object / IP Group / MAC
Object / MAC Group as the source and enter required information.

Any - All IP addresses
IPv4 Address-Enter the IP address.

Source IPv4 Address - Click +Add to enter the IP address.
IPv4 Subnet-Enter the IP Address and the Subnet Mask.

Source IPv4 Subnet Address - Click +Add to enter the IPv4 address
with a subnet mask.

IPv6 Address-Enter the IPv6 address.
Source IPv6 Address - Click +Add to enter the IPv6 address.
IPv6 Subnet-Enter the IPv6 Address and the prefix length.

Source IPv6 Subnet Address - Click +Add to enter the IPv6 address
with a prefix length.

IP Object-Allows selection of predefined IP Objects.
Source IP Object - Click +Add to select an IP object.
IP Group -Allows selection of predefined IP Groups.
Source IP Group - Click +Add to select an IP group.
MAC Object-Allows selection of predefined MAC Objects.
Source MAC Object - Click +Add to select an MAC object.
MAC Group -Allows selection of predefined MAC Groups.
Source MAC Group - Click +Add to select an MAC group.

Select specific WCF and/or APPE and/or UCF (keyword object) profile
to be included in the filter.

Action

Action to be taken when packets match the rule.
Pass - Packets matching the rule will be passed immediately.
Block - Packets matching the rule will be dropped immediately.

Switch the toggle to enable/disable the function.
Keyword Exceptions - Displays selected keyword objects.

The system will check the sessions additionally with the selected
keyword profile(s). If the session meets the keyword filter profile, the
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system will perform the action reversely.

Enable Syslog Switch the toggle to enable the recording the filter log onto SysLog.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

[1-2-1-4 Default Filters

Traffic is filtered by firewall functions in the following order:
1. Data Filter Sets and Rules
2. Block connections initiated from WAN
3. Default Rule

This page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF, APP
Enforcement, URL Content Filter, for data transmission via Vigor router.

The default rule applies to all traffic that is not constrained by other filters or rules.

Available settings are explained as follows:

Item Description
Outbound Traffic (LAN to WAN)
IP Filters Default Action = Define the default action for the outgoing packets that do not match

any IP filter rule.

Pass -The packets that do not match any IP filter rule will be passed
and next wait for the content filter.

Block - The packets that do not match any IP filter rule will be blocked
by Vigor system.

Enable Content Filters Switch the toggle to enable or disable the function.
Default Rule

Content Filters Default Define the default action for the outgoing traffic that match the
Rule following Content Destination rule.

If the outgoing traffic doesn't match any IP/content filter rule and the
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Content Destination

Fragmented Large
Packets

IPv4 Routing
Connections

IPv6 Routing
Connections

Syslog

Cancel

Apply

IP Filters Default Action is PASS, it will be checked with this rule
additionally.

If the outgoing traffic meets the above conditions but still doesn't
meet the following Content Destination rules, the system will perform
the action reversely.

Pass -The outgoing traffic that matches the following Content
Destination rule will be passed. Otherwise, it will be blocked.

Block - The outgoing traffic that matches the following Content
Destination rule will be blocked. Otherwise, it will be allowed to pass
through.

Select specific WCF and/or APPE and/or UCF (keyword object) profile
to be included in the filter.

Inbound Traffic (WAN to LAN)
Certain games and video streaming service use fragmented UDP
packets to transfer data.

Pass - The router always passes fragmented packets without
reassembling them, regardless of the size of the packet.

Block - The router will attempt to reassemble fragmented packets up
to a certain value (e.g., 15xx~2102) kilobytes long. Packets larger than
the certain value will be discarded.

Pass - For LAN hosts receiving WAN IPv4 addresses using the IP
routed subnet, select this option to prevent WAN hosts from
connecting to LAN hosts. This option has no effect on LAN hosts on
private LAN subnets.

Block - Block the LAN hosts from connecting to WAN hosts using IPv4.

Pass - IPv6 does not make use of Network Address Translation (NAT),
so all LAN hosts receive public IPv6 IP addresses that are exposed to
the WAN.

Block - Block the WAN hosts from connecting to LAN hosts using IPvé.

Enable Syslog - If enabled, the log related to default filter will be
recorded to Syslog.

Discard current settings and return to the previous page.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-1-5 Backup & Restore

This page allows the backup and restoration of router settings.

In addition to restoring Vigor C410/C510’'s own configuration backup, it is possible to restore
backups from certain DrayTek routers on Vigor C410/C510.

Available settings are explained as follows:

Item

Backup

Restore

Cancel

Apply

Description

Selected Items - Select the item(s).

Backup - Perform the configuration backup of this router based on
the item (Selected All, IP Filters, Content Filters and Default Filters)
selected above.

Restore from Backup File - Click the button to specify a file to be
restored

Restore - Click to initiate restoration of configuration. If the backup file
is encrypted, you will be asked to enter the password.

Discard current settings and return to the previous page.

Save the current settings.
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II-2-2 Defense Setup

[I-2-2-1 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are several types of detect / defense function in the
DosS Defense setup. In default, the DoS Defense is disabled.

Available settings are explained as follows:

Item Description
Defense Setup
Enable DoS Defense Switch the toggle to enable/disable the DoS Defense.
Flood Defense +Add - Click it set profiles for flood defense. Up to 6 profiles can be
created.

Interface - Select a WAN interface.

SYN Flood - Switch the toggle to enable/disable SYN flood defense.
When the arrival rate of SYN packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of
time as defined in Timeout. This is to prevent TCP SYN packets from
exhausting router resources.

SYN Flood Packet Rate - The default values of threshold and
timeout are 2000 packets per second and 10 seconds,
respectively.

ICMP Flood - Switch the toggle to enable/disable the ICMP flood
defense. When the arrival rate of ICMP packets exceeds the Threshold
value, the router will start to randomly discard TCP SYN packets for a
period of time as defined in Timeout.
ICMP Flood Packet Rate - The default values of threshold and
timeout are 250 packets per second and 10 seconds,
respectively.
UDP Flood - Switch the toggle to enable/disable UDP flood defense.
When the arrival rate of UDP packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of
time as defined in Timeout.
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General

UDP Flood Packet Rate - The default values of threshold and
timeout are 5000 packets per second and 10 seconds,
respectively.

Port Scan - Switch the toggle to enable/disable the Port Scan
detection. Port Scans attack your network by sending packets to a
range of ports in an attempt to find services that would respond.
When Port Scan detection is enabled, the router sends warning
messages when it detects port scanning activities that exceed the
Threshold rate.

Port Scan Packet Rate - The default threshold is 2000 packets
per second.

Option (Edit/Delete) - Click Edit to open the setting page to modify in
detail (packet rate and burst rate). Click Delete to remove the selected
entry.

Switch the toggle to enable/disable the function listed below.

Block IP Options - If enabled, the Vigor router will ignore IP packets
with IP option field set in the datagram header. IP options are rarely
used and could be abused by attackers as they carry information
about the private network otherwise not available to the external
network, such as security, TCC (closed user group) parameters, a
series of Internet addresses, routing messages, etc, which external
eavesdroppers can use to discover details about the private network.

Block Land - Enable to block LAND attacks. LAND attacks happen
when an attacker sends spoofed SYN packets with both source and
destination addresses set to that of the target system, which causes
the target to reply to itself continuously.

Block SMURF - Enable to block Smurf attacks. The router will ignore
any broadcasting ICMP echo request.

Block Trace Route - Enable to block traceroutes. The router will not
forward traceroute packets.

Block SYN Fragment - Enable to block SYN packet fragments. The
router will drop any packets having both the SYN and more-fragments
bits set.

Block Fraggle - Enable to block Fraggle Attacks. Broadcast UDP
packets received from the Internet are blocked.

Activating this feature might block some legitimate packets. Since all
broadcast UDP packets coming from the Internet are blocked, RIP
packets from the Internet could also be dropped.

Block Tear Drop - Enable to block Tear Drop attacks. Some clients may
crash when they receive ICMP datagrams (packets) that exceed the
maximum length. The router discards any fragmented ICMP packets
having lengths greater than 1024 octets.

Block Ping of Death - Enable to block Ping of Death, where
fragmented ping packets are sent to target hosts so that those hosts
could crash as they reassemble the malformed ping packets.

Block ICMP Fragment - Enable to block ICMP Fragments. ICMP packets
with the more-fragments bit set are dropped.

Block Unknown Protocol - Enable to block Unassigned Protocol
Numbers, and the router will block packets having unassigned
protocol numbers. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over the upper
layer. However, the protocol types greater than 100 are reserved and
undefined at this time. Therefore, the router should have ability to
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detect and reject this kind of packets.
ARP Spoofing Defense

Block ARP replies with This feature can protect a network from ARP (Address Resolution
Protocol) spoofing attacks.

Inconsistent Source MAC addresses - If the sender's MAC address in
the ARP packets does not match the source MAC address from ARP
packet's ethernet header, the Vigor system will block the packets
immediately.

Inconsistent Destination MAC addresses - If the target MAC address in
the ARP packets does not match the destination MAC address from
ARP packet's ethernet header, the Vigor system will block the packets
immediately.

Virtual MAC Addressin  Accept - The virtual MAC address can be recorded in the ARP table.

ARP Table (VRRP) Decline -The virtual MAC address cannot be recorded in the ARP
table.

IP Spoofing Defense

Block IP Packets with IP spoofing defense can prevent unauthorized access and then
protect the data integrity to make sure the security of network.

Inconsistent Source IP addresses from WAN - Blocks the fake IP from
WAN. For example, if the source IP address from the WAN interface is
LAN subnet IP packets, the Vigor system will block the packets
immediately.

Inconsistent Source IP addresses from LAN - Blocks the fake IP from
LAN. For example, if the source IP address from the LAN interface is
WAN subnet IP packets, the Vigor system will block the packets

immediately.
Syslog
Enable Syslog All Defense Logs - Check the box to record all defense logs onto the
Syslog.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-2-2 BFP Settings
BFP is the abbreviation of Brute Force Protection.

Any client trying to access into Internet via Vigor router will be asked for passing through user
authentication. Such feature can prevent Vigor router from attacks when a hacker tries every
possible combination of letters, numbers and symbols until find out the correct combination of
password.
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Available settings are explained as follows:

Iltem

Enable Brute Force
Protection

Service Server

IAM Users

Description

Switch the toggle to enable or disable the detection of brute force
login attempts.

Login Protection for Service

BFP can protect the Vigor router's login feature from hacker attacks
attempting to crack accounts and passwords through protocols such
as HTTPS/HTTP, SSH, Telnet, FTP, SNMP, TR-069, VPN, IAM, and more.

The default setting is All Server.

Protection Rules
Define the protection rules for IAM users (e.g., using FTP and IAM
service.

Enable -Switch the toggle to enable or disable the defense setup
settings for the IAM users.

Maximum Login Attempts - Specify the maximum number of failed
login attempts before further login is blocked.

The users who fail to log in multiple times by reaching the maximum
login attempts will be penalized a period not to login Vigor system
(e.g., using FTP and IAM Service).

Penalty Period - Set the period for penalty delay.

During this period, the user cannot log in. This setting aims to prevent
outside automated attacks that attempt to guess passwords,
authentication codes, or other credentials through repeated trials.

Enable User Account Lockout - Switch the toggle to enable or disable
the IAM users account lockout function.

Login Attempts - Set a maximum number of failed login attempts for
all user accounts. After reaching this limit, the IAM user account will
be locked if login fails (e.g., through FTP or IAM Service).

Unlock User Account After - Set a time period to unlock specific IAM
user accounts.

Email Notification - Send a notification to the account via an e-mail
when lockout event happened to the user.
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VPN Define the protection rules for VPN connection.

Enable -Switch the toggle to enable or disable the defense setup
settings for the VPN connection.

Maximum Login Attempts - Specify the maximum number of failed
login attempts before further login is blocked.

The users who fail to log in multiple times by reaching the maximum
login attempts will be penalized a period not to login Vigor system.

Penalty Period - Set the period for penalty delay.

During this period, the user is unable to log in or access Vigor's
system. This setting aims to prevent outside automated attacks that
attempt to guess passwords, authentication codes, or other
credentials through repeated trials.

Email Notification - Send a notification to the account via an e-mail
when lockout event happened to the user.

System Account Define the protection rules for the system account (User and
Administrator).

Enable - Switch the toggle to enable or disable the defense setup
settings for the system account.

Maximum Login Attempts - The System Accounts who fail to log in
multiple times by reaching the maximum login attempts will be
penalized a period not to login Vigor system (e.g., using HTTPS/HTTP,
SSH, Telnet, SNMP, and TR069 Service).

Penalty Period - Set the period for penalty delay.

During this period, the user is unable to log in or access Vigor's
system. This setting aims to prevent outside automated attacks that
attempt to guess passwords, authentication codes, or other
credentials through repeated trials.

Enable User Account Lockout -Switch the toggle to enable or disable
the System Account lockout function.

Login Attempts - Specify the maximum number of failed login
attempts for all System Accounts. After that, the System Accounts will
be locked if login failed (e.g., logging into HTTPS/HTTP, SSH, Telnet,
SNMP, and TR-069 Service).

Unlock User Account After - Specify a time period to unlock specific
system account.

Email Notification - Send a notification to the account via an e-mail
when lockout event happened to the user.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

191



[I-2-2-3 Allow/Block List

Define the white list and the black list for the clients.

Available settings are explained as follows:

Iltem
DoS Defense

Priority for Conflicts

Allow List

Block List

Apply

Description
Switch the toggle to enable or disable the DoS Defense function.

Define the processing order/priority for the conflicts.

Allow List first-Pass - Let the IP address listed on the Allow List
pass through first.

Block List first-Block - Block the IP address listed on the Block List
pass through first.
Define the IP address(es) of the clients that the packets can be
received / delivered via Vigor router.

+Add - Click to add a new IP address as the member within the allow
list.

IP Address - Enter the IP address.

+Add - Click to add a new object / group as the member within the
allow list.

Object & Group - Use the drop-down list to specify the object &
group profile.
Define the IP address(es) of the clients that will be blocked by Vigor
router.

+Add - Click to add a new IP address as the member within the allow
list.

IP Address - Enter the IP address.

+Add - Click to add a new object / group as the member within the
allow list.

Object & Group - Use the drop-down list to specify the object &
group profile.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-2-4 Defense Syslog

Display the type of Syslog provided by Vigor router. Corresponding information related to operation,
status, and defense to Vigor router will be recorded to the Syslog server.

Available settings are explained as follows:

Item Description

Enable Syslog Select the feature(s). Operation procedure, result or any information
related to the feature will be recorded to the Syslog server.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

11-2-3 MAC Filtering Profile

Vigor router may restrict wireless access to specified wireless clients only by referencing a MAC
address black/white list.

The router's administrator may block wireless clients by inserting their MAC addresses into a black
list, or only allow some wireless clients to connect by inserting their MAC addresses into a white list.

[I-2-3-1 MAC Filtering Profile

This page allows to set the MAC Filtering Profiles (up to 10) that will be applied to SSID (configured
on Configuration>>Wireless LAN>>SSID) to meet different needs.
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To add a new profile, click +Add.

Available settings are explained as follows:

Item
Name

Policy

Type

Description
Enter a string as the profile name.

Disabled - Disable this policy.

Allow List - Only allow wireless clients whose MAC addresses are
listed in the Device list.

Block List - Only allow wireless clients whose MAC addresses are not
listed in the Device list.

Determine which wireless clients can be applied to SSID.

Manual - Enter the MAC address of certain device one by one.

MAC Object - Select the MAC object(s). All the MAC address under the
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MAC object will be allowed or blocked.

MAC Group - Select the MAC group(s). All the MAC objects under the
MAC group will be allowed or blocked.

Device List +Add - Click to add a new device by entering the device name and the
MAC address.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-3-2 Backup & Restore

This page allows the backup and restoration of MAC filtering profile settings.

Available settings are explained as follows:

Item Description
Download Backup File Click to save current configurations for MAC Filtering Profile.

Restore from Backup

File - Click to locate the file for restoring.

Restore - Click to execute the restoration.
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I1-2-4 IPv6 Address Security

This page allows you to configure the IPv6 interface ID.

Available settings are explained as follows:

Item Description

Generate Interface ID by = Select to use Random IIDs or EUI-64 1IDs as the interface ID.

Random IIDs

EUI-64
IPv6 Interface ID Display the interface and corresponding IPv6 IIDs.
Regenerate Random Regenerate - Re-generate the random IIDs for all interfaces.
Interface IDs
Cancel Discard current settings.
Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

II-2-5 Security Defense Status

The router's current security protection mechanisms include Brute Force Protection and IP
Reputation. This page provides details on the status of these protection mechanisms.
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[I-2-5-1 BFP Status

This page shows the status of Brute Force Protection.

Available settings are explained as follows:

Iltem

IP Address

Account Name

Role
Service Type

Blocked Start Time /
Blocked End Time

Hit Count

Option

Description

Displays the IP addresses that have been blocked due to triggering the
Penalty or User Account Lockout function when using a System
Account (e.g., logging into HTTPS/HTTP, SSH, Telnet, SNMP, and
TR-069 Service

Displays the account names that have been blocked due to triggering
the Penalty or User Account Lockout function when using a System
Account (e.g., logging into HTTPS/HTTP, SSH, Telnet, SNMP, and
TR-069 Service.

Displays the role of the account.
Displays the service type set for the user account.

Displays both the start and end times for blocking the IP address.

Displays the number of times a System Account has triggered the
Penalty or User Account Lockout.

Unblock - Click to remove the blocked IPs.
Add to Block List - Add IPs to the Defense Setup's Allow/Block List.
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II-2-5-2 IP Reputation

This page displays the IP Reputation status for the Vigor router regarding both inbound and

outbound traffic.

Available settings are explained as follows:

Item
Seen at
Source IP

Destination IP

Reputation

Attempts

Threat Type

Description
Displays the time when the packet matches the specified rule.
Displays the IP address of the source of the threat.

Displays the IP address of the destination to which the threat is
directed.

Displays the score of the IP address.

Displays the times of attempts made by the threat towards the target
destination.

Displays the type of the threat.
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11-2-6 URL/IP Lookup

This page allows you to view various score of specified IP or URL, click the Look Up button to see the
relevant information. After analysis, the Vigor system will provide relevant information about the
IP/URL, including risk level, reputation score, category, and more.

Available settings are explained as follows:

Item Description

Method Enter URL/IP - Select this method to look up using URL or IP address.
URL/IP - Enter the URL or the IP address of the subject you want
to look up.

Router WAN [P - Select this method to look up through WAN interface.

Look Up Click to display information related to the IP/URL you look up.

In which, the relevant information associated, see below, with the IP
address will be shown on the page.

Threat Type

Threat Count

Reputation Score
Average Reputation Score
Organization

Location

Latitude

Longitude

Or, enter the name of the URL. The relevant information associated
with the URL will be shown on the page.

Reputation Score
Category

Category Confidence
Popularity

Name Servers
Registrar Name
Created Date
Expired Date
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Organization
Location

Below shows an example of look up IP/URL:

200



11-3 1AM

Identity and Access Management (IAM) allows the network administrator to manage Internet access
at the user level. After a user has been authenticated using a username and password, the user will
be granted Internet access and additionally, optional firewall rules and LAN access policies can be

applied.

In addition to being used for identification (via user account/VLAN), IAM can also set access policies
to control users accessing network, and can be used as a firewall through group policy (group policy)
to perform network management.

lI-3-1 Users & Groups

Before accessing the Internet through the device, any user must be authenticated by the Vigor
system to ensure system security.

This section helps the system administrator create different users and groups profiles as the
verification basis.

[1-3-1-1 Users

Up to 100 user profiles can be configured in this section.
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To add a new user account profile, click +Add.

Available settings are explained as follows:

Item Description

Username Enter the Login name (e.g., LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc.) for this user profile.

Usage Define the type of this user profile.

IAM User - This profile can be used for VPN, RADIUS, 802.1X, USB and
IAM (Identity and Access Management) authentication.

Router Management - This profile is only for router management
access and cannot be used for VPN, RADIUS, 802.1X, USB, and IAM
authentication.

Password Password (e.g., lug123, wug123 wug456, etc.) for this user profile.
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New Password/
Confirm New Password

Status

Group Policy

Expiration Time

Role

Allow Login from WAN

User Information

MFA

When a user tries to access the Internet, he or she must supply a valid
user name and password combination for authentication. The profile
with matching user name and password will be applied to the session.

General

Active - Enable the general settings in this page.
Inactive - Disable the general settings in this page.

It is available if "IAM User" is selected as the usage.
Select a group policy profile to be applied by this user profile.

Itis available if "IAM User" is selected as the usage.

Set the network connection to work at certain time interval only. All
user accounts will apply the time configuration automatically by
default.

Never - The network connection is always on.

Expire in -The network connection will expire and terminate the
connection after specified minutes, hours, days, or weeks once built.

Expire at - The network connection will expire and terminate the
connection on the date and time specified below once built.

Date
Time
Expiration Time
It is available if "Router Management" is selected as the usage.
Administrator
Guest

Users

It is available if "Router Management" is selected as the usage.

If enabled, the user can login from WAN by using this user account.

Enable Email - Switch the toggle to enable or disable the email setting.
Email - Enter the email address for receiving the MFA PIN code.
Send Email Notification to the newly created User - Send a
notification email to this user account.

Enable SMS - Switch the toggle to enable or disable the SMS setting.

SMS - Enter the destination SMS number for receiving the MFA
PIN code.

Multi-factor authentication (MFA) can offer a more secure network
connection.

Enable MFA - Switch the toggle to enable/disable the MFA function.

Allowed MFA Method - Select to require mOTP, TOTP or 2-step
authentication when logging in from the WAN.

TOTP - For the Time-based One-time Password (TOTP) mechanism,
please make sure the time zone of your router is correct. Then, install
Google Authenticator APP on your cell phone. Open the APP to scan
the QR code on this page. A one-time password will be shown on your
phone.
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Account Info

General

Allowed VPN Protocols

In the filed of Validation Code, enter the one-time password and click
Verify.

Now, the configuration is finished. You will be asked to enter the 2FA
code on the after passing the username and password authentication.

SMS/Email - The password will be transferred via the SMS and/or Mail
profiles selected from User Information above.

mMOTP - Mobile one-Time Password (mOTP) allows the use of mOTP
passwords. Enter the PIN Code and Secret settings for getting
one-time passwords.

Displays general information (created time, last login at and last login
IP) for the user account.

Teleworker VPN

(available if IAM User is selected as the Usage)

Enable Teleworker VPN - Switch the toggle to enable/disable
Teleworker VPN configuration.

Idle Timeout - If the user is idle over the limitation of the timer, the
network connection will be stopped for this user. By default, the Idle
Timeout is set to 300 seconds.

VPN Schedule - Select Always On (Telework VPN is running all the
time). Or choose Scheduled On to make the VPN connection based on
the schedule.

Before configuring VPN Schedule, add the required time intervals in
Configuration>>0Objects >>Schedule.

Download SmartVPN Client - Click to download the utility of DrayTeck
SmartVPN client for building VPN connection.

Select IPsec, WireGuard or OpenVPN as the protocol for the
teleworker VPN connection.

IPsec - Switch the toggle to enable the IPsec protocol.

If enabled, select IKEv1/v2, EAP and/or XAuth as the IPsec protocol.
OpenVPN - Switch the toggle to enable OpenVPN protocol.

WireGuard -Switch the toggle to enable WireGuard protocol. If
enabled, configure the following settings:

Public Key - Enter the string offered by the remote WireGuard
VPN client.

Pre-Shared Key - Displays the private key generated by clicking
Generate PSK.

Generate PSK - Click the Generate button to generate a
pre-shared key.
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Persistent Keepalive - Default is 60 seconds. If the peer is behind
a NAT or a firewall, use the default setting.

Security Specify VPN Peer - Switch the toggle to enable/disable the security
mechanism for the remote client.
Remote Client IP - Enter the IP address of the remote peer if Specify
VPN Peer is enabled.
Pre-Shared Key - It is available when the IPsec is selected as the
Allowed VPN Protocols. "Specify VPN Peer" can restrict the IPsec to be
initiated only by the specified peer IP address or domain name, and
specify the private key to be used.
X.509 Digital Signature - It is available when the IPsec is selected as the
Allowed VPN Protocols. Accept the certificates authentication. To use
an X.509 digital signature, select one of the authentication methods
and enter the required information for each method.
Disabled - Select to disable the certificate application for VPN
connection.
Accept Subject Alternative Name -The following three formats of
Peer ID are acceptable, including IP Address, Domain Name, and
Email.
Select from Existing Certificates -Select a peer certificate that has
been pre-obtained and stored in Configuration>>Certificates
Local Certificates.
Accept Subject Name - Enter the complete certificate subject
name.
Accept Any - Any certificate signed by a trusted CA in
Configuration>>Certificates Trusted CA will be considered valid.
IPsec Advanced Settings - Click to get the following options. Local ID
and Peer ID are provided for certain connections that require
specifying an ID, such as IKEv1 using Aggressive mode and IKEv2
(optional).
Peer ID - Specify a local ID to be used when establishing a VPN
connection using IPsec VPN type. Enter the ID name for the
remote client.
Local ID (optional) - If the values are specified, only connections
coming from the specified IP address and/or having the specified
Peer ID will be accepted.

Local IP Assignment Assign IP By - Select LAN DHCP or Static IP.
Assign IP from - Select a LAN interface for IP assignment.

Static IP - Specify an IPv4 address.

Assign DNS By - Choose LAN DHCP (the DNS IP will be assigned by
Vigor router automatically) or Static DNS. If Static DNS is selected,
configure Primary DNS and Secondary DNS.

Primary DNS - Enter the IPv4 address for Primary DNS server.

Secondary DNS - Enter another IPv4 address for DNS server if
required.

If Static IP is selected,
Static IP - Specify an IPv4 address.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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To add a new OpenVPN profile, click OpenVPN Config Generator.

On this page, you can create configuration required for a remote OpenVPN client to connect to the
router and then download it directly or send it to the user via email.

Available settings are explained as follows:

Item Description
Specify Server URL by The OpenVPN client will use the IP address or domain name to
connect to the router.

WAN IP - The OpenVPN configuration file will use the numeric IP
address as the server address.

WAN IP - Select the WAN interface.

DDNS Profile - The OpenVPN configuration file will use the domain
name from the DDNS Profile.

DDNS Profile - Select a DDNS profile.

Custom URL - The OpenVPN configuration file will use the
user-defined server IP or domain name.

Custom URL - Specify a user-defined URL.

Set VPN as Default Switch the toggle to enable/disable the function.

Gateway Enable - The Vigor router will be treated as a "default" gateway for
OpenVPN clients. The OpenVPN client will redirect all the traffic to the
Vigor router via the OpenVPN tunnel.

Disable - Disable the function.

Transport Protocol TCP/UDP - Select UDP or TCP for the protocol to be used by the
OpenVPN client to connect to the router.

Auto Dial Out Switch the toggle to enable/disable the function.
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Cache password for
auto reconnect

UDP Ping
UDP Ping Exit

Export Configuration by

Close

Apply

[I-3-1-2 User Groups

Enable - The remote client can auto-dial to this Vigor router to build an
OpenVPN tunnel.

Disable - Disable the function.

Switch the toggle to enable/disable the function.

Enable - OpenVPN will reconnect per hour. While reconnecting, the
password is required. If the function is enabled, the password for
OpenVPN connection will be kept and used by the Vigor system for
reconnection every time.

Disable - Disable the function.

Ping remote device over the UDP control channel, if no packets have
been sent for the number of seconds configured here.

Let OpenVPN exit after the seconds set here if no reception of a ping
or other packet from the remote device.

Email to Users - If selected, the Included Users field below will be
displayed. The OpenVPN configuration file will be sent to users listed
on Included Users.
Included Users - Select teleworker users that will receive the
configuration from Vigor router.
Send Email - Click to email the settings on this page as a file,
which can be imported into a VPN client to establish OpenVPN
connections to teleworker users.
Download zip file - The configuration file for OpenVPN will be stored
on the database. If selected, the Download Configuration button
below will be displayed.
Download Configuration - Click this button to download the
settings on this page as a file, which can be imported into a VPN
client to establish OpenVPN connections.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

This page allows you to place multiple user profiles into groups.
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To add a new user group profile, click +Add.

Available settings are explained as follows:

Item Description
Group Name Enter a name for identification.
Selected Users +Add - Click to select user profiles to be grouped under the current

group profile.

Available Users It appears after clicking +Add.
Selected Users - Select the member from available user profiles.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-1-3 Authentication Server

Vigor router can authenticate users using either a built-in (None) or external service (Radius or
TACACSH) server.

To create a new authentication server profile, click +Add.

Available settings are explained as follows:

Item Description

Server Name Enter a name for identification.

Authentication Type Select the authentication type (RADIUS or TACACS+).

Server Profile If RADIUS is selected as Authentication Type, the available RADIUS

server profiles (created on Configuration>>RADIUS/TACACS+) will be

209



shown in this area. Select the one you need.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

11-3-2 1AM Policies

IAM Policy contains access policy, group policy and conditional access policy.

[1-3-2-1 Apply Policies to LAN

This page is used for selecting access policy and group policy which will be applied to the LAN
profile.

Available settings are explained as follows:

Item Description

LAN Network Display the interface that the IAM policy will apply to.

Access Policy Select an access policy for this interface. Or select Disabled to ignore
the setting.

Group Policy Select a group policy for this interface. Or select Disabled to ignore the
setting.
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Cancel Discard current settings.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-2-2 Access Policies

Access Policies can be applied to LAN interface to determine how the users/clients access the
Internet via identification authentication.

This page is used for define different access policies for IAM application.

To add a new access policy profile, click +Add.

Available settings are explained as follows:

Item Description
Name Enter a name for identification.
Identity Access Control

Access Control Mode Disabled - All clients/user accounts can access the network.
MAC Allow/Block List Only - Allow or deny the clients/user accounts
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access to the network by the MAC address filter profile.

Login with built-in User function - The clients will be authenticated
before accessing the network.

Guest Hotspot - Allow or deny the clients/user accounts access to the
network based on the hotspot profile selected.
If MAC Allow/Block List Only is selected as the Access Control Mode.
MAC Address Filter
Set up MAC Address Selecting from Profile - Use pre-defined MAC Filtering profiles as the
Filter by filtering basis.

MAC Filtering Profile - Select one of the MAC filtering profiles
(Security>>MAC Filtering Profile) as the filtering basis.
Manually - Define the MAC addresses and separate them as Allow List
or Block List.
MAC Address Filter Mode - Select Allow List (allow the clients to
access) or Block List (deny the clients access). Then, enter the
MAC address of the clients separately on the MAC Address Filter
Table.

MAC Address Filter Table - Click +Add to enter the MAC address
of the client.

If Login with built-in User function is selected as the Access Control Mode

Authentication Mode Single-Factor - Only identification authentication is required.

Multi-Factor - Multi-Factor authentication adds an extra layer of
security, ensuring that only those users or devices within the Users or
VLAN that apply specified Group Policy can access the specified

resource.

MAC Address Filter
Set up MAC Address Selecting from Profile - Use pre-defined MAC Filtering profiles as the
Filter by filtering basis.

MAC Filtering Profile - Select one of the MAC filtering profiles
(Security>>MAC Filtering Profile) as the filtering basis.

Manually - Define the MAC addresses and separate them as Allow List
or Block List.

MAC Address Filter Mode - Select Allow List (allow the clients to
access) or Block List (deny the clients access). Then, enter the
MAC address of the clients separately on the MAC Address Filter
Table.

MAC Address Filter Table - Click +Add to enter the MAC address
of the client.

If Guest Hotspot is selected as the Access Control Mode
Hotspot Profile Select one of the hotspot profiles.
Login Session Lifetime

Login Session Lifetime Control the session time for users/clients. After the session's lifetime,
the users/clients must log in to access the network, again.

Specify the number of days, hours, and minutes.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-2-3 Group Policies

The traditional firewall generally provides a blocking mechanism with IP-based rules to permit or
block traffic on designated ports. To more securely manage access privilege, Group Policies provide
a better way to help administrators decide permission for specific users, which define limitations

and configuration based on role behavior to authorize corresponding restrictions, such as Time and
Date Limit, Resources, Firewall Policies, and Traffic Shaping Policies.

This page is used for configuring group policies for IAM application.

@ Note:

Once Group Policies are applied to user account/VLAN profile, even if the firewall filter setting
has been setup, Group Policies will override rules set at the firewall filter.

To add a new group policy profile, click +Add.
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Available settings are explained as follows:

Iltem
Name

Schedule

Allowed Resources

Firewall

Description
Enter a name for identification.

Always On - The function of group policy is running all the time.
Scheduled On - The function of group policy is activated based on the
schedule profile.

Allowed Resources

Select resources profile(s) and apply to this policy profile.
+Add - Click to add a new resource profile.

Resource - Use the drop-down menu to select IP or MAC resource
profile.

Conditional Access Policy - Use the drop-down menu to select access
condition profile.

Log - Select Pass or Block or Both. Corresponding records (related to
passing or blocking packets) will be stored as a log.

Option (Delete) - Click to remove the entry.

Firewall Policies
Use Network Default - Select this item to use the default group
firewall filter settings.

Customize Group firewall filters - Select this item to customize the
group firewall filter settings. The firewall policy will be applied to
allowed resources defined above.

If Customize Group firewall filters is selected as the Firewall

Outbound IPv4 Filters

+Add - Click to add new IPv4 filter profiles (up to 10) for outgoing
traffic.

Name - Set a name that identifies the IP filter profile. The maximum
length of the Profile Name is 15 characters.

Destination IP Start - Enter an IP address as the starting IP address.
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Content Filters

IP Filters Default Action

Enable Content Filter
Default Rule

Destination IP End - Enter an IP address as the ending IP address. If
only one static IP address will be filtered by this profile, enter the
same IP address as the value in Destination IP Start.

Protocol - Specify the protocol(s) which this filter rule will apply to.
Dest Port Start - Specify the target port range (starting point) if the
protocol is TCP or UDP.

Dest Port End - Specify the target port range (ending point) if the
protocol is TCP or UDP.

Action -Select Pass to allow access to the IP address; select Block to
disallow access to the IP address.

Option(Delete) - Click to remove the selected entry.

The system will check the outgoing sessions additionally with the
selected content filters profile(s).

+Add - Click to add a new content filter profile (up to 10).

Profile Name - Set a name that identifies the content filter profile. The
maximum length of the Profile Name is 15 characters.

Scheduled On - The filter profile will be valid based on the time
schedule specified here.

Destination - Select specific WCF and/or APPE and/or UCF (keyword
object) profile to be included in the filter.

Action - Select Pass to allow access to the Destination; select Block to
disallow access to the Destination.

Enable Keyword Exception - Switch the toggle to enable/disable the
function.

Keyword Exceptions - Display selected keyword objects.

The system will check the sessions additionally with the selected
keyword profile(s). If the session meets the keyword filter profile, the
system will perform the action reversely.

Option(Delete) - Click to remove the selected entry.

Any packet that does not comply with the rules set in Outbound IPv4
Filters and Content Filters will be processed according to the default
action.

Pass - Allow access to the IP address.

Block - Disallow access to the IP address.

If enabled,

Content Filters Default Action - Any session that does not comply with
the above firewall filters rules but matches the content destination
rule will be processed according to the default action.

Pass - Allow the session pass which is matched Content
Destination rule. The outgoing traffic that matches the following
Content Destination rule will be passed. Otherwise, it will be
blocked.

Block - Disallow the session pass which is matched Content
Destination rule. The outgoing traffic that matches the following
Content Destination rule will be blocked. Otherwise, it will be
allowed to pass through.
Content Destination - Select the WCF and/or APPE and/or UCF
(keyword object) profile to be included in the filter. It is treated as an
additional content filter rule to determine whether the
packets/sessions will be passed or blocked.

216



Enable Syslog The filtering result can be recorded according to the setting selected

for Syslog.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-2-4 Conditional Access Policy

Different from the Access Policies designed for setting Access Control Mode, this page provides a
policy combination of time schedule, source IP, and multi-factor authentication (MFA). It can be used
together with the resources.

To add a new conditional policy profile, click +Add.

Available settings are explained as follows:

Item Description
Name Enter a name for identification.
Multi-Factor Authentication

MFA Condition Switch the toggle to enable/disable the function.
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Required Set the time period for re-authenticating the user when the user
Reauthentication wants to access the other IP address (defined in IAM>>Resources).

Select Everytime or When Login Session Lifetime expires within.

Vigor system will perform the reauthentication job for users (clients).

Source IP
Source IP Condition To Permit or Deny Access if the source IP is from the designated
VLAN/IP.
Source IP Specify the action (Permit or Deny) for the source IP.
LAN Select an interface.
IP Group Select an appropriate IP group or multiple IP groups that you would

like to include in this policy.

Time Schedule

Time Condition Switch the toggle to enable/disable the time schedule.
Source IP Determine whether you would like to Permit or Deny the source IP.
Schedule Object Select an appropriate schedule profile or multiple profiles that you

would like to apply to this policy.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-3-3 Resources

This page assists to lock down source objects under IAM control by specifying their IP,
corresponding MAC addresses and the port type.

To add a new resources profile (up to 50), click +Add.
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Available settings are explained as follows:

Item Description

Name Enter a name for identification.

Resource Type Select IP or MAC as the resource type.

Resource IP / MAC Enter the IP address or MAC address according to the resource type

selected for this profile.

Resource Port Select the resource port type.

All TCP/UDP ports - Transmission Control Protocol and User
Datagram Protocol

All TCP ports - Transmission Control Protocol
All UDP ports - User Datagram Protocol

Specify ports - Select this port type and set the port number for
TCP/UDP, TCP, or UDP respectively.

Service Type Object - Up to 12 service-type object profiles can be
set in this field.

Click +Add to display the available service type list to the right side.
Select the one(s) you want.

Allow ICMP It's for diagnostic and control purposes, to send error messages about
IP operations, messages about requested services, or messages about
the reachability of a host or router.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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I1-3-4 Hotspot Web Portal

The Hotspot Web Portal, or the so-called captive portal allows you to control and manage access
from LAN users.

[I-3-4-1 Profile Setup

It is also a manner of IAM to identify, authenticate, and authorize any Access from the LAN or
redirect to your appointed landing page.

To add a new hotspot profile (up to 2), click +Add.

Click Login Method, Login Page Setup, Whitelist Setting, and/or More Options for detailed
configuration.

1 Login Method

At present, there are three login methods to choose from for authenticating network clients: Click
Through, Skip Login, landing page only, External Portal Server and Various Login. Each login mode
will present a different web page to users when they connect to the network.
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Available settings are explained as follows:

Iltem
Profile Name

Portal Method

Captive Portal URL
Redirection URL

RADIUS

Description
Enter a name for identification.

Click through - The user will be redirected to the landing page
(defined in Captive Portal URL) and be granted access to the Internet.

Skip Login, landing page only - This mode does not perform any
authentication. The user will be redirected to the landing page. The
user can then leave the landing page to visit other websites.
External Portal Server - External RADIUS server will authenticate the
users when they attempt to access the Internet for the first time via
the router.

Various Login - An authentication page will appear when users
attempt to access the Internet for the first time via the router. After
authenticating themselves using a Facebook account, Google account,
PIN code, password for RADIUS sever, they will be redirected to the
landing page and be granted access to the Internet.

Enter the captive portal URL.

It is available when the External Portal Server is selected as the Portal
Method.

Enter the URL to which the client will be redirected.

It is available when the External Portal Server is selected as the Portal
Method.

If enabled, configure the following settings:

External RADIUS Server Profile - To configure the RADIUS server, click
the_External RADIUS link and you will be presented with the
configuration page.
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Login Method

RADIUS MAC Authentication - Switch the toggle to enable/disable the
function. If the RADIUS server supports authentication by MAC
address, enable RADIUS MAC Authentication and select the MAC
address format that is used by the RADIUS server.

MAC Address Format - Select the MAC address format.
RADIUS NAS-Identifier - Enter an ID.
This setting is available when Various Login is selected as the portal
method.
Choose Login Method - Select one or more desired login methods.
Facebook
Google
PIN via SMS
PIN via Mail
RADIUS
Leave Info

Facebook - This setting is available when Facebook is selected as the
login method.

Facebook APP ID - Enter a valid Facebook developer app ID.

Facebook APP Secret - Enter the secret configured for the APP ID
entered above.

Google - This setting is available when Login with Google is selected as
the login method.

Google App ID - Enter a valid Google app ID.

Google App Secret - Enter the secret configured for the APP ID
entered above.

PIN via SMS - This setting is available when Receive PIN via SMS is
selected as the login method.

SMS Provider - Select the SMS Provider to send PIN notifications.
SMS Content - Enter a message.

PIN via Mail - This setting is available when Receive PIN via Mail is
selected as the login method.

Mail Server - Select the mail server to send PIN notifications.
Mail Content - Enter a message.

Table (for Leave Info) - This setting is available when Leave Info is
selected as the login method.

+Add - Click to add a new entry (up to 10) of leave info.

Info Type - Select the information (e.g., General Info, Phone,
Email or Checkbox) that the client needs to offer for connection.

Required - If enabled, items on the login page will ask for entering
required information for further connection.

Title - Enter the heading of the Leave Info.
Content - Enter the placeholder for the Leave Info.
Option (Delete) - Click to remove the selected entry.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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2 Login Page Setup

If you have selected a Login Mode that requires authentication, click Login Page Setup to select a
background for the login page.

Available settings are explained as follows:

Item Description
Login Page background

Background Image Set the login page background scheme.
None - No image will be used.

Upload Image - Click to select an image file (JPG or .PNG format) as
the background image. The file size must be less than 5MB.

Current Background Image - Click Upload to upload the selected
file to Vigor router system.
Custom Logo Set a logo displayed on the portal.
None - DrayTek default logo will be used.

Upload Image - Click to use another image as the logo. The file size
must be less than TMB.

Current Logo Image - Click Upload to store the selected file to
Vigor router system.

Browser Tab Title Enter the text to be shown as the webpage title in the browser.

Color Scheme Set the color used for the background, text, box, link, button and
button text. A color box will appear for you to drag your mouse cursor
on it to choose the color you want.
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Box Opacity
Box Shadow
Welcome Message

Terms and Conditions
Content

Marketing Content

Cancel

Apply

Set the opacity (0 - 100%) of the background image.
Set the transparency (0 - 100%) of login column.
Enter the text to be displayed as the welcome message.

Select Internal Content or External Content.

Internal Content - Enter the text to be displayed in the Terms and
Conditions pop-up window.

External Content - Enter a URL. After clicking the link of Terms and
Conditions on the hotspot login page, the client will be redirected to
access the web page of the URL specified here.

Enter the text to inform the user.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

3 Whitelist Setting

In this page you can configure the whitelist settings. Users are allowed to send and receive traffic
that satisfies whitelist settings.
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Available settings are explained as follows:

Item

+Add

+Add

Destination Objects/
Groups

+Add

Cancel

Apply

Description
Destination Domain/IP

Enabled - Switch the toggle to enable/disable the setting.

Destination Domain/IP Whitelist - Please enter IP address or domain
name without the 'http://' or 'https://' prefix.

Option (Delete) - Remove current entry.
Destination Port

Enabled - Switch the toggle to enable/disable the setting.

Destination Port Whitelist - Select TCP, UDP, or TCP/UDP. The, enter
the port number.

Option (Delete) - Remove current entry.
Destination Groups

Select one IP object/group or multiple IP objects/groups as the
destination.

The selected groups are allowed to be accessed.
Source IP

The selected IPs are allowed through the router.

Enabled - Switch the toggle to enable/disable the setting.
Source IP Whitelist - Enter the IP address.

Option (Delete) - Remove current entry.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

4 More Options
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In this step you can configure advanced options for the Hotspot Web Portal.

Available settings are explained as follows:

Iltem

Login Methods

Quota Policy Profile

Landing Page After Auth

Cancel

Apply

Description
Quota Management

Show different login methods. Set individual quota policy profiles for
each method.
Specify a quota policy profile for each login method.
The default is Disable.
Go to IAM>>Hotspot Web Portal>>Quota Policy Profile to configure
several profiles, if required.

Landing Page After Authentication
Fixed URL - Specifies the webpage that will be displayed after the user
has successfully authenticated.

The user will be redirected to the specified URL. This could be used for
displaying advertisements to users, such as guests requesting wireless
Internet access in a hotel.

User Requested URL - The user will be redirected to the URL they
initially requested.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-4-2 Quota Policy Profile

The system administrator can set restrictions on valid time, idle time, reconnection time, bandwidth,
and session quotas that apply only to the web portal clients.

To add a new quota policy profile, click +Add.

Available settings are explained as follows:

Item Description
Profile Name Enter a name as the profile name.
Account Validity
Valid Time Configure the validity duration for login by setting days (0-180), hours

(0-23), and minutes (0-59).
Once the login period expires, the Vigor router will disconnect the
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Enable Idle Timeout

Limited Device /
Account

Reconnection Time
Restriction

Bandwidth Limit

Session Limit

Cancel

Apply

client from accessing the network or the Internet. If the client wishes
to log in again, they will need to be verified or authenticated by the
Vigor router.

When this option is enabled, Vigor router will terminate the network
connection if the is no activity from the user after the specified idle
time has passed.

Idle Timeout - Enter a number (1-480, minutes).
Device Control

Set the maximum number of devices that can be connected for each
account, and the time restriction for the client accessing Internet via
the web portal.

Switch the toggle to enable or disable the function.
If enabled, set the number of Allowed device.

Allowed device # - Set the maximum number of devices that can be
connected for each account, and the time restriction for the client
accessing Internet via the web portal. The maximum is 100.

Blocks the account from being used to connect devices to the network
in one of three ways:
No - No block.

by Time - After the login expires, the account cannot be used to
connect devices to the network until the set time of day.

Block users before - Choose the deadline (hour and minute) from
the drop-down menu. When the time expires, the user's access
will be disconnected and blocked.

by Period - After the login expires, the account cannot be used to
connect devices to the network for a set period of time.

Block users for - Enter the number of hours and minutes to
specify the user block period.
Bandwidth & Session Limit

Set the maximum upload and download speeds.

Switch the toggle to enable or disable the function.

If enabled, configure the following settings:

Upload Limit / Download Limit -Enter a number (1 to 9999).

Configure a maximum session limit for web portal clients.
Switch the toggle to enable or disable the function.
If enabled, configure the following setting:

Sessions - Enter a number (1 to 50000).
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-3-4-3 User Information

This page provides details about users (web portal clients) connected to this router.

Available settings are explained as follows:

Iltem

Online Users

All Users

Export as TXT
Export as JSON
Export as CSV

Filter

Description

Display the number of online users connected to the Internet via the
Vigor router.

Display the total number of users (both online and offline) connecting
to the Internet through the Vigor router.

Click to export the user information as a TXT file.
Click to export the user information as a JSON file.
Click to export the user information as a CSV file.

Display the hotspot web portal profiles.
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[1-3-5 Account Status

This page displays the status of Brute Force Protection for the IAM user account (e.g., using FTP and
IAM Service).

Available settings are explained as follows:

Item Description

Hit Count Displays the number of times a IAM user has triggered the Penalty or
User Account Lockout.

Option Unblock - Click to remove the blocked IPs.
Add to Block List - Add IPs to the Defense Setup's Allow/Block List.
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11-3-6 Backup & Restore

This page can be used to backup/restore the IAM configuration.

Available settings are explained as follows:

Item

Selected Item

Password Protection

Restore from Backup
File

File has Password
Protection

Description
Backup
Select the policy or policies for the configuration backup.

For the sake of security, the configuration file for the access point can
be encrypted.

Switch the toggle to enable/disable the function.

New Password - Enter a string as the new password.

Confirm New Password - Enter the string again for confirmation.
Back up - Click to save the settings.

Restore

! - Click to locate the file for restoring.

Restore - Click to execute the restoration.

Switch the toggle to enable/disable the function. If enabled, a
password will be required for restoring the configuration.

Password - Enter a string used for configuration restoration.
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II-4 VPN

A Virtual Private Network (VPN) is the extension of a private network that encompasses links across
shared or public networks like the Internet. In short, by VPN technology, you can send data between
two computers across a shared or public network in a manner that emulates the properties of a
point-to-point private link.

Here are some uses of VPNs:

° Communication between home office and customer.

[ Secure connection between Teleworker, staff on business trip and main office.
° Exchange data between remote office and main office.

° POS between chain store and headquarters.

° Circumvention of Internet censorship that filters websites or contents.

° Circumvention of geolocation techniques employed by service providers or vendors to block
or restrict services to users.

° Secure communications over public access points

I1-4-1 General Setup

This section offers general settings for the VPN server with different types (e.g., IPsec, WireGuard
and OpenVPN).

[1-4-1-1 Access Control

Administrators can establish a secure VPN connection by configuring the interfaces allowed for VPN
dial-in and pairing them with a whitelist or blacklist of VPN source IP addresses.
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Available settings are explained as follows:

Item

Accept VPN Connections
on

VPN Access Control
Mode

Cancel

Apply

Description

It can filter trusted VPN connections by setting up IP object/group
allow lists or block lists.

Select the WAN interfaces to accept VPN connections.

All Interfaces - Accept the VPN connections on all WAN interfaces.

Specified Interface - Customize the WAN interface, IP address, and
VPN protocols which allow the VPN connections.

+Add - Click to add up to 8 settings.
WAN - Select the WAN interface.
IPv4 - Select the WAN IP address (Default WAN IP) or disable this
option.
Allowed VPN Protocols - There are four protocols (IPsec,

WireGuard, OpenVPN and EasyVPN). Select the one(s) allowed for
VPN connection.

Option - Click Delete to remove the selected interface.
It can filter trusted VPN connections by setting up IP object/group
allow lists or block lists.
Allow All Connections - Accept the VPN connections from all clients.

Allow List - Accept VPN connections from users within the IP
object/group settings selected below.

+Add - Click to have a new entry setting.

Block List - Deny VPN connections from users within the IP
object/group settings selected below.

+Add - Click to have a new entry setting.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-4-1-2 EasyVPN

The Vigor router supports multiple VPN protocols, including IPsec, WireGuard, and OpenVPN.
However, general users may find it challenging to choose the right protocol or may face difficulties
during the VPN setup. Additionally, environmental factors can sometimes prevent a successful VPN
connection. To address these issues, the Vigor router introduces a new protocol called EasyVPN,
designed to simplify the process.

With EasyVPN, users no longer need to generate keys for WireGuard, import configuration files for
OpenVPN, or upload certificates. To establish a successful VPN connection, users simply need to
enter their username and password or obtain an OTP code via email.

Moreover, if a VPN connection cannot be established for any reason, the Vigor system will
automatically switch the EasyVPN connection to the next available protocol and attempt to
reconnect.

Available settings are explained as follows:

Item Description
Enabled Switch the toggle to enable/disable this service.
Listen Port Mode Configure the ports that the EasyVPN service listens to.

Follow HTTPS WAN Access Port - For the EasyVPN service, use the
same port as the HTTPS management port. Ensure that HTTPS
management from the WAN is enabled to allow communication
between the EasyVPN client and the EasyVPN server.

Customize - Select to define the listening port number manually.
Listen Port - Enter a port value (1-65535).
VPN Type Preference This feature enables users to customize the priority of their Dial-In

VPN connections. By default, the order is based on VPN performance,
arranged as follows: IPsec VPN > WireGuard VPN > OpenVPN.

To change the order, simply drag and rearrange the items in the
provided interface.

Preference - Display the order of the VPN protocols.
VPN Protocols - Display the name of the VPN protocols.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.
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After finishing this web page configuration, please click Apply to save the settings.

[1-4-1-3 IPsec

IPsec (Internet Protocol Security) encrypts and authenticates network traffic, ensuring secure data
transmission over VPNSs. It protects against unauthorized access, data tampering, and
eavesdropping, making it ideal for remote work, site-to-site and teleworker connections, while
safeguarding sensitive information across untrusted networks.

Available settings are explained as follows:

Item Description
Enabled Switch the toggle to enable/disable the settings.
Authentication Settings for Dynamic Peer

Certificate Select a router VPN server certificate. It will be used for X.509
authentication in the IPsec connection.
To set up certificates on the router, go to the
Configuration>>Certificates section.

Preferred Local ID Select Alternative Subject Name or Subject Name.
Specify the preferred local ID information (Alternative Subject Name
or Subject Name) for IPsec authentication.

General Site-to-Site PSK = Pre-Shared key - Define the PSK key for general authentication.

XAuth User PSK Pre-Shared Key - Define the PSK key for IPsec XAuth authentication.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-4-1-4 WireGuard

WireGuard is a secure, fast, and modern open-source VPN Protocol. This VPN connection can build
a VPN by exchanging private and public keys between VPN servers (e.g., Vigor router) and VPN
clients (e.g., WireGuard VPN Client).

Available settings are explained as follows:

Item Description
Enabled Switch the toggle to enable/disable the settings.
Listen Port Enter a port number for WireGuard VPN server.

The default number is 51820.

Default Key Pairs

Generate Private Key Generate - Click to generate keys (private and public) for the VPN
server.

Private Key Displays the private key generated.

Public Key It is required to be configured in the WireGuard VPN client router.

After clicking Generate, the public key will be shown on this page.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-4-1-5 OpenVPN

The OpenVPN protocol utilizes public keys, certificates, and usernames and passwords to
authenticate the client. Traffic is carried over secure channels built upon industry-standard SSL/TLS
encryption protocols.

With integrating of OpenVPN, Vigor router can help users to achieve more robust, reliable and
secure private connections for business needs.

OpenVPN offers a convenient way for users to build a VPN between the local end and the remote
end. There are two advantages of OpenVPN:
[ It can be operated on different systems such as Windows, Linux, and MacOS.

° Based on the standard protocol of SSL encryption, OpenVPN can provide you with a scalable
client/server mode, permitting multi-client to connect to a single OpenVPN Server process
over a single TCP or UDP port.

In terms of credentials, the administrator can choose to let the router generate the certificates, or
import certificates issued by third-party certificate authorities (CAs). When the router generates the
certificates, it acts as the root CA to issue the trusted CA certificates. If, however, a certificate issued
by a third-party CA is used, both the CA's certificate and the issued certificate need to be imported
to the router in the Trusted CA Certificate and Local Certificate sections, respectively.

OpenVPN requires the use of certificates. Before establishing OpenVPN connection, general settings
for OpenVPN service shall be configured first.

Available settings are explained as follows:

Item Description
Enabled Switch the toggle to enable/disable the settings.
OpenVPN Server Setup

UPD Enabled Switch the toggle to enable/disable the UDP protocol for OpenVPN
connections.
UDP Port - Enter the UDP port number.

TCP Enabled Switch the toggle to enable/disable the TCP protocol for OpenVPN
connections.
TCP Port - Enter the TCP port number.
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Cipher Algorithm

HMAC Algorithm

Certificate
Authentication

Certificate Source

Server CA

Server Certificate

Cancel

Apply

Select the desired cipher algorithm. Two encryption algorithms are
supported: AES128, AES192 and AES256. AES256 is more secure than
AES128 but may result in lower performance because it incurs higher
computational overhead.

HMAC stands for Hash-based Message Authentication Code. It is used
to validate the data integrity and authenticity of the VPN data.

Select the desired HMAC hash algorithm. Two hash algorithms, SHA1
and SHA256, are supported. SHA256 is preferred as it is more robust
and reliable than SHA1.

Switch the toggle to enable if you would like to validate that the client
certificate was issued by a trusted CA.

Select a source for the certificate to be used for OpenVPN.

Select from Existing Certificates - Third-party certificates will be used
for OpenVPN.

Router Generate Certificates - Router-generated certificates that will
be used for OpenVPN.

Use the dropdown list to select the trust CA certificate that has
already been uploaded to the router.

To upload more Trusted CA certificates to the router, go to Certificate
Configuration>>Certificates page and click the Trusted CA tab for
obtaining more certificates.

Use the dropdown list to select a server certificate that has already
been uploaded to the router.

To upload more local certificates to the router, go to Certificate
Configuration>>Certificates page and click Local Certificate tab for
obtaining more certificates.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1-4-1-6 VPN MSS

MSS is the abbreviation of Maximum TCP segment size.

This page is used to automatically adjust the TCP MSS value within a VPN tunnel. It optimizes packet
size to prevent fragmentation and ensure the efficient data transmission over the network.

Available settings are explained as follows:

Item Description
Mode Auto Adjustment by WAN MTU - Obtain the MSS value by
automatically adjusting it according to the WAN MTU.

Manually - Please specify the MSS values for each type to avoid
packets cut by MTU during the data transmission period via the VPN
connection.

IPsec
WireGuard
OpenVPN

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.
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11-4-2 Site-to-Site VPN

The VPN means a connection between two router's LAN networks, which

Allows employees in branch offices and head office to share the same network resources.

Configures the VPN server for inbound connections from other routers.

This page allows to configure the VPN server for inbound connections from other routers.

1I-4-2-1 VPN Type - IPsec

IPsec (Internet Protocol Security) encrypts and authenticates network traffic, ensuring secure data
transmission over VPNSs. It protects against unauthorized access, data tampering, and
eavesdropping, making it ideal for remote work, site-to-site and teleworker connections, while
safeguarding sensitive information across untrusted networks.

To add a new resources profile (IPsec VPN type), open VPN>>Site-to-Site VPN and click +Add.
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Available settings are explained as follows:

Item Description
Advanced Click to show or hide the advanced settings for the site-to-site VPN.
Mode:ON/OFF
Profile Name Enter the name of the profile.
Enabled Switch the toggle to enable/disable the settings.
General
Direction Specify the allowed call direction of this VPN profile.

Both - Profile is to be used to initiate (dial out) or accept (dial in)
connections.

Dial-Out - Profile is to be used to initiate outgoing connections.

Dial-In - Profile is to be used to accept incoming connections.

VPN Type Select a VPN type for building the VPN connection.

Direction on Dial-out - Available VPN type includes:
IPsec
OpenVPN
WireGuard

Direction on Dial-In - Available VPN type includes:
IPsec
OpenVPN
WireGuard

Direction on Both - Available VPN type includes:
IPsec
OpenVPN

Options related to the IPsec VPN type will be changed according to the
Direction used.

IPsec (with the direction on Both, Dial-In) -

IPsec Dial-In Protocol
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IPsec Dial-In Protocol

Dial-In Allowed
Schedule

IPsec Dial-Out Protocol

Remote IP/ Domain

Dial-Out Mode

Username

Password

Dial-Out Settings

Dial-in Allowed Schedule
IPsec (with the direction on Both, Dial-Out)-

IPsec Dial-Out Protocol

Remote IP/ Domain

Dial-Out Mode
Select a protocol to trigger an IPsec VPN connection through the
Internet.

IKEV1/v2

XAuth.

Connect and disconnect according to schedule profiles.

Always Allow - Select this option to maintain an always on dial-in
connection.

Scheduled -Select this option to make the VPN connection based on
the schedule.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

Select a protocol to trigger an IPsec VPN connection through the
Internet.
IKEV1
IKEV2
IKEV2 EAP
XAuth
Enter IPv4 or hostname for the remote VPN server.
On Demand - The VPN connection will be triggered when detecting

traffic going to the remote network.

Always On - Select this option to maintain an always on dial-out
connection.

Scheduled -Select this option to make the VPN connection based on
the schedule.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

Username and Password

It is available when XAuth is selected as IPsec Dial-In/Dial-Out
Protocol.

Used by the remote LAN to establish a VPN connection.

It is available when XAuth is selected as IPsec Dial-In/Dial-Out
Protocol.

Used by the remote LAN to establish a VPN connection.
IKE Authentication for Dial-Out/Both

It is available when Dial-Out is selected as the Direction and IPsec is
selected as VPN Type.
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Negotiation It is available when IKEv1 is selected as IPsec Dial-Out Protocol.

Select Main mode or Aggressive mode. The ultimate outcome is to
exchange security proposals to create a protected secure channel.
The default value in Vigor router is Main mode.

Main Mode - Main mode is more secure than Aggressive mode since
more exchanges are done in a secure channel to set up the IPsec
session. However, the Aggressive mode is faster.

Aggressive Mode - Main mode is more secure than Aggressive mode
since more exchanges are done in a secure channel to set up the
IPsec session. However, the Aggressive mode is faster.

Pre-Shared Key - Input the characters as pre-shared key.
Authentication It is available when using IKEv1 (under Main Mode) or IKEv2 is
selected.
Pre-Shared Key - Select as the authentication method.
Pre-Shared Key - Input the characters as pre-shared key.
Certificate -Select as the authentication method.

Local Certificate - Select one of the profiles setin
Configuration>>Certificates Local Certificates.

Local ID - Select Subject Name or Subject Alternative Name.

Peer ID - Select Accept Subject Alternative Name, Peer Certificate,
Accept Subject Name, Accept Any.

Select Accept Subject Alternative Name - The following three
formats of Peer ID are acceptable, including IP Address, Domain
Name, and Email.

Peer Certificate - Select a peer certificate that has been
pre-obtained and stored in Configuration>>Certificates Local
Certificates.

Accept Subject Name - Enter the complete certificate subject
name.

Accept Any - Any certificate signed by a trusted CAin
Configuration>>Certificates Trusted CA will be considered valid.

IKE Identifier Set the local ID and Peer ID for identification.

Local ID and Peer ID are provided for certain connections that require
specifying an ID, such as IKEv1 using Aggressive mode and IKEv2
(optional).

Local ID Specify a local ID to be used when establishing a VPN connection
using IPsec VPN type.
Peer ID Enter the ID name for the remote client.
If the values are specified, only connections coming from the specified
IP address and/or having the specified Peer ID will be accepted.
IKE Authentication for Dial-In/Both

Dial-In Settings It is available when Dial-In is selected as the Direction and IPsec is
selected as VPN Type.

Negotiation Select Main mode or Aggressive mode. The ultimate outcome is to
exchange security proposals to create a protected secure channel.
The default value in Vigor router is Main mode.

Main Mode - Main mode is more secure than Aggressive mode since
more exchanges are done in a secure channel to set up the IPsec
session. However, the Aggressive mode is faster.
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Specify VPN Peer

X.509 Digital Signature

IKE Identifier

Local ID

Peer ID

Aggressive Mode - Main mode is more secure than Aggressive mode
since more exchanges are done in a secure channel to set up the
IPsec session. However, the Aggressive mode is faster.

It is available when IKEv1/v2 is selected as IPsec Dial-In Protocol.

This feature can restrict this IPsec to be initiated only by the specified
peer IP address or domain name, and specify the private key to be
used.

If enabled,

Remote IP - Enter the IP address of the remote peer.
Pre-Shared Key - Input characters as pre-shared key for
authentication.

It is available when IKEv1/v2 is selected as IPsec Dial-In Protocol.

To use an X.509 digital signature, select one of the authentication
methods and enter the required information for each method.

Select Accept Subject Alternative Name - The following three formats
of Peer ID are acceptable, including IP Address, Domain Name, and
Email.

Peer Certificate - Select a peer certificate that has been pre-obtained
and stored in Configuration>>Certificates Local Certificates.

Accept Subject Name - Enter the complete certificate subject name.
Accept Any - Any certificate signed by a trusted CA in
Configuration>>Certificates Trusted CA will be considered valid.

Set the local ID and Peer ID for identification.

Local ID and Peer ID are provided for certain connections that require
specifying an ID, such as IKEv1 using Aggressive mode and IKEv2
(optional).

Specify a local ID to be used when establishing a VPN connection
using IPsec VPN type.
Enter the ID name for the remote client.

If the values are specified, only connections coming from the specified
IP address and/or having the specified Peer ID will be accepted.

More settings for IKE Authentication

IKE Phase 1

IKE Phase 2

Encryption - Use Auto/AES/3DES/DES encryption algorithm and apply
MDS5 or SHA-1 authentication algorithm.

Group - Specify a key exchange proposal.
Authentication - Select SHA256 or SHA1 for packet authentication.

Lifetime - For security reason, the lifetime of key should be defined.
The default value is 28800 seconds. You may specify a value in
between 900 and 86400 seconds.

Specify the security protocol, proposal encryption and proposal
authentication.

Security Protocol - AH (Medium) means data will be authenticated,
but not be encrypted. By default, this option is active. ESP (High)
means payload (data) will be encrypted and authenticated.

Encryption - Use AES/3DES/DES encryption algorithm.
Authentication - Select All, SHA256 or SHA1 for packet authentication.

Lifetime - For security reason, the lifetime of key should be defined.
The default value is 3600 seconds. You may specify a value in between
600 and 86400 seconds.
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Dead Peer Detection

Network

Routing/NAT Mode

More Remote Subnets

Perfect Forward Secret - Switch the toggle to enable/disable this
function. PFS forces key exchange during Phase-2 periodic Rekey.

Dead Peer Detection (DPD) is the method to detect an IPsec
connection.

DPD Delay - It is a keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value 0 to disable this
function. The recommended value is 30 seconds if enabled.

DPD Timeout - It is the timeout timer. The peer will be declared dead
once no acknowledge message is received after timeout value. Use
the value 0 to disable this function. The recommended value is 120
seconds if enabled.

Network

Specify that traffic from the local subnet and remote subnet can pass
through the VPN connection.

Local Network - The default value is 0.0.0.0, which means the Vigor
router will get a PPP IP address from the remote router during the
IPCP negotiation phase. If the PPP IP address is fixed by remote side,
specify the fixed IP address here. Do not change the default value if
you do not select PPTP or L2TP.

Subnet Mask - Display the local network IP and mask for TCP / IP
configuration. Select the one to meet the local network value.

Remote Network - The default value is 0.0.0.0, which means the Vigor
router will get a remote Gateway PPP IP address from the remote
router during the IPCP negotiation phase. If the PPP IP address is fixed
by remote side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Subnet Mask - Select the one to meet the local network value. It is
used to add a static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the VPN
connection. For IPsec, this is the destination clients IDs of phase 2
quick mode.

Routing Mode - It enables a standard site-to-site VPN, where the
traffic is directly routed between two networks without altering the
source |P address.

NAT Mode - It modifies VPN traffic to the remote site by translating

the source IP into a virtual IP address before sending it to the
destination.

It is used to add more static routes for subnets destined for the
remote network.

Disabled - Disable this function.
Multiple SAs - Multiple SAs will establish different Phase 2 SAs based

on the local network and remote network to provide additional
security for data transmission. Select for adding new route.

+Add - Click to add new static route. Enter required information
for local network, subnet mask, remote network and subnet
mask.

More Options under the Advanced Mode

Dial-Out Interface Mode

It is available when the call direction of this VPN profile is set to
Dial-Out the Advanced Mode is ON.

Select the WAN connection for connections made using this profile.
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Dial-Out Interface

Idle Timeout

GRE Over IPsec

Routing/NAT Mode

Cancel

Apply

This setting is useful for dial-out only.

Selected Interface First - While connecting, the router will use the
selected WAN interface first for VPN connection. If selected WAN fails,
the router will try to use other WAN(s).

Selected Interface Only - While connecting, the router will use
selected WAN as the only interface for VPN connection.

Manual - Customize VPN settings. Specify which WANs can be used as
outgoing interfaces.

It is available when the call direction of this VPN profile is set to
Dial-Out the Advanced Mode is ON.

Auto Select - Decide which interface to dial out based on the default
route.

Default WAN IP / IP Address - Use the drop-down list to specify one
WAN [P address for this VPN profile.

The tunnel will be disconnected when no traffic is detected within Idle
Timeout. Disable this feature by setting the value to 0.
Switch the toggle to enable/disable the function.

It will verify data and transmit data in encryption with GRE over IPsec
packet after configuring IPsec Dial-Out setting. Both ends must match
for each other by setting same virtual IP address for communication.

GRE Local IP - Enter the virtual IP for router itself for verified by peer.
GRE Remote IP - Enter the virtual IP of peer host for verified by router.
Routing Mode - It enables a standard site-to-site VPN, where the

traffic is directly routed between two networks without altering the
source IP address.

NAT Mode - It modifies VPN traffic to the remote site by translating
the source IP into a virtual IP address before sending it to the
destination.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-4-2-2 VPN Type - WireGuard

WireGuard is a secure, fast, and modern open-source VPN Protocol. This VPN connection can build
a VPN by exchanging private and public keys between VPN servers (e.g., Vigor router) and VPN
clients (e.g., WireGuard VPN Client).

To add a new resources profile (WireGuard VPN type), open VPN>>Site-to-Site VPN and click +Add.

Available settings are explained as follows:

Item Description
Advanced Click to show or hide the advanced settings for the site-to-site VPN.
Mode:ON/OFF
Profile Name Enter the name of the profile.
Enabled Switch the toggle to enable/disable the settings.
General
Direction Specify the allowed call direction of this WireGuard VPN profile.

Dial-Out - Profile is to be used to initiate outgoing connections.
Dial-In - Profile is to be used to accept incoming connections.

VPN Type Select a VPN type for building the VPN connection. Options related to
WireGuard VPN type will be changed according to the Direction used.

WireGuard (with the direction on Dial-In) - The WireGuard VPN type is
available when Dial-In or Dial-Out is selected as the Direction.

Dial-in Allowed Schedule
WireGuard (with the direction on Dial-Out) -
Remote IP/Domain

Server Port

Dial-Out Mode
Dial-In Allowed Connect and disconnect according to schedule profiles.
Schedule Always Allow - Select this option to maintain an always on dial-in
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Remote IP/Domain
Server Port

Dial-Out Mode

Interface

Peer

Network

connection.

Scheduled -Select this option to make the VPN connection based on
the schedule.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

Enter IPv4 or hostname for the remote VPN server.
Set a port number for the VPN server.
On Demand - The VPN connection will be triggered when detecting

traffic going to the remote network.

Always On - Select this option to maintain an always on dial-out
connection.

Scheduled - Connect and disconnect according to schedule profiles.
The default setting of this field is blank and the function will always
work.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

WireGuard
It is available when Dial-Out is selected as the Direction and
Wireguard is selected as VPN Type.
Private Key - Displays the private key generated by clicking Generate.

Generate Private Key - Click the Generate button to generate a key
pair (including private key and public key).

Public Key - Displays the public key generated by clicking Generate.
It is available when Dial-Out/Dial-In is selected as the Direction and
Wireguard is selected as VPN Type.

Configure the settings for the client (peer).

Public Key - Enter the Public key of the Peer VPN server.

Pre-Shared Key - Displays the private key generated by clicking
Generate PSK.

Generate PSK - Click Generate to generate the pre-shared key.

For NAT Client Address (Optional) - It is for Dial-In only. Enter the IP
address of the remote peer.

Keepalive - Default is 60 seconds.
Network

It is crucial for defining the traffic routing. Traffic from both the local
and remote subnets can pass through the WireGuard VPN
connection.

Local Network - Defines the range of IP addresses that belong to your
local network, which will be used when routing traffic through the
VPN.

Subnet Mask - The subnet mask helps define the size of your local
network and tells the VPN how to interpret the network portion of the
IP address. A subnet mask of 255.255.255.0 (or /24 in CIDR notation)
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means that the first 24 bits of the IP address are for the network, and
the remaining 8 bits are for hosts (devices) within the local network.
Remote Network - Defines the IP address range of the remote
network that you are connecting to. For instance, if the remote
network is 10.0.0.0/24, you are telling the VPN that the remote
network's IP range is 10.0.0.1 through 10.0.0.254.

Subnet Mask - Similar to the local network, the subnet mask for the
remote network determines how the remote network’s IP range is
divided. If the remote network has a subnet mask of 255.255.255.0 (or
/24), it means that the remote network has 254 possible addresses for
devices.

Routing/NAT Mode If the remote network only allows one IP address for the local
network, select NAT; otherwise, select Routing.
Routing
NAT
More Subnets It is used to add more static routes for subnets destined for the
remote network.
Disabled - Disable this function.

+Add - Click to add new static route. Enter required information
for the remote network and subnet mask.

Options under the Advanced Mode

Dial-Out Interface Mode = Select the WAN connection for connections made using this profile.
This setting is useful for dial-out only.

Selected Interface First - While connecting, the router will use the
selected WAN interface first for VPN connection. If selected WAN fails,
the router will try to use other WAN(s).

Selected Interface Only - While connecting, the router will use
selected WAN as the only interface for VPN connection.

Manual - Customize VPN settings. Specify which WANs can be used as
outgoing interfaces.

Dial-Out Interface It is available when the call direction of this VPN profile is set to
Dial-Out.
Auto Select - Decide which interface to dial out based on the default
route.

Default WAN IP / IP Address - Use the drop-down list to specify one
WAN [P address for this VPN profile.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-4-2-3 VPN Type - OpenVPN

The OpenVPN protocol utilizes public keys, certificates, and usernames and passwords to
authenticate the client. Traffic is carried over secure channels built upon industry-standard SSL/TLS
encryption protocols.

OpenVPN requires the use of certificates. Before establishing OpenVPN connection, general settings
for OpenVPN service shall be configured first.

To add a new resources profile (OpenVPN VPN type), open VPN>>Site-to-Site VPN and click +Add.

Available settings are explained as follows:

Item Description
Advanced Click to show or hide the advanced settings for the site-to-site VPN.
Mode:ON/OFF
Profile Name Enter the name of the profile.
Enabled Switch the toggle to enable/disable the settings.
General
Direction Specify the allowed call direction of this VPN profile.

Dial-Out - Profile is to be used to initiate outgoing connections.
Dial-In - Profile is to be used to accept incoming connections.
VPN Type Select a VPN type for building the VPN connection. Options related to

OpenVPN type will be changed according to the Direction used.
OpenVPN (with the direction on Both, Dial-In) -

Dial-in Allowed Schedule
OpenVPN (with the direction on Both, Dial-Out) -

Remote IP/Domain

Server Port

Dial-Out Mode
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Dial-In Allowed
Schedule

Remote IP/Domain
Server Port

Dial-Out Mode

Username and
Password

Network

Routing/NAT Mode

Connect and disconnect according to schedule profiles.

Always Allow - Select this option to maintain an always on dial-in
connection.

Scheduled -Select this option to make the VPN connection based on
the schedule.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

Enter IPv4 or hostname for the remote VPN server.
Set a port number for the VPN server.

On Demand - The VPN connection will be triggered when detecting
traffic going to the remote network.

Always On - Select this option to maintain an always on dial-out
connection.

Scheduled - Connect and disconnect according to schedule profiles.
The default setting of this field is blank and the function will always
work.

Drop the Active Tunnel when Schedule is Enforced - Switch the
toggle to enable/disable the function.

VPN Schedule - Use the drop-down menu to specify one VPN
profile. Before configuring the VPN Schedule, add the required
time intervals in Configuration>> Objects>> Schedule.

Username and Password

It is available when Dial-Out/Dial-In is selected as the Direction and
OpenVPN is selected as VPN Type.

Username -Used by the remote LAN to establish a VPN connection.
Password - Used by the remote LAN to establish a VPN connection.

Network

It is crucial for defining the traffic routing. Traffic from both the local
and remote subnets can pass through the VPN connection.

Local Network - Defines the range of IP addresses that belong to your
local network, which can be accessed through the VPN tunnel.

Subnet Mask - The subnet mask helps define the size of your local
network and tells the VPN how to interpret the network portion of the
IP address. A subnet mask of 255.255.255.0 (or /24 in CIDR notation)
means that the first 24 bits of the IP address are for the network, and
the remaining 8 bits are for hosts (devices) within the local network.

Remote Network -Defines the IP address range of the remote

network that you are connecting to. For instance, if the remote
network is 10.0.0.0/24, you are telling the VPN that the remote
network's IP range is 10.0.0.1 through 10.0.0.254.

Subnet Mask - Similar to the local network, the subnet mask for the
remote network determines how the remote network’s IP range is
divided. If the remote network has a subnet mask of 255.255.255.0 (or
/24), it means that the remote network has 254 possible addresses for
devices.

If the remote network only allows one IP address for the local
network, NAT will be shown in this field. Otherwise, Routing will be
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More Subnets

shown in this field.

It is used to add more static routes for subnets destined for the
remote network.

Switch the toggle to enable/disable this function.

+Add - If the function is enabled, click Add to add new static
route. Enter required information for remote network and subnet
mask.

Options under the Advanced Mode

Dial-Out Interface Mode

Dial-Out Interface

OpenVPN Settings

Dial Out Advanced
Settings

Select the WAN connection for connections made using this profile.
This setting is useful for dial-out only.

Selected Interface First - While connecting, the router will use the
selected WAN interface first for VPN connection. If selected WAN fails,
the router will try to use other WAN(s).

Selected Interface Only - While connecting, the router will use
selected WAN as the only interface for VPN connection.

Manual - Customize VPN settings. Specify which WANs can be used as
outgoing interfaces.

Auto Select - Decide which interface to dial out based on the default
route.

Default WAN IP / IP Address - Use the drop-down list to specify one
WAN [P address for this VPN profile.

It is available when Dial-Out is selected as the Direction and OpenVPN
is selected as VPN Type.

Dial-Out Protocol - Select TCP or UDP as VPN server protocol.

Import OpenVPN Config - An OpenVPN config file from other Vigor
router can be imported and apply to this router.

Select to import an OpenVPN configuration file from a specified
OpenVPN server (e.g., Vigor router, PC, other VPN provider, etc.) onto
to Vigor router. Later, as a VPN client, this router can access into VPN
server via the username and password. If the configuration file
contains certificates, they will be automatically imported.

Cipher Algorithm - Select the desired cipher algorithm. Two
encryption algorithms are supported: AES128, AES192 and AES256.
AES256 is more secure than AES128 but may result in lower
performance because it incurs higher computational overhead.

HMAC Algorithm - HMAC stands for Hash-based Message
Authentication Code. It is used to validate the data integrity and
authenticity of the VPN data.

Select the desired HMAC hash algorithm. Two hash algorithms, SHA1
and SHA256, are supported. SHA256 is preferred as it is more robust
and reliable than SHA1.

Client Certificate - Use the dropdown list to select a client certificate
that has already been uploaded to the router. Default (Use CERT from
OPenVPN Config) will be selected automatically after import OpenVPN
Config file.

Trusted CA - Use the dropdown list to select a trust CA certificate that
has already been uploaded to the router. Default (Use CA from
OpenVPN Config) will be selected automatically after import OpenVPN
Config file.

Compress - Select a method to compress the packets to reduce the
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bandwidth usage while transferring the compressed packets.

TLS Auth - Switch the toggle to use/close the TLS authentication
method. If the OpenVPN configuration file contains TLS Key, they will
be automatically imported.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-4-3 Teleworker VPN

The VPN means a connection between the remote host and router's LAN network. The host will use
an IP address in the local subnet. It allows employees to access the company's internal resources
when they are traveling.

Open VPN>>Teleworker VPN to get the following page.

To add a new VPN profile, click +Add.

Note that the settings modification related to the user profile (no matter add or edit) here will
rewrite the settings on IAM>>Users & Groups>>Users synchronically, and vice versa.
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Available settings are explained as follows:

Item

Username

Usage

Password/
New Password/
Confirm New Password

Status

Group Policy

Expiration Time

Role

Allow Login from WAN

User Information

MFA

Description

Enter the Login name (e.g., LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc.) for this user profile.
Define the type of this user profile.

IAM User - This profile can be used for VPN, RADIUS, 802.1X, USB and
IAM (AWS Identity and Access Management) authentication.

Router Management - This profile is only for router management

access and cannot be used for VPN, RADIUS, 802.1X, USB, and IAM
authentication.

Password (e.g., lug123 wug123wug456, etc.) for this user profile.

When a user tries to access the Internet, he or she must supply a valid
user name and password combination for authentication. The profile
with matching user name and password will be applied to the session.

General

Active - Enable the general settings in this page.
Inactive - Disable the general settings in this page.

It is available if "IAM User" is selected as the usage.
Select a group policy profile to be applied by this user profile.

Itis available if "IAM User" is selected as the usage.

It means that the user account will be automatically disconnected
after the time is up.

Set the network connection to work at certain time interval only. All
user accounts will apply the time configuration automatically by
default.

Never - The network connection is always on.

Expire in - The network connection will expire and terminate the
connection after specified minutes, hours, days, or weeks once built.

Expire at - The network connection will expire and terminate the
connection on the date and time specified below once built.

Date
Time
It is available if "Router Management" is selected as the usage.
Administrator
Guest

Users

It is available if "Router Management" is selected as the usage.

If enabled, the user can login from WAN by using this user account.

Enable Email - Switch the toggle to enable or disable the email setting.
Email - Enter the email address for receiving the MFA PIN code.

Send Email Notification to the newly created User - Send a
notification email to this user account.

Enable SMS - Switch the toggle to enable or disable the SMS setting.

SMS - Enter the destination SMS number for receiving the MFA
PIN code.

Multi-factor authentication (MFA) can offer a more secure network
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Account Info

General

Allowed VPN Protocols

connection.
Enable MFA - Switch the toggle to enable/disable the MFA function.

Allowed MFA Method - Select to require TOTP, Email, SMS and/or
mOTP authentication when logging in from the WAN.

TOTP - For the Time-based One-time Password (TOTP) mechanism,
please make sure the time zone of your router is correct. Then, install
Google Authenticator APP on your cell phone. Open the APP to scan
the QR code on this page. A one-time password will be shown on your
phone.

In the filed of Validation Code, enter the one-time password and click
Verify.

Now, the configuration is finished. You will be asked to enter the 2FA
code on the after passing the username and password authentication.

SMS/Email - The password will be transferred via the SMS and/or Mail
profiles selected from User Information above.

mOTP - Mobile one-Time Password (mOTP) allows the use of mOTP
passwords. Enter the PIN Code and Secret settings for getting
one-time passwords.

Displays general information (created time, last login at and last login
IP) for the VPN user account.

Teleworker VPN

(available if IAM User is selected as the Usage)

Enable Teleworker VPN - Switch the toggle to enable/disable
Teleworker VPN configuration.

Idle Timeout - If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By default, the Idle
Timeout is set to 300 seconds.

VPN Schedule - Select Always On. Or choose Scheduled On to make
the VPN connection based on the schedule.

Before configuring VPN Schedule, add the required time intervals in
Configuration>>0Objects >>Schedule.

Download SmartVPN Client - Click to download the utility of DrayTeck
SmartVPN client for building VPN connection.

Select IPsec, WireGuard or OpenVPN as the protocol for the
teleworker VPN connection.

IPsec - Switch the toggle to enable the IPsec protocol. If enabled,
select IKEv1/v2, EAP and/or XAuth as the IPsec authentication.

OpenVPN - Switch the toggle to enable OpenVPN protocol.
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Security

Local IP Assignment

WireGuard -Switch the toggle to enable WireGuard protocol.

General Key Mode - Select Auto or Customized.

Select Auto and click Generate Key Pair to generate the key pair of
the private key and the public key of the peer.

Select Customized to enter the public key of the peer side.

Public Key - Enter the string offered by the remote WireGuard
VPN client.

Pre-Shared Key - Displays the private key generated by clicking
Generate PSK.

Generate PSK - Click the Generate PSK button to generate a
pre-shared key.

Persistent Keepalive - Default is 60 seconds. If the peer is behind
a NAT or a firewall, use the default setting.

Specify VPN Peer - Switch the toggle to enable/disable the security
mechanism for the remote client.

Remote Client IP - Enter the IP address of the remote peer.

Pre-Shared Key - "Specify VPN Peer" can restrict this IPsec to be
initiated only by the specified peer IP address or domain name, and
specify the private key to be used.

X.509 Digital Signature - It is available only for IPsec protocol. Accept
the certificates authentication. To use an X.509 digital signature, select
one of the authentication methods and enter the required
information for each method.

Disabled - Select to disable the certificate application for VPN

connection.

Accept Subject Alternative Name - The following three formats of

Peer ID are acceptable, including IP Address, Domain Name, and

Email.

Select from Existing Certificates - Select a peer certificate that has

been pre-obtained and stored in Configuration>>Certificates

Local Certificates.

Accept Subject Name - Enter the complete certificate subject

name.

Accept Any - Any certificate signed by a trusted CA in

Configuration>>Certificates Trusted CA will be considered valid.
Click IPsec Advanced Settings to get the following options. Local ID
and Peer ID are provided for certain connections that require
specifying an ID, such as IKEv1 using Aggressive mode and IKEv2
(optional).

Peer ID - Specify a local ID to be used when establishing a VPN

connection using IPsec VPN type. Enter the ID name for the

remote client.

Local ID (optional) - If the values are specified, only connections

coming from the specified IP address and/or having the specified

Peer ID will be accepted.

Assign IP from - Select a LAN interface for IP assignment.
Static IP - Specify an IPv4 address as the static IP.

Assign DNS By - Select LAN DHCP or Static DNS.

If LAN DHCP is selected,

Assign DNS By - It is available when LAN DHCP is selected.
Choose LAN DHCP (the DNS IP will be assigned by Vigor router
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automatically) or Manually.

If Static DNS is selected,
Primary DNS - Enter the IPv4 address for Primary DNS server.
Secondary DNS - Enter another IPv4 address for DNS server if

required.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
OpenVPN Config Generator.

On this page, you can create configuration required for a remote OpenVPN client to connect to the
router and then download it directly or send it to the user via email.

Available settings are explained as follows:

Item Description
Specify Server URL by The OpenVPN client will use the IP address or domain name to
connect to the router.

WAN IP - The OpenVPN configuration file will use the numeric IP
address as the server address.

WAN [P - Select the WAN interface.

DDNS Profile - The OpenVPN configuration file will use the domain
name from the DDNS Profile.

DDNS Profile - Select a DDNS profile.

Custom URL - The OpenVPN configuration file will use the
user-defined server IP or domain name.

Custom URL - Specify a user-defined URL.

Set VPN as Default Switch the toggle to enable/disable the function.
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Gateway

Transport Protocol

Auto Dial Out

Cache password for
auto reconnect

UDP Ping

UDP Ping Exit

Export Configuration by

Close

Apply

Enable - The Vigor router will be treated as a "default" gateway for
OpenVPN clients. The OpenVPN client will redirect all the traffic to the
Vigor router via the OpenVPN tunnel.

Disable -Disable the function.

TCP/UDP - Select UDP or TCP for the protocol to be used by the
OpenVPN client to connect to the router.

Switch the toggle to enable/disable the function.

Enable - The remote client can auto-dial to this Vigor router to build an
OpenVPN tunnel.

Disable - Disable the function.

Switch the toggle to enable/disable the function.

Enable - OpenVPN will reconnect per hour. While reconnecting, the
password is required. If the function is enabled, the password for
OpenVPN connection will be kept and used by the Vigor system for
reconnection every time.

Disable - Disable the function.

Ping remote device over the UDP control channel, if no packets have
been sent for the number of seconds configured here.

Let OpenVPN exit after the seconds set here if no reception of a ping
or other packet from the remote device.

Email to Users - If selected, the Included Users field below will be
displayed. The OpenVPN configuration file will be sent to users listed
on Included Users.

Included Users - Select teleworker users that will receive the
configuration from Vigor router.

Send Email - Click to email the settings on this page as a file,
which can be imported into a VPN client to establish OpenVPN
connections to teleworker users.

Download zip file - The configuration file for OpenVPN will be stored
on the database. If selected, the Download Configuration button
below will be displayed.

Download Configuration - Click this button to download the
settings on this page as a file, which can be imported into a VPN
client to establish OpenVPN connections.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[1-4-4 VPN Connection Status

This section displays various VPN connection status, including
Site-to-Site VPN
Teleworker VPN
Connection History
Failed VPN Connection Attempts

Blocked by Brute Force Protection
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11-4-5 Backup & Restore

This page can be used to backup/restore the VPN configuration.

Available settings are explained as follows:

Item Description
Backup
Selected Item Select the VPN type for the configuration backup.
Password Protection For the sake of security, the configuration file for the access point can

be encrypted.
Switch the toggle to enable or disable the function.

New Password/ Confirm = Enter several characters as the password for encrypting the
New Password configuration file.

Back up Click it to backup the configuration file.
Restore

Restore from Backup
File - Click to locate the file for restoring.

Restore - Click to execute the restoration.

File has Password Switch the toggle to enable or disable the function. If enabled, a
Protection password will be required for restoring the configuration.
Password Enter a password for configuration restoration.
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1I-5 Virtual Controller - Wireless

This feature allows users to establish and manage a network of DrayTek devices connected by
Wireless or Wired links.

The network consists of one Root and multiple Nodes. Root controls this network and syncs
configurations to Nodes. Normally Root and Nodes use the same Wireless SSID/security, and
Wireless clients can connect to any of them.

For Mesh networks, Root is also the outlet to the Internet. All devices of a network are in the same
Group. The root can add a new Node to its Group or delete members from its Group. Users can
choose VigorMesh or EasyMesh to establish the Mesh network. If Mesh is disabled, a network with
wired links alone could still be established as long as AP Management is enabled.

Vigor router plays a role of Mesh root in a VigorMesh network.

Please note that, within VigorMesh network,

® the total number allowed for mesh nodes is 8 (including the mesh root)
® the maximum number of hop is 3

Refer to the following figure:

For the mesh group set within VigorMesh network,

® |t must be composed by “1” Mesh Root and “0~7" mesh nodes

® (Roaming) Normally members in a mesh group use the same Wireless SSID/security
® (Add) Only the mesh root can add a new mesh node into the mesh group

® (Recover) A disconnected mesh node will automatically try to connect to another connected
mesh node of the same group

Mesh Root

Mesh Root indicates that Vigor router would be other AP's uplink connection. As a Mesh Root, Vigor
router must connect to internet through WANs to have an internet connection.

265



The following figure shows how Vigor router runs as MESH ROOT:

I1-5-1 Role Setup

This page can determine the role of the Vigor router connecting to the computer physically. And set
up its Mesh function and AP Management function.

Available settings are explained as follows:

Item Description

Advanced Click to show or hide the advanced settings (Wireless Download Band,
Mode:ON/OFF Auto Wireless Uplinks Optimization and Log Level).

Device Role Root - The device is a Root. It controls the network and syncs

configurations to the Nodes of its Group.

Group Admin Account Set an account for the system administrator to manage the mesh
nodes.
The account configured here will replace the account name defined
for each node to ensure the mesh node's account security.

Group Admin Password = Set a password for the system administrator to manage the mesh
nodes.
The password configured here will replace the password defined for
each node to ensure the mesh node's account security.

Password Status User random password - The default display state. By default, the
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Enable Mesh

Mesh Protocol

Group Name

Wireless Download
Band

Auto Wireless Uplinks
Optimization

Log Level

Enable AP Management

Cancel

Apply

mesh group password will be generated randomly by the Vigor
system.

Ready - If the password is set or changed manually, after finishing the
configuration, the word "Ready" will be shown instead.

Mesh Setup
Switch the toggle to enable or disable the mesh function.

Select the mesh protocol to manage the mesh network.

Vigor Mesh - A protocol developed by DrayTek.

Displays the name of the current mesh group. Change the name if
required.

It is available only when Advanced Mode is set to On.

Select a wireless band (Auto, 2.4GHz or 5GHz) for connecting with a
downlink mesh root or a downlink mesh node.

It is available only when Advanced Mode is set to On.

It is enabled in default. To perform the auto reselect, make sure the
process for CFG Sync and CFG Check for mesh nodes (members) are
successful. If enabled, after changing the environment of mesh
network (e.g., offline, disconnection), the root device will perform auto
reselect to reconstruct the mesh network.

It is available only when Advanced Mode is set to On.

Choose Basic or Detailed. Related information will be shown on
Syslog.

AP Management Setup
Switch the toggle to enable/disable the AP Management.
Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[1-5-2 Device

[1-5-2-1 Device List

This page displays general information about the devices grouped under Vigor C410/C510 series.

Click Edit to modify the settings of the selected device. The settings for the APs are slightly different
based on the role of the Root and Node.

Available settings are explained as follows:

Item Description
Device Reboot All Nodes = Reboot Now - Click to reboot all nodes immediately.

Device Factory Reset All = Factory Reset Now - Click to reset all nodes with factory settings
Nodes immediately.
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Config Sync to All Nodes = Full Config - Sync the full configuration to all nodes.
Select Scope - Sync the selected configuration to all nodes.

Sync Config Sync now -Click to execute the sync configuration.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-5-2-2 Mesh Status

Display general information of the Mesh network.

This page is available only when Mesh is enabled (Virtual Controller>>Role Setup).

Available settings are explained as follows:

Iltem

Name
MAC Address
Role

Hop

Uplink Device
Uplink Interface
Signal Strength

Uplink Rate(Tx/RX)

Uplink Uptime

Option

Description

Displays the name of the device (for identification).
Displays the MAC address of the device.

Displays the role of the device.

Displays the number of Wireless links from the device to Root.
"0" means the device is using a Wired uplink.

Displays the MAC address of the device that this device connects to.
Displays the interface which the device is using to connect to uplink.
Displays the signal strength of the device to its uplink.

It is available only when VigorMesh is selected as Mesh Protocol.

Displays the link rate of the device to its uplink.

It is available only when VigorMesh is selected as Mesh Protocol.

Displays how long the device is online.

Click View to modify the selected mesh device.
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[1-5-2-3 AP Adoption

Optimize All Mesh Links - It is available only when VigorMesh is
selected as Mesh Protocol and the device is a Root.

Press the Optimize button to perform reselect to reconstruct the
Mesh network.

Search and add new Nodes to the device's Group.

This page is available when current device role is Root.

Available settings are explained as follows:

Item

Status

Start AP Discovery
AP Discovery Result

Description
Displays whether the Scan button is available now.
Press the Scan button to search new Nodes.

Displays the scanned result.

Adopt AP - Select the checkbox if you want to add the device into a
Group.

MAC - Displays the MAC address of the device.
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Model - Displays the model of the device.

Signal Strength - Displays the signal strength of the device if it was
found through the Wireless.

Device Name - Insert the name of the device for identification.

Tips for VigorMesh Network Setup

VigorMesh supports auto uplink. If a device could not access its gateway, it becomes a
Wireless Node automatically.

A Mesh Root or a Wired Mesh Node should be able to ping its gateway through Ethernet.

VigorMesh can add new Mesh Nodes into a Mesh Group through Wireless or Wired
connection.

However, we recommend to connect new Nodes to the Root by Ethernet cables and add them
into Mesh Group first.

Wait until the configuration sync finishes. And then move the Nodes to their destinations.

VigorMesh supports up to 3 hops. However, it is suggested to connect the Mesh network with
less than or equal to 2 hops.

It is suggested to make the Uplink Signal Strengths of all Wireless Mesh Nodes be larger than
-65 dBm.

A Wireless Mesh Node with an Ethernet cable should not loop to another Node.

If the Mesh Root disappears and there are online Wired Mesh Nodes with Device Role Auto,
one of the Wired Mesh Nodes will become a Mesh Root automatically.

A VigorMesh Group can be reset by the "Reset" button on Virtual Controller >> Wireless >>
Device >> Device List.

If resetting a Mesh Root,

¢  Allonline Mesh Nodes will be informed to reset.

¢  Forthose Mesh Nodes unable to reset, reset them manually.

If resetting a Mesh Node,

¢  The device will become a New Node again.

¢ The Wireless SSID settings of the device will be reset, too.
Troubleshooting:

Check the country code and Wireless channels.

Check the firmware version. Please make sure all Mesh members are in the newest firmware
version.

Check the Current Device Role and Current Uplink of the device.
Please make sure that the device is not in DFS CAC detection.

Check the channel load. Make sure it is not over 70%.

Tips for EasyMesh Network Setup
Set up multiple mesh devices with uplink RSSI larger than -65dBm.
Setup is recommended to use wired connection and device list to add devices.

EasyMesh network supports up to 3 hops of devices. However, it is suggested to connect with
less than or equal to 2 hops.

EasyMesh is not suggested to join existing VigorMesh Environment.
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The maximum of devices number is (ssid_num * device_num <= 56) -> device_num is the max
device number

How to set up a VigorMesh group?

The following steps will guide you how to setup a VigorMesh Group.
Please access the web of the device which you want to use it as the Root.
1. (Optional) Open Virtual Controller>>Wireless>>Role Setup.

Set Group Admin Password. This value will be the Administrator Password of the Nodes after
they join the Mesh Group and complete configuration sync.

2. Open Virtual Controller>>Wireless>>Device>>AP Adoption. Click the Scan button.

3. Wait until the searching result appears.

Choose the device(s) you want to add to the Group and set the names for
identification.

Click the Apply button and wait for it to finish the procedure.
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4, Refer to Virtual Controller>>Wireless>>Device>>Device List and Virtual Controller >> Wireless
>> Device >>Mesh Status for viewing the result.
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11-6 Virtual Controller - Switch

Vigor router can manage lots of VigorSwitch devices connected to it. Through profile and group
settings, the administrator can execute firmware/configuration backup, restore for VigorSwitch
device, reboot the device or return to factory default settings of VigorSwitch at one time.

This feature allows users to establish and manage a network of DrayTek devices connected by
Wireless or Wired links.

11-6-1 General Setup

In this page, switch the toggle to enable / disable the switch management function.
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11-6-2 Device

This page displays information, including Switch name, MAC address, IP address, Firmware Version,
Model, Online Status, System Uptime, Port in Use, Clients, Last Process Status and Option of a
VigorSwitch connected to the Vigor router.

To add a new switch, click the Add New Switch link to open the following page.

Click Scan and wait for a while Vigor router will scan and list the switch connecting to Vigor router.

Check the box below Adopt to select the device and click Apply.
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The selected switch, now, has been managed by the Vigor router.

To edit the device information, set port profile or view the port status of the switch, click Edit.

General

This page shows a summary related to the VigorSwitch. Also, it offers Reboot Now and Factory Reset
Now buttons to assist users in updating the switch.

Available settings are explained as follows:

Item Description

Switch Name Display the name of the switch. Change the name if required.
Reboot Now Click to reboot the switch immediately with current configuration.
Factory Reset Now Click to reset the switch with factory default setting.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

277



Port Profile

This page configures the speed, duplex mode, and port profile for each GE port of the VigorSwitch.

Available settings are explained as follows:

Item Description
Port Display the number of the GE port.
Description If required, enter a brief description to explain the device connected

to VigorSwitch via the LAN port.
Port Enabled The port (e.g., GE2 in this case) which is used to connect VigorSwitch
and Vigor router will not be shutdown by Vigor router.

Other LAN ports of VigorSwitch allow to connect to any LAN device.
When it is checked, after clicking Apply, the network connection
between that device and VigorSwitch will be terminated.

Port Speed Ethernet speed is set automatically by router system or manually set
to 10M/100M/1000M bit/s.

Port speed capabilities:
Auto: Auto speed with all capabilities.
Auto(10M): Auto speed with 10M ability only.
Auto(100M): Auto speed with T00M ability only.
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Auto(1000M): Auto speed with 1000M ability only.
Auto(10/100M): Auto speed with 10/100M ability.
10M: Force speed with 10M ability.

100M: Force speed with T00M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a
port on the switch negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer port
does not support auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on the cable
and using half duplex mode. When the switch’s auto-negotiation is
turned off, a port uses the pre-configured speed and duplex mode
when making a connection, thus requiring you to make sure that the
settings of the peer port are the same in order to connect.

For SFP fiber module, you might need to manually configure the
speed to match fiber module speed.

Duplex Select the duplex mode for the LAN port.
Auto - Auto duplex with all capabilities.

Full - Auto speed with 10/100/1000M ability only. Allows data
transmission in both directions.

Half - Auto speed with 10/100M ability only. Allows data transmission
in both directions. However, only one device (router or peer's device)
is allowed to transmit data at the same time.

Port Profile Select a port profile to which the LAN port of VigorSwitch will apply.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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Port Status

This page will display the current status of each GE port of the Vigor switch such as the transmission
rate (TX/RX), port type, VLAN ID, applied port profile, etc.
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11-6-3 Port Profile

This page allows you to configure profiles with general settings such as name, group, IP address,
MAC address, model, and password required by VigorSwitch when it connects to this Vigor router.

To add a new profile, click +Add.
To modify an existing profile, select the one and click the +Edit link to open the setting page.

Below is the settings page after clicking +Add.

General

Available settings displayed here will vary according to the VigorSwitch managed by Vigor router.

Available settings are explained as follows:
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Item

Profile Name

Advanced
Mode:ON/OFF

PoE Port Enable
Enable Port by Schedule

Description

Enter a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Click to show or hide the advanced settings.

Switch the toggle to enable/disable the port profile.

Set the valid time for the "port profile" when it is applied to specific GE
port.

Always On - The port profile will be valid all the time if it is enabled.

Scheduled On - The port profile will be valid based on the time
schedule specified here.

Options under the Advanced Mode

Port Isolation

LACP Priority
LACP Timeout

EEE

Cancel

Apply

It allows the network administrator to configure protected port setting
to prevent the selected ports from communication with each other.
Port isolation is only allowed to communicate with unprotected port.
For example, GE1 and GE3 are selected in Port List and Enable is
clicked as port isolation, then users behind GE1 and GE3 are
separated and can not communicate with each other.

Switch the toggle to enable / disable this function.

Enter a port priority number (1 to 65535) for the port.

The timeout option decides how local switch of LAG connection
determines connection to be lost. Switch would also notify the remote
switch about this setting value, so that remote switch can send LACP
PDU in correct timing.

Short - LACP PDU will be sent per second. If port member is not seen
over 3 seconds, it will cause port member timeout.

Long - LACP PDU will be sent every 30 seconds. If port member is not
seen over 90 seconds, it will cause port member timeout.

Switch the toggle to enable or disable port EEE (Energy Efficient
Ethernet) function for the selected port.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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VLAN

This page allows a user to configure interface (GE) settings related to VLAN.

Available settings are explained as follows:

Item

Profile Name

Port Type

PVID

Accepted Type

Untagged VLAN

Description

Enter a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Select the VLAN mode of the interface.

Hybrid - Support all functions as defined in IEEE 802.1Qspecification.

Trunk - An untagged member of one VLAN at most, and is a tagged
member of zero or more VLANS.

Access - Accepts only untagged frames and join an untagged VLAN.
Tunnel - Accepts only untagged frames and join an untagged VLAN.
A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames

received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

For port under Access/Tunnel Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.
It is available when Hybrid is selected as the port type.

Specify the acceptable-frame-type of the specified interfaces. It's only
available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.

It is available when Hybrid is selected as the port type.
Specify the VLAN profile to be untagged in the VLAN.
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Tagged VLAN

Select all VLAN profiles or independent VLAN profiles to be tagged in
the VLAN.

Options under the Advanced Mode

Forbidden VLAN

Cancel

Apply

The GE port set in a VLAN profile allows default VLAN packet to pass
through.

Select the VLAN profile as forbidden VLAN.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

GVRP

This page allows the network administrator to configure registration mode (e.g., Normal, Fixed or
Forbidden) of GVRP (GARP VLAN Registration Protocol) for each GE port.

Such function can eliminate unnecessary network traffic and prevent any attempt to transmit
information to unregistered users.

Available settings are explained as follows:

Iltem

Profile Name

Enabled

Dynamic VLAN Creation

Registration

Description

Enter a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Switch the toggle to enable / disable the GVRP port setting.
Switch the toggle to enable / disable the VLAN creation.

There are three modes to be specified.

Normal - Default setting. All packets can pass through the selected GE
port.
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Fixed - The selected GE port only sends static VLAN information to
neighboring device and allows static VLAN packet to pass through.

Forbidden - The selected GE port only allows default VLAN packet to

pass through.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

Multicast

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus
controls which ports receive specific multicast traffic.

MLD snooping does the same thing as IGMP snooping. The difference is that IGMP snooping acts on
IPv4 packets; MLD snooping acts on IPv6 packets. MLD snooping is the process of listening to
Multicast Listener Discovery network traffic. It can examine IPv6 packets and forward these packets
to designate location via VLAN port members.

Available settings are explained as follows:

Item Description

Profile Name Enter a name for the Switch. The purpose of name is used for
identification.
It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.
IGMP Snooping

Throttling Max. Group Define the maximum number of IGMP group profile that a user on the
switch can join. If “0" is selected, then such interface (port) can join all
of the IGMP group profiles (defined in Filtering Profile).

285



Throttling Exceed Action

Throttling Max. Group

Throttling Exceed Action

Cancel

Apply

VigorSwitch will perform the action defined below when the number
of IGMP join reports for the specified interface exceeds the value
defined in Max Group.

Deny - It is default setting. The IGMP join report (for multicast service)
received by such interface will be discarded.

Replace - When it is selected, a new group with IGMP report received
will replace the existing group.

MLD Snooping

Define the maximum number of MLD group profile that a user on the
switch can join. If “0" is selected, then such interface (port) can join all
of the MLD group profiles (defined in Filtering Profile).

VigorSwitch will perform the action defined below when the number
of MLD join reports for the specified interface exceeds the value
defined in Max Group.

Deny - It is default setting. The MLD join report (for multicast service)
received by such interface will be discarded.

Replace - When it is selected, a new group with MLD report received
will replace the existing group.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

STP

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for any
bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning Tree
Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and a
multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per VLAN

Spanning Tree).

Available settings are explained as follows:

286



Item

Profile Name

BPDU Filter

BPDU Guard

Description

Enter a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Switch the togglee to enable / disable the function of dropping all
BPDU packets and no BPDU will be sent.

BPDU Guard further protects your switch by turning this port into
error state and shutdown if any BPDU received from this port. Check
it to enable such function.

Switch the toggle to enable/disable the BPDU Guard function.

Options under the Advanced Mode

Priority

Edge Port

P2P Option

Cancel

Apply

Specify a priority value for the switch. The smaller the priority value,
the higher the priority and greater chance of becoming the root.

In the Edge mode, the interface would be put into the Forwarding
state immediately upon link up. If the edge mode is enabled for the
interface and there are BPDUs received on the interface, the loop
might be occurred in the short time before the STP state change.

Switch the toggle to enable / disable the function.
Auto - VigorSwitch determines the STP of link type for this port
automatically.

Yes - It means the STP of link type on this port is full-duplex and
directly connect to another switch or host.

No - It means the STP of link type on this port is “not” full-duplex and
“does not” directly connect to another switch or host.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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QoS

This page is used to configure port settings for QoS. The configuration result for each port will be
displayed on the table listed on the lower side of this web page.

Available settings are explained as follows:

Iltem

Profile Name

Ingress Default CoS

Egress Remark CoS

Egress Remark DSCP/IP
Precedence

Enable Ingress Rate
Limit

Enable Egress Rate Limit

Description

Enter a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Specify the default CoS priority value for those ingress frames without
given trust QoS tag (802.1q/DSCP/IP Precedence, depending on
configuration).

Switch the toggle to enable/disable the function.

Disabled - Select to disable this function.

DSCP - Egress traffic will be marked with DSCP value according to the
Queue to DSCP mapping table.

IP Precedence - Egress traffic will be marked with IP Precedence value
according to the Queue to IP Precedence mapping table.

This page is used to configure port settings for QoS. The configuration
result for each port will be displayed on the table listed on the lower
side of this web page.

Switch the toggle to enable/disable the function.
Ingress Rate Limit - Enter the rate value (16-1000000), unit:16 Kbps.
This page is used to configure port settings for QoS. The configuration

result for each port will be displayed on the table listed on the lower
side of this web page.

Switch the toggle to enable/disable the function.
Egress Rate Limit - Enter the rate value (16-1000000), unit:16 Kbps.
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Cancel

Apply

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[1-6-4 Maintenance

Vigor router can backup, restore, reboot, or reset the managed Vigor switch devices.

Available settings are explained as follows:

Item

Action Type

Existing Device

Description

Selection Action
There are four types of action that can be performed on Vigor switch
by Vigor router.

Config Backup - Backup current configuration of Vigor switch.

Config Restore - Restore the configuration of Vigor switch with backup
file.

Remote Reboot - Reboot the Vigor switch remotely by Vigor router.

Factory Reset - Reset the Vigor switch remotely by Vigor router.
Select Device

+Add - Click to add a new device that will be applied with the settings

configured above.

At present, only one device can be added in this field.

For the Action Type set as Config Backup:

Backup - Click to make a backup copy for the current
configurations of the selected device(s) (listed on Existing Device
list).

For the Action Type set as Config Restore:

Restore - - Click to locate the backup file for restoring.

Restore - Click to restore the configuration of the selected
device(s) (listed on Existing Device list) with the backup file.

For the Action Type set as Remote Reboot:
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Reboot - Click to reboot the remote switch (managed by Vigor
router) with current configuration.

For the Action Type set as Factory Rest:

Reset - Click to reset the selected device(s) (listed on Existing
Device list) with the factory default switch settings.
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I1I-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Device Settings, Management, Firmware, Backup & Restore, Accounts and Reboot System, and

Firmware Upgrade.

I11-1-1 Device Settings

The user can modify the time, device name, and Syslog for the device.

1-1-1-1 Time

Open System Maintenance>>Device Settings and click the Time tab.

It allows you to specify where the time of Vigor device should be inquired from.

Available parameters are explained as follows:

Iltem

System Time

Set Time

When Automatically
with Time Server is
selected as Set Time

Description

System Time
Display current time.

Time Setting

Determine the method (automatically or manually) to set the time.

Automatically with Time Server - Set the system time by retrieving
time information from the specified network time server using the
Network Time Protocol (NTP).

Manually - Set the system time using the time reported by the web
browser.

Time Zone - Select the time zone where the router is located.

Time Server - Enter the web site of the primary time server.

Interface - Renew the time through the selected WAN/LAN interface. If
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Auto is selected, the Vigor system will renew the time through WAN or
LAN.

Test Time Server Connection - Test if the time server works well.
Server Status - Displays last update time status.
More Settings - Click to open advanced settings for the time server.

Auto Update Interval - Select the time interval (30min or 60min)
at which the router updates the system time periodically.

Secondary Server - For having a backup time server, please
enter the URL/IP address in the field of Secondary Server.

Secondary Interface - Renew the time through the selected
WAN/LAN interface. If Auto is selected, the Vigor system will
renew the time through WAN or LAN. This is an optional setting
and is used as the interface for the backup time server. If the
primary time server fails to renew the time setting, the Vigor
system will use the secondary time server instead.

Daylight Saving - Switch the toggle to enable/disable the
feature.

Daylight Saving Period - It is available when Daylight Saving is
enabled. Specify the starting time and the ending time if "by
Week" or "by Date" is selected.

When Manually is Time Zone - Select the time zone where the router is located.

selected as Set Time Date - Use the drop-down calendar to specify correct date.

Time - Set the time by specifying hours, minutes, and seconds.

Synchronize with Browser - Click Sync now to sync the time setting
with the browser.

Apply Save the current settings and renew the system time.

Cancel Discard current settings and return to the previous page.

After finishing this web page configuration, please click Apply to renew the system time.

293



[11-1-1-2 Device Name

Display the router name. Change the name if you want.

Open System Maintenance>>Device Settings and click the Device Name tab.

l11-1-1-3 Syslog
SysLog function is provided for users to monitor the router.

Open System Maintenance>>Device Settings and click the Syslog tab.

Available parameters are explained as follows:

Item Description
Syslog Settings

Logging Destinations Select External Server to display Log Message and Syslog Servers for
detailed configuration.

Log Message Select to send the corresponding message of user access, interface,
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+Add

Server IP
Port
Option
Apply

Cancel

and system information to Syslog.
Syslog Servers

Click to display new entry boxes for creating a new Syslog server
profile.

The maximum number of Syslog servers to be added is "3".
Enter the IP address of the Syslog Server.

Enter the port number of the Syslog Server.

Delete - Click it to remove the selected server profile.

Save the current settings and exit the page.

Discard current settings and return to the previous page.

After finishing this web page configuration, please click Apply to save the settings.

111-1-1-4 SNMP

This section allows you to configure settings for SNMP services.

The SNMPv3 is more secure than SNMP through the use of encryption (supports AES and DES) and
authentication (supports MD5 and SHA) for the management needs.

Open System Maintenance>>Device Settings and click the SNMP tab.

Available parameters are explained as follows:

Iltem

Enabled

Manager
Host

Description
SNMP

Switch the toggle to enable/disable the SNMP function.

If enabled, Manager, Query, Agent and Trap settings will be valid for you to
configure.

Manager

Any - Any IP can be set as the manager host.
Specific Host - Specify a host (IPv4 or IPv6) or hosts (both IPv4 and IPv6).
IP Type - Select Both, IPv4 or IPv6.
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Get
Community

Set
Community

Query Port

SNMPv3

Agent
Enabled

SNMPv2c

Agent
Enabled

SNMPv1

Agent
Enabled

Enabled

Trap
Version

Trap

Specific Manager Host (IPv4/IPv6) is available when IPv4/IPv6 is selected
as the IP Type. Click +Add to have a new entry.

Enter the IPv4 address with subnet mask / IPv6 address with specified
prefix length of hosts that are allowed to issue SNMP commands. If these
fields are left blank, any IPv4/IPv6 LAN host is allowed to issue SNMP
commands.

Query

Enter the Get Community string. The default setting is public. Devices that send
requests to retrieve information using get commands must pass the correct Get
Community string.

Enter the Set Community string. The default setting is private. Devices that send
requests to change settings using set commands must pass the correct Set
Community string.

Displays the port number used by the query server.
Agent

Switch the toggle to enable/disable the SNMPv3 function.

If enabled, specify corresponding settings. Click +Add to have a new entry.

Username(USM) - USM means user-based security mode.
Enter the username to be used for authentication.

Authentication - Select one of the hashing methods to be used with the
authentication algorithm.

Authentication Password - Enter a password for authentication.
Privacy - Select an encryption method as the privacy algorithm.
Privacy Password - Enter a password for privacy.

Switch the toggle to enable/disable the SNMPv2 function.

Switch the toggle to enable/disable the SNMPv1 function.

Trap
Switch the toggle to enable/disable the Trap function.

Select the trap version.
%l
V2c
V3

Enter the Trap Community string. The default setting is public. Devices that
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Community = send unsolicited messages to the SNMP console must pass the correct Trap
Community string.

The maximum length of the text is 23 characters.
Trap Port Enter the port number used for the Trap server.

Notification = Select the type of the notification host.

Host IP Both
Type IPv4
IPv6
Notification = +Add - Enter the IPv4 address of hosts that are allowed to be sent SNMP traps.
Host(IPv4)
Notification = +Add - Enter the IPv6 address of hosts that are allowed to be sent SNMP traps.
Host(IPv6)
Trap Select the event(s) to apply the settings configured in this page.
Events
Apply Save the current settings and exit the page.

I11-1-2 Management

[11-1-2-1 Service Control

This page allows you to manage the general settings, management services, and TLS/SSL Encryption
setup. After a user has been authenticated by means of a username and password, he or she can be
granted Internet access, and optional firewall rules and WAN access policies can be applied.

Available settings are explained as follows:

Item Description

General

Auto Logout If "off" is selected, the function of auto-logout for the web user
interface will be disabled.
The web user interface will be open until you click the Logout icon
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Enforce HTTPS Access

LLDP
Port

LAN Access

IPv4/IPv6 WAN Access

TLS 1.3/TLS 1.2

WAN Access Control

LAN Access Control

Cancel

Apply

manually.

Management Services

Switch the toggle to enable/disable the feature of allowing system
administrators to login Vigor router via HTTPS.

Switch the toggle to enable/disable the LLDP service.

Specify user-defined port numbers for the HTTP, HTTPS, SSH, Telnet
and SNMP servers.

Select the checkbox to allow the system administrators to login from
LAN interface. Later, configure the LAN Access Control below to
determine who (the client) is able to access the LAN management
services (HTTP, HTTPS, SSH, Telnet and SNMP).

Select the checkbox to allow the system administrators to login from
IPv4/IPv6 WAN interface. Later, configure the WAN Access Control
below to determine who (the client) is able to access the IPv4 WAN
management services (HTTP, HTTPS, SSH, Telnet and SNMP).

TLS Encryption

Switch the toggle to enable or disable the function.
Access Control List

In general, all the clients via WAN interface can access the IPv4 WAN
management services (based on the HTTP, HTTPS, SSH, Telnet and
SNMP checkboxes selected).
WAN Access Control Mode - Select Disabled or Allow List.
Disabled - The default is Disabled.
Allow List - Click +Add to have a new entry. The maximum
number you can add is up to 6.
Only the chosen IP objects within the selected IP group object can
access the services listed on this page via the WAN interface.

In general, all the clients via LAN interface can access the LAN
management services (based on the HTTP, HTTPS, SSH, Telnet and
SNMP checkboxes selected).
LAN Access Control Mode - Select Disabled or Allow List.
Disabled - The default is Disabled.
Allow List - Click +Add to have a new entry. The maximum
number you can add is up to 6.
Only the chosen IP objects within the selected IP group object can
access the services listed on this page via the LAN interface.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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[11-1-2-2 TR-069

Vigor device supports the TR-069 standard for remote management of customer-premises
equipment (CPE) through an Auto Configuration Server, such as VigorACS.

Available settings are explained as follows:

Iltem

TR-069

ACS Server On

IP/Domain

Username/Password

Event Code

CPE Client

Periodic Inform Settings

Description
Switch the toggle to enable or disable the function.
ACS Server

Choose the interface for connecting the router to the Auto
Configuration Server.

Enter the IP/domain for connecting to the ACS.

Wizard - Click it to enter the IP address of VigorACS server, port
number and the handler.

Enter the credentials required to connect to the ACS server.

Test Connection

Use the drop down menu to specify an event to perform the test.

Test With Inform - Click it to send a message based on the event code
selection to test if such CPE is able to communicate with VigorACS
server.

More settings

This section specifies the settings of the CPE Client.

Protocol - Select HTTPS if the connection is encrypted; otherwise
select HTTP.

Port - In the event of port conflicts, change the port number of the
CPE.

Username / Password - Enter the username and password that the
VigorACS will use to connect to the CPE.

Enable / Disable - Switch the toggle to enable or disable the function.
The default setting is Enable, which means the CPE Client will
periodically connect to the ACS Server to update its connection
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parameters at intervals specified in the Interval Time field.

Time Interval - Set interval time or schedule time for the router to
send notification to CPE. (1-65535)

STUN Settings Mode - The default is Auto. If select Enabled, please enter the
relational settings listed below:
Server Address - Enter the IP address of the STUN server.
Server STUN Port - Enter the port number (1-65535) of the STUN
server.

Minimum Keep Alive Period - If STUN is enabled, the CPE must
send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a number
as the minimum period. The default setting is “60 seconds”.

Maximum Keep Alive Period - If STUN is enabled, the CPE must
send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a number
as the maximum period. A value of “-1” indicates that no
maximum period is specified.

Apply Save the current settings and exit the page.

Cancel Discard current settings and return to the previous page.

After finishing this web page configuration, please click Apply to save the settings.
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I11-1-3 System Upgrade

[11-1-3-1 Firmware

Before firmware upgrade, please download the newest firmware from the DrayTeks website or FTP

site first. The DrayTek website is www.draytek.com (or local DrayTeks website) and the FTP site is
ftp.draytek.com.

Open System Maintenance>> System Upgrade. The following web page will guide you to upgrade

firmware by using an example. Note that this example is running over Windows OS (Operating
System).

Click 7 to locate the firmware from your host.

Then click Upload and wait for a few seconds.

When the upload is finished, please click the Restart button.
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Wait for a while until the system finishes the rebooting.
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[11-1-3-2 Country Object Database

GeolP database provides information for Classless Inter-Domain Routing (CIDR) and location. Vigor
router adopts the geographical distribution based on the GeolP database offered by MaxMind.

If required, update the GeolP database.

Available settings are explained as follows:

Item Description

Upgrade Now Click to upgrade the GeolP database.

Off/Upgrade Off - There is no need to upgrade the database, even when a new
later/Repeat version is available.

Upgrade Later - Allow to specify a time to upgrade the database.

Start Date - Use the drop-down calendar to specify correct date.

Start Time - Use the drop-down list to select the time.

Repeat - The system will check for any new version updates on the
first day of every month.

1** of each month at - Use the drop-down list to select the time.
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I11-1-4 Backup & Restore

This function can be used to backup/restore the Vigor router settings.

Available settings are explained as follows:

Iltem

Password Protection

New Password/ Confirm
New Password

Back up

Restore from Backup
File

Restore except the login
password

File has Password
Protection

Description
Configuration Backup

For the sake of security, the configuration file for the access point can
be encrypted.

Switch the toggle to enable or disable the function.

Enter several characters as the password for encrypting the
configuration file.

Click it to backup the configuration file.

Restore from a Configuration Backup

|71 - Click to locate the file for restoring.
Restore - Click to execute the restoration.

Switch the toggle to enable or disable the function.

Switch the toggle to enable or disable the function. If enabled, a
password will be required for restoring the configuration.

Restore Password - Enter a password for configuration restoration.
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[11-1-5 Accounts & Permission

This page allows you to modify your current administration account and password.

It allows the network administrator to manage Internet access at the user level.

[11-1-5-1 Local Admin Account

This page allows you to create up to five local admin account profiles.

Available settings are explained as follows:

Item Description
+Add Create a new account profile.
Edit Modify the selected account profile.
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Delete

Remove the selected account profile.

To modify an existing profile, select the one and click the +Edit link to open the setting page.

To add a new profile, click +Add.

Available settings are explained as follows:

Item

Account
New Password
Confirm New Password

Role

Status

Allow Login from WAN

Enable Email

Enable SMS

Enable MFA

Description

Local Admin Account
Display the name of the account.
Enter a new password in this field.
Enter the new password again.

Specify the role of the account.
Administrator
Guest
Users (created on the Role & Permission page)

Active - Enable the selected account profile.

Inactive - Disable the selected account profile.

It is available if "Router Management" is selected as the usage.

If enabled, the user can login from WAN by using this user account.

Switch the toggle to enable or disable the email setting.
Email - Enter the email address for receiving the MFA PIN code.

Switch the toggle to enable or disable the SMS setting.

SMS - Enter the destination SMS number for receiving the MFA PIN
code.

MFA

Switch the toggle to enable/disable the function of Multi-Factor
Authentication (MFA).
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Allowed MFA Method - Select to require TOTP, Email, SMS or mOTP
authentication when logging in to Vigor router.

TOTP - For the Time-based One-time Password (TOTP) mechanism,
please make sure the time zone of your router is correct. Then, install
Google Authenticator APP on your cell phone. Open the APP to scan
the QR code on this page. A one-time password will be shown on your
phone.

In the filed of Validation Code, enter the one-time password and click
Verify.

Now, the configuration is finished. You will be asked to enter the 2FA
code on the after passing the username and password authentication.

SMS/Email - The password will be transferred via the SMS and/or Mail
profiles selected from User Information above.

mOTP - Mobile one-Time Password (mOTP) allows the use of mOTP
passwords. Enter the PIN Code and Secret settings for getting
one-time passwords.

Account Info

Created Time Display the created time of the user account.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

Click Apply to save the settings.
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[11-1-5-2 Role & Permission

This page allows the creation of up to five roles which can be applied to the local admin account.

The default roles are Administrator, Guest and Users.

To create a new role profile, click +Add. A new role will be added on to the page.

Available settings are explained as follows:

Item Description
+Add Create a new role profile.
Role_1 The field of profile name. New added profile will be named as Role_#.

To modify the name, simply click the name and enter a new string
(e.g., Role_MKT).
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Left Menu Path Lists all of the features that a role can have.

The role of Administrator has the highest authority for accessing Vigor
router.

The role of Guest/Users has the lowest authority for accessing Vigor
router.

The permissions for user-defined roles are based on read-only or
read-write access granted to each menu path (such as dashboard,
configuration, device menu, etc.) individually..

Delete Remove the selected user-defined role profile.

Specify the permission for each menu item for the user-defined role.

Deny - The permission for the menu item on the left side is not
allowed for the user-defined role profile.

Read-only - The permission for the menu item on the left side allowed
for the user-defined role profile to be read-only.

Read-write - The permission for the menu item on the left side
allowed for the user-defined role profile to be both read-only and
written.

Apply Save the current settings and exit the page.

After finished the settings, click Apply. The new role can be seen and selected on System
Maintenance>>Account & Permission>>Local Admin Account.
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I1I-1-6 System Reboot

The Web user interface may be used to restart your router. Open System Maintenance >> System
Reboot to get the following page.

Available settings are explained as follows:

Iltem

Reboot With

Auto Reboot Time
Schedule

Cancel

Apply

Description
Select one of the following options, and press the Reboot button to
reboot the router.

Current Configuration - Select this option to reboot the router using
the current configuration.

Reset Configuration - Select this option to reset the router while
retaining service status (product registration, license keys, and
certificates).

Reset to Factory Default - Select this option to reset the router’s
configuration to the factory defaults before rebooting.

Enable Auto Reboot Schedule - Switch the toggle to enable or disable
the function. If enabled, Vigor router will reboot automatically based
on the schedule profile.

Schedule Profile - Use the drop-down list to select the profile(s).
Discard current settings and return to the previous page.

Save the current settings and exit the page.

This page is left blank.
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Chapter IV Others
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V-1 Monitoring

IV-1-1 Clients List

Clients List displays the configuration status of the wireless clients that connect to the Vigor router
via Wi-Fi connection.

Besides, this page offers a quick method to add the wireless client to any existing MAC Filtering
Profile.

To add the wireless client(s) onto an existing MAC Filtering Profile, click Add MAC Filtering from
Clients to open the following page.

Available settings are explained as follows:

Item Description
Add to MAC Filtering Select one of the MAC filtering profiles (Security>>MAC Filtering
Profile Profile) as the filtering basis.
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Update Client List Update - Click to renew the client list based on the actual wireless
connection.

Clients Displays the SSID name, MAC address, and IP address of the wireless
clients.

Add to MAC Filtering - Select to make the wireless client join the MAC
Filtering Profile set above.

Name - Enter a name for identification.
Close Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

To check if the new added wireless clients on the MAC Filtering profile
or not, refer to Security>>MAC Filtering Profile.

Click Apply to save the settings.
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IV-1-2 Log Center

IV-1-2-1 Log Center

Log related to setting configuration and/or actions performed by this device can be stored on web
Syslog. Click Refresh to reload this page with the most up-to-date information.

Available settings are explained as follows:

Item Description
Enabled Web Syslog Switch the toggle to enable or disable the function.
If enabled, Loop Logging Option will be shown as follows.

Loop Logging Option Override Oldest Logs - Vigor router system will backup all existed
information on the flash onto the host and clean up the information
from the flash. Later, it will start a new record.

Stop when Full - Vigor router system will stop to record the user
information onto the flash.

Export as TXT, JSON Click it to export the log records as a file (.txt, .json).
Clear All Click it to clear all log records on this page.

Filter Select the type of log to display on this page.

Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

Click Apply to save the settings.
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IV-1-2-2 DDNS Log

This page displays the log (time, profile name and content) related to Dynamic DNS actions
performed by this device.

Click Refresh to reload this page with the most up-to-date information.
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IV-1-3 Wireless Information

For viewing the SSIDs used by 2.4GHz/5GHz or real time throughput for 2.4GHz/5GHz, open
Monitoring>>Wireless Information for detailed.

[V-1-3-1 Wireless Information

This page shows general information (e.g., 2.4GHz/5GHz enabled or not, MAC address, SSID name
and etc.) for wireless connection.

Click Refresh to reload this page with the most up-to-date information.

Click See More+ to view more information.

[V-1-3-2 Recent Activities

The activities regarding to wireless network can be shown with line graphs.

Click Refresh to reload this page with the most up-to-date information.
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IV-1-3-3 Real Time Throughput 2.4G

The real-time throughput (2.4G) can be shown with line graphs.

Click Refresh to reload this page with the most up-to-date information.

IV-1-3-4 Real Time Throughput 5G

The real-time throughput (5G) can be shown with line graphs.

Click Refresh to reload this page with the most up-to-date information.
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IV-1-4 WAN

This page can display the WAN connection status, including the connection interface, MAC address,
connection type, connection IP address, connection gateway, primary DNS and secondary DNS
server addresses, online Time, and so on.

IV-1-4-1 WAN Utilization

This page displays the utilization, including upload, download, and percentage of data transmission
for each WAN interface.

IV-1-4-2 WAN Status

IPv4

Select the IPv4 tab to display the IPv4 WAN connection status.

Click Refresh to reload this page with the most up-to-date information.
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IPv6

Select the IPv6 tab to get the WAN connection information (e.g., name, IPv6 address, connection
type, gateway and the uptime).

Click Refresh to reload this page with the most up-to-date information.

IV-1-5 ARP Table

The table shows the contents of the ARP (Address Resolution Protocol) cache held in the router and
shows the mappings between Ethernet hardware addresses (MAC Addresses) and IP addresses.

IV-1-5-1 LAN

Click Refresh to reload this page with the most up-to-date information of LAN Ethernet ARP table.

IV-1-5-2 WAN

Click Refresh to reload this page with the most up-to-date information of WAN Ethernet ARP table.
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IV-1-6 Route Table

IV-1-6-1 IPv4

Click Refresh to reload this page with the most up-to-date IPv4 routing information.
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IV-1-6-2 IPv6

Click Refresh to reload this page with the most up-to-date IPv6 routing information.
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IV-1-7 DHCP Table

This page provides information on IP address assignments. This information is helpful in diagnosing
network problems, such as IP address conflicts, etc.

Click Refresh to reload this page with the most up-to-date information.

IV-1-7-1 IPv4 DHCP Subnet

This page shows the DHCP server status, IP range, IP pool, Used IP, and percentage of utilization for
each LAN interface.

IV-1-7-2 IPv4 DHCP Lease

This page shows the remaining time of the IPv4 DHCP lease of the device.
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IV-1-7-3 IPv6 Assignment

This page shows the remaining time of the IPvé DHCP lease of the device.

IV-1-8 IPv6 TSPC Status

IPv6 TSPC (Tunnel Setup Protocol Client) status page could help you diagnose issues with IPv6
connections that utilize TSP.

If TSPC is configured properly, the router will display the following when the router has connected
to the tunnel broker successfully.

Click Refresh to reload this page with the most up-to-date information.

IV-1-9 IPv6 Neighbor Table

This page displays the mapping between Ethernet hardware addresses (MAC addresses) and the
IPv6 addresses. This information is helpful in diagnosing network problems, such as IP address

conflicts.
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IV-1-10 LLDP Neighbors Information
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IV-1-11 DNS Cache Table

The router can function as a DNS server which allows LAN clients to look up DNS information by
sending DNS requests to the router. The DNS information is temporarily cached on the router and
can be viewed on this page.

IV-1-11-1 IPv4

Click Refresh to reload the most up-to-date information of the IPv4 DNS cache data.

IV-1-11-2 IPv6

Click Refresh to reload the most up-to-date information of the IPv6 DNS cache data.
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IV-1-12 LTE Status

IV-1-13 Remote DSL Status

IV-1-14 PPPoE Pass-Through

The router offers PPPoE dial-up connection. Besides, you also can establish the PPPoE connection
directly from local clients to your ISP via the Vigor router. When PPPoA protocol is selected, the
PPPOE package transmitted by PC will be transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

This page displays the results of performing PPPoE Pass-Through.

Click Refresh to reload this page with the most up-to-date information.
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IV-1-15 Session Table

This screen shows the 200 newest entries in the NAT sessions table. Click Refresh to reload this
page with the most up-to-date information.
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V-2 Utility

This section contains utilities (e.g., ping tool, traceroute, DNS and etc.) that can assist you in
analyzing issues and failures during the setup and operation of the router.

IV-2-1 Network Tools

IV-2-1-1 Ping Tool

The user can perform the ping job for specified IP (host) to diagnose if the data transmission via the
Vigor system is well or not.

Available settings are explained as follows:

Item Description
IP Version Select the IP version for entering correct IP address.
Ping from Select an interface (LAN or WAN) from drop down list to through

which you want to perform the ping operation, or choose Auto to be
let the router select the WAN interface.

Ping to Host/IP Address = Enter the IP address of the Host/IP that you want to ping.

Packet Size (byte) Determine the packet size for the ping job.
Ping Count Determine the quantity of the packet being pinged.
Ping Interval (sec.) Set a time interval (unit:second) for the system to ping the IP address

specified above.

Clear Remove the settings and return to the factory settings.

Run Perform the ping job.
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IV-2-1-2 Traceroute

The user can perform the traceroute job for specified IP (host) to diagnose if the data transmission
via the Vigor system is well or not.

Available settings are explained as follows:

Item Description

IP Version Select the IP version for entering correct IP address.

Trace Through Trace through specific interface. Only Auto is available for selection.
Protocol Select ICMP or UDP protocol.

Host/IP Address Enter the host / IP address that you want to traceroute.

Trace Count Select the max hops for traceroute, select none for unlimited.

Max Hop Set the maximum number of hops to search for the target.

Clear Remove the settings and return to the factory settings.

Run Perform the job.
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IV-2-1-3 DNS

The user can diagnose the router by query Domain Name System (DNS) servers to obtain domain
name or IP address information.

Available settings are explained as follows:

Item Description
Method Select a tool to query Domain Name System (DNS) servers to obtain
domain name or IP address information.
NSLOOKUP - It is an abbreviation of "Name Server Lookup.

DNS SECURITY - To guarantee the DNS reliability, integrity and
the confidentiality, use this method to query the domain name
system server.

IP Version Select the IP version for entering correct IP address.
Host/IP Address Enter the host / IP address that you want to traceroute.
Clear Remove the settings and return to the factory settings.
Run Perform the job.
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IV-2-2 Web CLI

It is not necessary to use the telnet command via DOS prompt. The changes made by using web
console have the same effects as modified through web user interface. The functions/settings
modified under Web Console also can be reviewed on the web user interface.

Click the Web Console icon on the top of the main screen to open the following screen.

Open the page of Utility>>Web CLI.
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This page is left blank.
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Chapter V Troubleshooting
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V-1 Checking the Hardware Status

Follow the steps below to verify the hardware status.

1. Check the power line and cable connections.
Refer to “I-2 Hardware Installation” for details.

2. Power on the modem. Make sure the POWER LED, ACT LED and LAN LED are bright.

3. If not, it means that there is something wrong with the hardware status. Simply back to “I-2
Hardware Installation” to execute the hardware installation again. And then, try again.
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V-2 Checking the Network Connection Settings

Sometimes the link failure occurs due to the wrong network connection settings. After trying the
above section, if the link is stilled failed, please do the steps listed below to make sure the network
connection settings is OK.

V-2-1 For Windows

@ Note:

The example is based on Windows 7 (Professional Edition). As to the examples for other operation
systems, please refer to the similar steps or find support notes in www.draytek.com.

1. Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing Center.

2. Inthe following window, click Change adapter settings.
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3. lcons of the network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

4, Select Internet Protocol Version 4 (TCP/IP) and then click Properties.

5.  Select Obtain an IP address automatically and Obtain DNS server address automatically.
Finally, click OK.
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V-2-2 For Mac Os

1. Double click on the current used Mac Os on the desktop.
2. Open the Application folder and get into Network.
3. Onthe Network screen, select Using DHCP from the drop-down list of Configure IPv4.
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V-3 Pinging the Device

The default gateway IP address of the modem is 192.168.1.1. For some reason, you might need to
use “ping” command to check the link status of the modem. The most important thing is that the
computer will receive a reply from 192.168.1.1. If not, please check the IP address of your

computer. We suggest you setting the network connection as get IP automatically. (Please refer to
the section V-2)

Please follow the steps below to ping the modem correctly.

V-3-1 For Windows

1. Open the Command Prompt window (from Start menu> Run).

2. Type cmd. The DOS command dialog will appear.

3. Typeping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1ms TTL=255" will appear.

4.  Iftheline does not appear, please check the IP address setting of your computer.

V-3-2 For Mac Os (Terminal)

1. Double click on the current used Mac Os on the desktop.
2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms" will appear.
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V-4 Backing to Factory Default Setting

Sometimes, a wrong connection can be improved by returning to the default settings. Try to reset
the modem by software or hardware.

@ Warning:

After using the factory default settings, you will lose all settings you did before. Make sure you
have recorded all useful settings before you pressing.

V-4-1 Software Reset

You can reset the modem to factory default via Web page.

Go to System Maintenance and choose System Reboot on the web page. The following screen will
appear. Choose Factory Default and click Reboot.

After few seconds, the modem will return all the settings to the factory settings.
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V-4-2 Hardware Reset

While the modem is running, press the Factory Reset button and hold for more than 5 seconds.
When you see the ACT LED blinks rapidly, please release the button. Then, the modem will restart
with the default configuration.

After restore the factory default setting, you can configure the settings for the modem again to fit
your personal request.
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V-5 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send an e-mail to
support@draytek.com.
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